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Preface

On behalf of the Organizing Committee for Pervasive 2008, welcome to the
proceedings of the 6th International Conference on Pervasive Computing. The
year 2008 was the second time in as many years that the Pervasive conference has
attempted to “globalize”: For the second year in a row the conference was held
outside of Europe. The conference is seen as one of the most respected venues
for publishing research on pervasive and ubiquitous computing and captures the
state of the art in pervasive computing research. In 2008, as in previous years,
the proceedings present solutions for challenging research problems and help to
identify upcoming research opportunities.

Pervasive 2008 attracted 114 high-quality submissions, from which the Tech-
nical Program Committee accepted 18 papers, resulting in a competitive 15.8%
acceptance rate. There were over 335 individual authors from 27 countries, com-
ing from a wide range of disciplines and from both academic and industrial
organizations. Papers were selected solely on the quality of their peer reviews
using a double-blind review process. The review process was carried out by 38
members of the international Technical Program Committee (TPC) who are ex-
perts of international standing. The TPC members were aided by 104 external
reviewers. It was a rigorous review process, in which each paper had at least four
reviews: three reviews provided by by the Committee members and one review
written by an external reviewer. The reviews were followed by a substantive de-
liberation on each paper during an electronic discussion phase before the start
of the Committee meeting. As a result, 36 submissions were selected for discus-
sion at the one-day, nine-hour Program Committee meeting. The meeting was
the first Committee meeting for the Pervasive conference that was run as a dis-
tributed event. The TPC members travelled to their choice among three meeting
places: University of California-Irvine, Stuttgart University, and NICTA Queens-
land Lab in Australia. The meeting was run as a video conference between these
three sites and was moderated by the three TPC Co-chairs, one at each site.
A strict schedule and many additional paper reading assignments ensured that
each candidate paper was thoroughly evaluated during the Committe meeting.
Out of the 18 accepted papers, 17 were assigned shepherds to further improve
the paper quality.

Pervasive 2008 followed the tradition of the previous conferences in this series
in focusing not only on novelty but also applicability and feasibility. As pervasive
and ubiquitous computing are gradually coming of age, research papers have to
provided rigorous evaluation of their findings. The papers accepted for presenta-
tion at Pervasive 2008 addressed a variety of research issues including pervasive
applications for small devices, pervasive computing platforms, sensing and activ-
ity recognitions, and lessons learned in applying pervasive computing in various
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domains. As in the previous years, location technology as well as security and
privacy continued to attract the attention of the research community.

While the research papers are the core of the Pervasive conference series, the
conference has a rich program that includes other activities in addition to the
paper sessions. Pervasive 2008 featured a keynote speech by Mark Billinghurst —
an internationally recognized expert in human—computer interface technology,
particularly in the area of augmented reality. As with all of its predecessors, the
2008 conference also contained a poster and demo reception, as well as a full
day of workshops and a doctoral colloquium. As in the previous year the final
day of the conference was dedicated to tutorials focusing on the fundamentals
of pervasive computing. The tutorials were intended as an introduction for new
researchers and practitioners in the field.

Several organizations provided financial and logistical assistance in putting
Pervasive 2008 together, and we would like to acknowledge their support. We
thank NICTA, National Centre of Excellence in Information and Communica-
tion Technology in Australia, for helping to manage the local logistics of the
conference organization. We would also like to thank the staff at the Univer-
sity of California-Irvine, University of Stuttgart, and NICTA for hosting the
distributed Program Committee meeting. In particular, we would like to thank
Daniela Nicklas for organizing the European part of the meeting at the Univer-
sity of Stuttgart. Lastly, we would like to thank the authors who submitted their
work to Pervasive, the Program Committee members and external reviewers who
reviewed, provided feedback and shepherded papers, and the Publication Chairs
for helping with the preparation of the proceedings.

May 2008 Jadwiga Indulska
Donald J. Patterson

Tom Rodden

Max Ott
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Detecting Human Movement by Differential Air
Pressure Sensing in HVAC System Ductwork: An
Exploration in Infrastructure Mediated Sensing

Shwetak N. Patel', Matthew S. Reynolds”, and Gregory D. Abowd'

! College of Computing, School of Interactive Computing, & GVU Center
Georgia Institute of Technology
85 5™ Street NW, Atlanta GA 30332-0280 USA
{shwetak, abowd}@cc.gatech.edu
2 Department of Electrical and Computer Engineering
Duke University
Box 90291, Durham, NC 27708 USA
matt.reynolds@duke.edu

Abstract. We have developed an approach for whole-house gross movement
and room transition detection through sensing at only one point in the home.
We consider this system to be one member of an important new class of human
activity monitoring approaches based on what we call infrastructure mediated
sensing, or "home bus snooping." Our solution leverages the existing ductwork
infrastructure of central heating, ventilation, and air conditioning (HVAC)
systems found in many homes. Disruptions in airflow, caused by human inter-
room movement, result in static pressure changes in the HVAC air handler unit.
This is particularly apparent for room-to-room transitions and door open/close
events involving full or partial blockage of doorways and thresholds. We detect
and record this pressure variation from sensors mounted on the air filter and
classify where certain movement events are occurring in the house, such as an
adult walking through a particular doorway or the opening and closing of a
particular door. In contrast to more complex distributed sensing approaches for
motion detection in the home, our method requires the installation of only a
single sensing unit (i.e., an instrumented air filter) connected to an embedded or
personal computer that performs the classification function. Preliminary results
show we can classify unique transition events with up to 75-80% accuracy.

1 Introduction and Motivation

The development of low-cost and easy-to-deploy sensing systems to support activity
detection in the home has been an important trend in the pervasive computing
community. Much of this research has centered on the deployment of a network of
inexpensive sensors throughout the home, such as motion detectors or simple contact
switches [23, 24, 26]. Although these solutions are cost-effective on an individual
sensor basis, they are not without some important drawbacks that limit their
desirability as research tools as well as their likelihood of eventual commercial
success through broad consumer acceptance.

J. Indulska et al. (Eds.): Pervasive 2008, LNCS 5013, pp. lm 2008.
© Springer-Verlag Berlin Heidelberg 2008



2 S.N. Patel, M.S. Reynolds, and G.D. Abowd

We have developed an approach that provides a whole-house solution for detecting
gross movement and room transitions by sensing differential air pressure at a single
point in the home. Our solution leverages the central heating, ventilation, and air
conditioning (HVAC) systems found in many homes. The home forms a closed circuit
for air circulation, where the HVAC system provides a centralized airflow source and
therefore a convenient single monitoring point for the whole airflow circuit.

Disruptions in home airflow caused by human movement through the house,
especially those caused by the blockage of doorways and thresholds, results in static
pressure changes in the HVAC air handler unit when the HVAC is operating. Our
system detects and records this pressure variation from differential sensors mounted
on the air filter and classifies where exactly certain movement events are occurring in
the house, such as an adult walking through a particular doorway or the opening and
closing of a door. Preliminary results show we can classify unique transition events
with up to 75-80% accuracy. We also show how we detect movement events when the
HVAC is not operating.

The principal advantage of this approach, when compared to installing motion
sensors throughout an entire house space, is that it requires the installation of only a
single sensing unit (i.e., an instrumented air filter) that connects to a computer. By
observing the opening and closing of doors and the movement of people transitioning
from room to room, the location and activity of people in the space can later be
inferred. In addition, detecting a series of room transitions can be used for simple
occupancy detection or to estimate a person’s path in the house.

Because of the use of a single monitoring point on an existing home infrastructure
(the HVAC air handler, in this example) to detect human activity throughout an entire
house, we consider our system a member of an important new class of activity
monitoring systems that we call infrastructure mediated sensing. In the remainder of
this paper, we further define this new category of sensing and explain the theory and
implementation of the HV AC-facilitated motion detection.

2 Related Work

We distinguish between distributed direct sensing and a newly described category,
infrastructure mediated sensing, which we informally call "home bus snooping" by
analogy to computer network snooping. Distributed direct sensing involves the
installation of a new sensing infrastructure into the home. This sensing infrastructure
directly senses the presence, motion or activities of its residents through sensors that
are physically located in each space where activity is occurring. Example systems
include a new set of sensors and an associated sensor network (wired or wireless) to
transfer the sensor data to a centralized monitoring system where sensor fusion and
activity inference take place. In contrast, infrastructure mediated sensing leverages
existing home infrastructure, such as the plumbing or electrical systems, to mediate
the transduction of events. In these systems, infrastructure activity is used as a proxy
for a human activity involving the infrastructure (see Figure 1). A primary goal of this
second category of systems is to reduce economic, aesthetic, installation, and
maintenance barriers to adoption by reducing the cost and complexity of deploying
and maintaining the activity sensing infrastructure.
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Fig. 1. The distributed direct sensing (DDS) approach for activity detection and classification
(left). The infrastructure mediated sensing approach for activity detection and classification
(right).

2.1 Prior Work in Distributed Direct Sensing

Most of the existing literature in human activity sensing in the home falls into the
distributed direct sensing category. In the pervasive computing research context,
commonly used sensors for detecting human activity in the home include high-fidelity
sensors such as visible light and IR cameras [25, 28] or microphones [4], as well as
low-fidelity sensors such as passive infrared (PIR) motion detectors [27] and floor
weight sensors [18]. High-fidelity distributed direct sensing has a long history of use
in activity detection and classification research, primarily focused on computer vision
or machine learning systems that capture the movement of people in spaces [13]. For
example, Chen et al. installed microphones in a bathroom to sense activities such as
showering, toileting, and hand washing [6]. The use of these high fidelity sensors in
certain spaces often raises concerns about the balance between value-added services
and acceptable surveillance, particularly in home settings [5, 9, 10]. Low-fidelity,
distributed direct sensing work includes the use of a large collection of simple, low-
cost sensors, such as motion detectors, pressure mats, break beam sensors, and contact
switches, to determine activity and movement [23, 24, 26]. The principal advantages
are lower per-sensor cost and reduced privacy concerns.

All distributed direct sensing approaches share the advantages and disadvantages
of placing each sensor in close proximity to where human activity occurs. For
example, commonly used cameras or PIR sensors require a clear line of sight to the
desired room coverage area; the person being sensed will be able to see the camera or
PIR sensor. Generally, cameras or PIR sensors are deployed in places that have
adverse aesthetics, such as on walls, on ceilings, or above a door [7, 9]. The large
number of sensors required for coverage of an entire building presents an inherent
complexity hurdle. Installation and maintenance of (typically) tens of sensors in a
home, or hundreds to thousands of sensors in a larger building such as a hotel,
hospital, or assisted living facility, results in high labor costs during installation, and
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an ongoing maintenance and sensor network management challenge during routine
operation.

It is often difficult to balance the value of in-home sensing and the complexity of
the sensing infrastructure. One example that illustrates this difficulty is the Digital
Family Portrait system, a peace of mind application for communicating well-being
information from an elderly person’s home to a remote caregiver [21]. In the system's
deployment study, movement data was gathered from a collection of strain sensors
attached to the underside of the first floor of an elder’s home. The installation of these
sensors was difficult, time-consuming, and required direct access to the underside of
the floor. Though the value of the application was proven, the complexity of the
sensing limited the number of homes in which the system could be easily deployed.

2.2 Infrastructure Mediated Sensing

Some recent innovative work in the infrastructure mediated sensing category
leverages the existing infrastructure in a home to collect signals at a single location. A
few researchers have recently begun exploring the use of existing home infrastructure
to detect human originated events [8, 19, 20]. A few microphones on the plumbing
infrastructure in the basement of a home can infer basic activities, such as bathing or
washing dishes, through acoustically-transduced signals [8]. A single plug-in sensor
can classify events, such as the actuation of a light switch, through the analysis of
noise, transduced along the power line, from the switching and operation of electrical
devices [19]. These two approaches cover a complementary set of human activities,
depending on whether a water- or power-related event precedes that activity.

Both of these approaches require human-initiated events, as identified through
signals carried via the infrastructure of their corresponding resources, in order to
provide human activity information. They ignore activities that do not include the use
of the plumbing or electrical systems, such as movement and transitions between parts
of the home. In the case of water event detection, there may be only a few water usage
events per person per day, whereas with electrical event detection, there may be
limited electrical actuations during the day when incoming sunlight illumination may
result in reduced light switch use. This results in a relatively sparse activity dataset
compared to a dataset obtained using a dense network of PIR motion sensors located
throughout the home. Therefore, we were motivated to find an infrastructure mediated
sensing technique that delivers movement information.

We contrast infrastructure mediated sensing with a “piggybacking” approach that
simply reuses an existing sensing infrastructure in the home that may be present for
other purposes. For example, ADT Security System’s QuietCare [1] offers a peace of
mind service that gathers activity data from the security system’s PIR motion
detectors. Although a promising approach, security motion sensors are typically only
installed in a few locations in the home, primarily on the ground floors, resulting in a
much sparser dataset than is needed for general activity recognition.

3 Our Approach and System Details

We instrumented an HVAC’s air filter with five pressure sensor units, each sensing in
both directions (see Figure 2). The sensors do not interfere with the operation of the
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Fig. 2. We instrument a standard HVAC air filter with pressure sensors that are able to detect
airflow in both directions. The air filter is then installed in the HVAC’s air handler unit.

air filter or HVAC and instrumenting the air filter allows for easy installation in
standard HVAC units. The sensors on the air filter capture the pressure differential
across the filter in the air handler chamber. The magnitude of the pressure change
across all the sensors is used to identify unique disruptions in airflow in the physical
space. Machine learning techniques then classify these disruption signatures.

3.1 Theory of Operation

The HVAC system's air handler is a device used to circulate conditioned air
throughout a space. Typically, an air handler is a large, sealed metal box containing a
blower, heating/cooling coils, filter, and dampers (see Figure 3). An air handler
consists of a discharge, or supply, chamber where the conditioned air exits through
ductwork, and is drawn back into the return chamber through a separate set of vents
and ductwork. During its operation, a pressure differential, AP, is built up in the

Heating/Cooling Coils Air Filter

Supply Air Return Air

L

-
-

HVAC Unit’s Air Handler

Fig. 3. Cross section of a HVAC air handler unit
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blower chamber, know as the total static pressure. The static pressure is a measure of
resistance imposed on the HVAC’s blower in the air handler. The static pressure is
affected by a variety of factors that impede the airflow between the supply and return.
These includes the length of ducting, number of fittings used in the ductwork, closed
air vents, or dirty air filters. When installing an HVAC unit, a technician usually takes
care in properly balancing the static pressure to ensure its proper operation. This
includes installing sufficient supply and return ductwork in the right locations.
Technicians also install ductwork to various rooms to ensure effective coverage.
Figure 4 shows a cross-sectional drawing of a home and example locations of the
supply and return vents and the potential airflow paths.

When the HVAC is running, air flows from the supply vents to the return vents
through the conditioned space (i.e., a room). There is always some airflow from each
supply vent to all the return vents. Depending on the location of the vents, the airflow
paths and amount of airflow can vary. When there is disruption to the airflow, there is
a change in the static pressure in the air handler as a result of the resistance in the
airflow. Depending on the location of return vents, a disruption in airflow can cause a
more persistent change in the overall static pressure, such as from a direct blockage of
a return vent. In a home, one contributor to this airflow disruption is doorways, where
airflow can either be disrupted by the closing or opening of a door or the partial
blockage of an adult passing through the threshold. Sometimes, an individual may
even feel the “resistance” from the airflow when trying to open a door. Also
depending on the location in the house where this disruption is occurring, the
“resistance” differs because of the airflow path. Another way to look this
phenomenon is using an electrical circuit analogy (see Figure 4).

When the HVAC is not in operation, the ductwork acts as a “wave guide.”
Significant airflow produced in the space flows through the ductwork. Although small
movements cannot generate enough airflow, the movements of large surfaces, such as
doors, can produce detectible amounts of airflow through the air handler. Thus, there
are opportunities to detect certain movement in the space with the HVAC both in
operation and not in operation.

We use the air filter chamber as the sensing point for two important reasons. First,
it is between the supply and return chambers and near the blower assembly, making it
a good place for recording the static pressure changes. Second, the filtration unit
typically has the easiest access to the air handler, potentially making it easy-to-deploy
for installers and end-users. The static air pressure is determined by installing pressure
sensors facing each direction on the air filter and calculating the differential (AP). A
single differential pressure sensor would also be appropriate. However, using two
pressure sensors makes their placement easier. This is because typical differential
pressure sensors have the pressure ports on one side, which requires routing an air
tube to the other side. The sensors required for our approach are capable of measuring
up to 2 bars of pressure and sensitive enough to measure small pressure changes down
to .1 mbar. Figure 5 shows a graph of the change in static pressure as a door it is
opened and closed. There is an initial spike in the pressure followed by a flattening.
After the door is reopened, the pressure returns to the previous state.

We placed multiple pressure sensors on the air filter to help estimate the location of
the resulting pressure change. In standard ductwork, multiple ducts combine to feed
larger trunks, which then attach to the supply and return chambers. Because multiple
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ducts feed into the chambers, pressure sensors closer to the ductwork that is
contributing to the airflow disruptions will see greater initial change in pressure
compared to the other sensors.

3.2 Data Collection Hardware and Software

We used the Intersema MS5536 piezoresistive pressure sensor module for building
our sensor units. The MS5536 modules are high resolution (.1 mbar), provide a stable
output of up to 2 bars, and have a maximum rating of up to 5 bars, which is sufficient
for many residential HVAC applications. The modules incorporate a temperature
sensor for proper pressure compensation, a built-in 15-bit ADC, and also provide easy
communication using SPI. To obtain pressure differentials, the MS5536 uses two
sensors facing opposite directions. The pressure sensor modules are connected to an
ATMEL microcontroller (see Figure 6). The microcontroller samples the pressure and
temperature sensors on the MS5536 and calculates a temperature-compensated
pressure value every 35 milliseconds. Intersema’s temperature compensation formula
was used in our calculations [12]. The pressure values are then transferred to a PC via
a USB connection. Multiple sensor units are connected to a single PC using a USB
hub. We chose to use individual units to give us some flexibility when experimenting
with a variety of sensor placements on the air filter. The sensor units are small enough
to attach easily to the air filter with zip ties. In a production version, the sensors
would be mounted on a framed bracket that would just attach to the air filter. A fully
deployable unit would have all the pressure sensors feeding into it a single
microcontroller. A unit incorporating five differential pressure sensors costs about
$100 USD at low volumes.

The software used in our data collection is written in C++ and records the
temperature-compensated pressure data, the raw pressure values, and the temperature
from the sensors units. The application continually timestamps and records the
pressure-related data from all the sensor units every 50 millisecond.

Temperature
Pressure ATMEL :
Sensor Micro FTDI : .
Pressure i i
MS5536 controller Serial -> USB !

Fig. 6. Block diagram of our pressure sensor unit

3.3 Detecting Door Opening and Closing Events

We observed two important features that were characteristic of door opening and
closing events. When a door is closed, there is first an initial abrupt change in static
pressure (change in AP) followed by persistent change until the door is reopened (see
Figure 5). After opening the door, the static pressure gradually drops to the previous
state. We detect this phenomenon by first looking for a significant change in the static
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pressure by at least one of the five sensing units. We do this by comparing the average
of the 5 previous pressure differential reading with the current. When there is a
pressure change greater than 10 mbar, we record the subsequent pressure values for
further processing until there are no more changes for a period of 4000 ms. All other
sensors also record at the same time. The 10 mbar threshold is to avoid detecting any
slight variations from the senor or noise from the ADC. From the recorded data we
next extract the initial pressure value, the initial maximum pressure change, and the
resulting final stable pressure. These features are extracted for all 5 sensor units,
producing a final feature vector of 15 components.

3.4 Detecting Movement of People through Doorways

A person passing through a doorway is a brief event, and the size of the individual can
vary, decreasing the likelihood of detection. However, we still wanted to explore the
feasibility of detecting those events. During our experimentation, we observed
variations in the static pressure as individuals moved through various doorways.
Unlike the door events, the changes in pressure are very short-lived. There is a slight
change in the static pressure and then the pressure settles back to its original state.
The effect is dependent on the location of the supply and return vents relative to the
doorway and the ratio of the size of the person to the size of the doorway. From our
observations, a ratio of 1:3 resulted in detectable airflow disruptions (>10 mbar).

We isolated these events by comparing the average of the 5 prior pressure
differentials to the current. We recorded the pressure values when there was a change
of more than 10 mbar by at least one sensor unit. All other sensor units also triggered
to record at the same time. Values were gathered until the pressure stabilized. We use
the maximum pressure change from each of the 5 sensor units as the feature vector.

3.5 Detecting Door Transition Events with HVAC Off

When the HVAC is not operating, there is no static pressure build-up in the air
handler. Instead, the pressure is equal to the atmospheric pressure of approximately 1
bar. Any significant airflow generated in the conditioned space is guided through
either the supply or return ducts and eventually reaches the sensor units on the filters.
The sensitivity of the sensor units make it possible to detect airflow reaching the
sensors. We can use the pressure values from both sides of the filter to help determine
where the airflow originated. Similar to the previous approaches, we also use the
multiple sensing points to help localize the origination of the induced airflow.
Theoretically, it is also possible to detect airflow caused by people moving near an air
vent and by other devices, such as a ceiling or desk fan. However, these events
produce very small amounts of airflow and require more expensive, high-resolution
and low-noise pressure sensors. In this case, we focus on just the movement of doors
when the HVAC is not operating.

When the HVAC is off, we isolate door events by comparing the average of the 5
prior pressure differentials to the current. We then record the pressure values when
there are any changes of more than 10 mbar by at least one sensor unit. All other
sensor units are recorded at the same time. Values are gathered until the pressure
stabilizes, and the feature vector of the maximum pressure change from each of the 5
sensor units is calculated.



10 S.N. Patel, M.S. Reynolds, and G.D. Abowd

3.6 Classifying Events

For our classification scheme, we used support vector machines (SVMs). SVMs
perform classification by constructing an N-dimensional hyperplane that optimally
separates the data into multiple categories. The separation is chosen to have the
largest distance from the hyperplane to the nearest positive and negative examples.
Thus, the classification is appropriate for testing data that is near, but not identical, to
the training data as is the case for the feature vectors in our approach. In addition,
SVMs can automatically determine the appropriate kernel type based on the data
build characteristics, so kernels beyond linear functions can be factored in. For our
experiments, we created three different SVM models for each of the three scenarios,
using their respective feature vectors with each transition event labeled as the class.
The open transition and the close transition for each door of interest were used as the
classes in the learner. This was the case for both the HVAC in operation and not in
operation. In the case of classifying human movement through a doorway, we do not
differentiate between the directions of movement, thus the class labels were of the
door where the movement occurred.

4 Feasibility Experiments

The goal of the feasibility experiments was to determine if and how often we could
detect transition movements (e.g., adults walking through doorways and the opening
and closing of doors) and how accurately we could classify unique transition events.
In this section, we present the results from experiments in four different homes for the
following three conditions: opening and closing of doors while the HVAC is in
operation, adults moving through doorways while the HVAC is in operation, and the
opening and closing of doors while the HVAC is not in operation.

4.1 Setup of Feasibility Experiments

We conducted experiments and observations in four different homes for a period
ranging from 3 to 4 weeks (see Table 1). Home 1 and Home 2 were fairly large
homes, with Home 1 having three separate central HVAC units, and Home 2 having
two separate central HVAC units. We instrumented all three units in Home 1 and one
unit in Home 2. Homes 3 and 4 were smaller apartments with a single, central HVAC
system. Thus, we evaluated a total of six different spaces and HVAC units. For each
HVAC unit, we installed an instrumented air filter (see Figure 2). The sensors were
securely attached to prevent any movement from the airflow. The cables were run
around the edge of the filter to prevent them from being drawn in to the fan assembly.
Finally, the cables were connected to a laptop placed near the HVAC unit.

We used two techniques for obtaining labeled ground truth data. First, throughout
the 3-4 week period we manually labeled numerous door close and open events and a
person walking through doorways with the house in a closed and sealed state (windows
and exterior doors closed). Second, we captured data for a longer time period using
motion sensors placed at various locations in the house. Sensors on both sides of the
top of the doorways (facing downwards) detected the direction of movement through
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Table 1. Descriptions of the homes in which our system was tested. The deployment lasted
approximately 3-4 weeks.

No. of Floors/ Bedrooms/
Year | HVAC | Total Size Style/ Bathrooms/ | Deploy
Home . . Total Rms./ Length
Built Units (Sq Ft)/ No. of occupants
Doorways (weeks)
Tested (Sq M) .
considered
1 2003 3 3/4000/371 | 1 Family Home/3 4/4/13/20 4
2 2001 1 1/1600/149 | 1 Family Home/5 3/2/7/10 3
3 1997 1 1/700/58 1 Bed Apt/2 1/1/5/5 3
4 1986 1 1/500/46 1 Bed Studio/1 1/1/3/4 4

the doorway. Although we were not able to accurately differentiate door movement
and people movement, the motion sensors did allow us to determine if any transition
events occurred at various times during the day. The large dataset allowed us to
partition the data into sufficient training and test sets.

4.2 Manually-Labeled Controlled Experiments

In these experiments, we wanted to test the feasibility of accurately classifying the
various kinds of unique door or movement events in a quasi-controlled manner. For
all four homes, we manually labeled sensor readings for each event using a remote
handheld computer wirelessly connected to the data collection PC. We were able to
accurately label the sensor readings for each of the five sensors after triggering the
various events. We then used our feature extraction algorithms to construct the
appropriate feature vectors to feed our classifier. For these experiments, all interior
doors of interest were kept in the open position (90 degrees from the opening), while
we were manually opening and closing each door. For the human movement
experiments, the same individual triggered those events. We collected 25 instances for
each of the doorway events three different times during the 3-4 week period (175
instances).

Table 2 shows the classification accuracies of all the spaces. We have also included
an example confusion matrix (Table 3). It is clear that door transition events were
more accurate than people transitions. However, the overall accuracy of classifying
unique movement events was around 65%, which is still promising. Door events were
classified correctly on an average of 75-80% of the time, suggesting that we can
combine both of these events to provide good predictions on the location or
movement of people through the space. Some of the low classification accuracies,
such as from Floor 2 in Home 1, were attributed to the lack of door and doorways.
That space was very open with the air vent a significant distance away from the
interior doors. The results of the HVAC off experiment also showed some promising
results (see Table 4). Although the accuracies are lower than with the HVAC in
operation, there is still some predictive power. The higher performance came in
smaller spaces where the vents tended to be closer to the doorway and in spaces
where there were many vents, such as Homes 1 and 2.
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Table 2. Performance results of our manually-labeled experiments with the HVAC in
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operation. The accuracies are shown using 10-fold cross validation.

Door Door People People
Home/ No. of No. of Door Majority | Classif. Maon:'ity ClasI;if.
Floor Doorways | Instances/People Classif. | Accurac Classif. | Accurac
Tested Instances ¥ ¥
(%) (%) (%) (%)
1/1 5 375/375 21 84 23 72
1/2 4 300/300 18 61 18 42
1/3 11 825/600 9 77 12 61
2 10 750/400 8 73 10 63
3 5 375/375 20 74 20 70
4 4 300/300 26 81 25 76

Table 3. Confusion matrix of the classification results from the controlled experiments in

Home 1/3 (HVAC in operation). D1 - D11 represent each doorway.

D1 D2 D3 D4 DS D6 D7 D8 D9 D10 | D11
D1 72 0 0 0 1 0 0 1 0 0 1
D2 1 57 0 2 0 2 6 4 0 1 2
D3 0 1 60 1 0 1 3 2 5 2 0
D4 0 0 1 57 2 0 0 4 3 6 2
D5 4 0 1 4 52 5 0 6 2 0 1
D6 5 1 0 0 6 53 4 2 0 1 3
D7 0 2 3 3 0 1 61 0 3 2 0
D8 6 0 0 0 2 1 1 55 5 0 5
D9 1 0 4 0 1 5 2 0 59 2 1
D10 2 2 7 0 3 3 8 0 2 43 5
D11 0 1 0 0 0 2 0 0 0 2 70

Table 4. Performance results of our manually labeled door open/close events for when the

HVAC is not in operation

No. of No. of Door D.O or DOOI.‘
Home/ Majority Classif.
Doorways Event .
Floor Tested Instances Classif. Accuracy
(%) (%)
1/1 5 125 20 66
172 4 100 25 47
1/3 11 275 9 64
2 10 250 10 69
3 5 125 20 71
4 4 100 25 68

4.3 Long-Term Deployment

For the long-term deployment, we wanted to gather in sifu or “more natural” data on
the various events occurring in the home and provide some initial long-term in situ
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results for our sensing approach. For labeling, we used motion sensors placed at
various doorways to determine any door movement or motion through the doorway
and matched those events up with the corresponding sensor values from the HVAC.
We conducted two analyses; one was the percentage of time we were able to
determine particular events with our system and the second was to determine the
classification accuracies of detecting unique events. Table 5 shows the number of
events that were detected by our system, either as a door transition event or a human
movement through the doorway, for each of the 4 homes. We present the results for
two cases. One is with the HVAC in operation and the other is with the HVAC off.

Table 5. The percentage of events that our approach was able to detect. This is determined by
comparing the number of detected events to the number of doorway events gathered by the

motion sensors. These results include events detected with HVAC both on and off.

No. of Total HVAC On: HVAC Off:
No. of . No. of Total
Home/ Motion Detected Detected
Doorways Detected
Floor Tested Sensor Events Events Events
Events (%) (%)

1/1 5 53 48 91 68
1/2 4 94 60 64 35
1/3 11 238 195 82 73
2 10 467 334 72 64
3 5 245 198 81 70
4 4 61 51 84 77

The results show that a larger percentage of events were detected with the HVAC
in operation than with it in the off state. The reason for the lower percentage for the
HVAC off case was because of the location of the return and supply vents. In some
cases, the vents were not close enough to a door for the airflow to reach the sensing
units, which we saw in our controlled experiment. The smaller spaces and the spaces
with many doorways actually resulted in a higher number of detectable events. This is
attributed to the greater number of vents and the likelihood that the doorways were
near vents. The results with the HVAC in operation are promising, with almost 80%
of the events being detected when compared to the motion sensors. Table 6 shows the
results of classifying unique events in the house. We applied our SVM classification
scheme to the entire in situ dataset for each of the 4 homes (6 spaces). This dataset
included events from all three of the possible conditions (door open/close with HVAC
on and off and human movement with HVAC on). The triggering of the motion
sensor was used to provide the location label to the air pressure data collected by our
sensing system. Because we did not know the type of event, we used the signal
response to determine the event (i.e., person or door).

We report the accuracy of our approach using 10-fold cross validation across the
entire data set. Compared to the first controlled experiments, the overall accuracy on
average is 15-20% lower. However, considering that we did not control the various
other events occurring during that time, the results are still promising with
classification accuracies between 60-70%. From these we can see that the status of
other doors did not have a large impact on the classification accuracy of detecting
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Table 6. The performance of using our learning approach to the data from the long-term
deployment. The motion sensor data was used to label each event, so the dataset consists of in

situ event instances. The accuracies are show using 10-fold cross validation.

No. of No. of Door Door People People
Home/ D Doorway Majority Classif. Majority Classif.
oorways o . .
Floor Tested Transition Classif. Accuracy Classif. Accuracy
Instances (%) (%) (%) (%)
1/1 5 48 26 65 28 61
1/2 4 60 26 53 26 42
1/3 11 195 14 72 17 63
2 10 334 19 62 12 65
3 5 198 28 72 23 71
4 4 51 34 78 38 81

door transitions with the HVAC off. The larger difference while the HVAC is in
operation compared to the controlled experiment does indicate the door states have an
impact on the pressure differentials, as expected. However, since we trained from a
subset of the entire dataset, the learner seemed to incorporate the various door
combinations. This is intuitive because people tend to be consistent with how they
leave many of their doors throughout the day, while only actually using a few doors.

5 Deployability: Prevalence of Central HVAC Systems

Although central home HVAC systems are not as prevalent in some geographic
regions as plumbing or electrical infrastructure, our approach is still useful in the
significant number of homes or buildings that do have central HVAC. Because central
HVACs are more efficient than using a collection of window units [16], the upward
trend in energy cost has driven the use of central HVAC systems to a growing number
of homes. In 1997, 66% of the homes in the United States and Canada were reported
to have central HVAC, and its prevalence is growing at a fast rate [3, 15, 22]. In
addition, nearly all new homes built in the southern part of the U.S. and 80% in the
rest of the U.S. and Canada have central HVAC installed during construction [15].
Europe and Australia show a similar trend, with approximately 55% homes using
central HVAC [14, 11]. However, in some Asian counties such as Japan and Korea,
central HVAC is not as common in homes because of the smaller dwelling sizes
prevalent in those regions. If the home is very small, such as a small Japanese or
Korean home, the deployment of distributed direct sensors may not be as arduous
because of the smaller amount of floor space to cover. Regardless of the regional
prevalence of central HVAC, the value of our approach becomes more apparent in
larger homes or in assisted living facilities that have many rooms, precisely the
settings where installing many distributed sensors is economically unattractive.
HVAC systems will probably increase in prevalence because they can provide
more functionality than just heating and cooling. Recent EnergyStar reports have
shown that running the HVAC for longer periods of time, but using alternate
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conditioning features, such an air-to-air exchanger, is more energy efficient [16]. This
EnergyStar report also recommends that HVAC units incorporate whole house HEPA
filtration. Construction codes, such as for hospitals and assistive care facilities, also
have a minimum air movement requirements to ensure proper filtration [2, 17]. All of
these factors increase the motivation for having the HVAC in operation, increasing
the effectiveness of our sensing approach. If we take a standard 2-ton (24,000 BTU)
HVAC unit and run the air handler’s fan continuously for an entire month it would
cost about $6 US (assuming an electricity price of $0.05 US per 1 kW-h), which
would need to be balanced against any value-added capability our sensing provides.

6 Discussion of Limitations and Potential Improvements

Our approach is certainly not without limitation. It does require a training phase and
further research is still needed in coming up with a mechanism to ease the training
process. Some possible directions are to use events generated from other calibrated
systems (water line or power line) to feed the training of this system. Although this
might not cover all possible training cases, it can be used to relieve some of the
burden. Those systems can also provide continual feedback for verifying the training
set. In addition, partial training may also be feasible for certain applications, where
only certain doorways are first trained. Then, if there is any interest in observing other
events, the training can occur after the fact and the other past events can be reviewed.
We considered only the amplitude of the static pressure change and using multiple
pressure sensor units to determine unique movement and door events. Other possible
approaches would look at the changes in the laminar airflow. Although we use the
temperature values for calculating the temperature-compensated pressure values, we
could use the temperature reading as an additional feature. Our current focus was on
residential central HVAC systems, but our system can scale reasonably to larger units
used in most commercial buildings. Further investigations are needed to explore those
systems. Our feasibility experiments did not directly factor in the opening and closing
windows and doors. Finally, our current approach does not directly address compound
events—multiple simultaneous door and person movements— although these events
occurred in the long-term studies. Modeling airflow variations and creating a new
learning approach that incorporates that domain knowledge could address this.

7 Conclusion

We have developed an approach for whole-house gross movement and room
transition detection through sensing at only one point in the home. We consider this
system to be one member of an important new class of human activity monitoring
approaches based on infrastructure mediated sensing, or "home bus snooping.” Our
solution leverages the existing ductwork infrastructure of central heating, ventilation,
and air conditioning (HVAC) systems found in many homes. Disruptions in airflow
caused by human inter-room movement result in static pressure changes in the HVAC
air handler unit. This is particularly apparent for room-to-room transitions and door
open/close events involving partial blockage of doorways and thresholds. We detect
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and record this pressure variation from sensors mounted on the air filter and classify
where certain movement events are occurring in the house, such as an adult walking
through a particular doorway or the opening and closing of a door. Although less
precise, we also show the detection of movement when the HVAC is not operating. In
contrast to more complex distributed sensing approaches for motion detection in the
home, our method requires the installation of only a single sensing unit.

The combination of different types of infrastructure mediated sensors offers a
number of attractive properties for deployment of useful applications in the home. For
example, the combination of detecting human-initiated electrical [19] or water events
[8] with our work on movement detection through airflow sensing enables a variety of
new approaches for integrating energy and environmental conservation with ordinary
human activities in the home. A system could alert an individual that he or she should
attend to an energy or environmental conservation task, such as turning off an un-
needed light or a running faucet, when the system detects that he or she is near that
part of the house. The combination of electrical event detection and airflow detected
movement information can also provide important correlation data for energy
conservation applications by relating a person’s usage of the physical space with the
usage of electrical devices. One could design an energy-efficient zoned HVAC unit
that selectively heats or cools each zone on the basis of activity information passively
sensed through the HVAC system itself, which would offer a tremendous installation
and maintenance cost benefit over competing distributed sensing approaches.
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Abstract. In this work we analyse the eye movements of people in
transit in an everyday environment using a wearable electrooculographic
(EOG) system. We compare three approaches for continuous recognition
of reading activities: a string matching algorithm which exploits typi-
cal characteristics of reading signals, such as saccades and fixations; and
two variants of Hidden Markov Models (HMMs) - mixed Gaussian and
discrete. The recognition algorithms are evaluated in an experiment per-
formed with eight subjects reading freely chosen text without pictures
while sitting at a desk, standing, walking indoors and outdoors, and rid-
ing a tram. A total dataset of roughly 6 hours was collected with reading
activity accounting for about half of the time. We were able to detect
reading activities over all subjects with a top recognition rate of 80.2%
(71.0% recall, 11.6% false positives) using string matching. We show that
EOG is a potentially robust technique for reading recognition across a
number of typical daily situations.

1 Introduction

Activity recognition has recently emerged as a key area of research in building
context-aware interfaces for mobile and pervasive computing. The problem of
recognising physical activity in mobile situations, for example using body worn
sensors, has been investigated by several researchers [I7U21]. However, recogni-
tion of activities based on more subtle cues, such as user attention and intention
- a far more difficult problem - remains relatively unexplored.

A rich source of information on user activity is in the movement of the eyes.
The paths that our eyes follow as we carry out specific activities also reveal much
about the activities themselves. This is particularly true for activities with very
specific eye movements, such as reading. Reading is a pervasive activity, e.g. on
computer screens at work, advertisements and signs in public, and books read at
home or while travelling. Thus information on a person’s reading activities can
be a useful indicator of his daily situation as well as a gauge of task engagement
and attention. Attentive user interfaces could comprise the current level of user
interruptability or provide assistance to people with reading disabilities by au-
tomatically magnifying or explaining words or context in the text (for example

see [TBU10]).
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We propose Electrooculography (EOG) as a novel measurement technique for
recognition of user activity and attention in wearable settings. EOG, in contrast
to well established vision-based eye tracking, is measured with body-worn sen-
sors, and can be implemented as a wearable system. Although requiring facial
skin contact, we believe EOG electrodes can be designed to be relatively unob-
trusive, such as through integration into spectacles. A compact on-body device
can then be used to process the incoming EOG signals.

The primary aim of this research is to assess the feasibility of recognising
reading activity in different daily situations using wearable EOG. The wider goal
of this is to gain insight into the potential of EOG for activity recognition. The
specific contributions of the work are (1) an experiment involving data collection
of subjects reading text while travelling to and from work, (2) a new method for
saccade detection as a basis for reading recognition, and (3) an analysis of reading
classification using string matching and Hidden Markov Models (HMMs).

The aim of our experiment is to capture reading in transit during different
mobile situations. Despite the unavoidable fact that subjects wore sensing equip-
ment on their faces, we took particular care to ensure that the chosen scenario
- reading while travelling to and from work - was as realistic as possible. This
scenario involved a continuous sequence of daily activities such as sitting at a
desk, walking along a corridor, walking along a street, waiting at a tram stop
and riding a tram. We recorded an 8 subject, ground truth annotated dataset,
totalling nearly 6 hours of recordings - half of which involved reading.

Our work makes use of a new algorithm for detecting saccade features in EOG
signals using Wavelet decomposition. Inspired by the typical characteristics of
EOG signals during reading, we carry out a preliminary investigation into three
different classification algorithms: a string matching algorithm on the horizon-
tal saccade features; a discrete HMM also using the horizontal features; and a
mixture of Gaussian HMM using the denoised signals from both horizontal and
vertical EOGs. Our best result over all datasets was obtained using the string
matching algorithm. Our main finding is that reading can be detected regardless
of whether the subject is sitting, standing or walking, and in a variety of indoor
and outdoor situations.

1.1 Related Work

In a recent work, Logan et al. aimed at recognising common activities in a “real
world” setting using a large variety and number of common sensors such as wired
reed switches, RFID tags and infra-red motion detectors in the environment [9].
They discovered that reading was one of the most difficult activities to detect and
concluded that for covering all types of physical activity in daily life, additional
sensors and improved algorithms need to be found.

All previous attempts to recognise reading have been based on vision to record
eye movements. With the goal of building a more natural computer interface
based on user activity, Campbell et al. investigated on-screen reading recogni-
tion using infra-red cameras to track eye movements [4]. The approach used was
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subject independent, robust to noise and had a reported accuracy of 100%. How-
ever, the system required that each subject’s head was kept still using a chin rest.

In a later work, Keat et al. proposed an improved algorithm to determine
whether a user is engaged in reading activity on a computer monitor [§]. Using
an ordinary video camera placed between the subject and monitor, 10 subjects
were asked to read an interesting text from a list of preselected articles. The
subjects were explicitly asked to undertake other types of common computer-
related activities such as playing computer games or watching video clips during
the course of the experiment. Using user-dependent training, they achieved an
average reading detection accuracy of 85.0% with a false alarm rate of 14.2%.
However, to ensure correct detection of gaze direction, subjects were required to
face the screen throughout the experiments.

Motivated by the goal of improving reading skills for people with reading dis-
abilities, Sibert et al. developed a system for remedial reading instruction [I5].
Based on visual scanning patterns, the system used visually controlled auditory
prompting to help the user with recognition and pronunciation of words. Follow-
ing the study, subjects reported that the most obtrusive part of the system was
the video camera used to track eye movements.

Eye tracking using vision is a well studied field with a growing number of
researchers looking at the movements of the eyes during daily activities in nat-
ural environments. Important advances are being made to the understanding of
how our brains process tasks, and of the role that our visual system plays in
this [7]. To assist with this work, a number of commercial trackers are available,
some of which are targeted at mobile use. The most wearable of these - the Mo-
bile Eye from Applied Science Laboratories (ASL) and the iView X HED from
SensoMotoric Instruments (SMI) - both require bulky headgear and additional,
cumbersome equipment to process the incoming video streams. To-date no solu-
tion for portable eye tracking exists that is convenient and unobtrusive enough
to allow for unaffected physical activity.

Eye movement characteristics such as saccades, fixations and blinks, as well
as deliberate movement patterns detected in EOG signals, have already been
used for hands-free operation of static human-computer [I3] and human-robot
[23] command interfaces. All of these studies show that EOG is a promising mea-
surement technique that can be remarkably accurate, easy to operate, reliable
and can also be made cosmetically acceptable. Another interesting application
is the use of EOG-based switches in a hospital alarm system which provide
immobile patients with a safe and reliable way of signalling an alarm [T9].

EOG-based interfaces have also been developed for assistive robots [22] and
particularly as a control for an electric wheelchair [2]. These systems are intended
to be used by physically disabled people who have extremely limited peripheral
mobility but still retain eye motor coordination. Although both applications
target mobile settings the peoples’ movements are constrained and the situation
therefore differs from the one investigated in this work.

For EOG to be truly unobtrusive - particularly for mobile settings - the de-
sign of novel electrodes and electrode configurations is a critical topic and still
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subject to research. Manabe et al. propose the idea of an EOG gaze detec-
tor using an electrode array mounted on ordinary headphones [I1]. While this
placement might reduce the problem of obtrusiveness, it raises two other is-
sues - namely, low signal-noise ratio (SNR) and poor separation of horizontal
and vertical components. In another work, Vehkaoja et al. made electrodes from
conducting fibres and sewed them into a head cap [18]. As yet the device is still
to be evaluated in operation.

2 Eye Movement Analysis

2.1 Wearable Electrooculography

The eyes are the origin of a steady electric potential field. This can be detected
in total darkness and even while the eyes are closed. It can be described as a
fixed dipole with its positive pole at the cornea and its negative pole at the
retina. The magnitude of this corneoretinal potential (CRP) is in the range of
0.4-1.0 mV. It is not generated by excitable tissue but is rather attributed to
a higher metabolic rate in the retina. This potential difference is the basis for
a signal measured between two pairs of surface electrodes placed in periorbital
positions around one eye, the so-called Electrooculogram.

If the eyes move from the centre position towards one of these electrodes, the
retina approaches this electrode while the cornea approaches the opposing one.
This results in a change in the potential - the EOG signal - which can be used to
track eye movements. The movement is split into horizontal and vertical signal
components reflecting the discretisation given by the electrode setup.

2.2 Eye Movement Characteristics

To be able to take advantage of the typical characteristics of eye movements
during reading, it is important to understand its two main types, namely saccades
and fixations.

Saccades: Humans do not look at a scene in a steady way. Instead, their eyes
move around and locate interesting parts of the scene to build up a mental “map”
representing it. The main reason for this is that only a very small central part of
the retina, the fovea, can sense in high resolution. The fovea has a very narrow
field of view and in order to be able to see a wider scene, the eye must move con-
stantly. The simultaneous movement of both eyes in the same direction is called
a saccade. This is the fastest movement of any external part of the human body.
The peak angular speed of the eyes during a saccade reaches up to 1000 degrees
per second while lasting from about 20 to 200ms. The amplitude of a saccade is
the angular distance that the eye needs to travel during a movement. For ampli-
tudes of up to about 60 degrees, the duration of a saccade linearly depends on the
amplitude. But beyond this, the velocity of the saccade remains constant and the
duration of the larger saccades is no longer linearly dependent on the amplitude.
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Fig. 1. Example signal from the horizontal EOG component with a reading segment in
detail. The reading signal was denoised and baseline drift removed and shows typical
large left (L) and small right (r) saccades occurring during reading.

Eye movements during reading are characterised by a typical sequence of small
and large saccades: First, sequences of small saccades occur while the eyes move
over the words in a line of text. A large saccade is observed when the eyes move
back to the beginning of the next line of text. Figure [Il shows how both of these
types of saccade look in the horizontal part of an EOG reading signal.

Fizations: Fixation is the static state of the eye during which gaze is held upon
a specific location. Humans typically alternate saccadic eye movements and fixa-
tions. However, visual fixation is never perfectly steady and fixational eye move-
ments can also occur involuntarily. The term “fixation” can also be referred to as
the time between two saccades during which the eyes are relatively stationary.
Reading involves fixating on successive locations within a line but also across a
page to reach different sections of the text.

2.3 Baseline Drift

Baseline drift is a slow signal change mostly unrelated to the actual eye move-
ments but superposing the EOG signal. Baseline drift has many possible sources
as for instance interfering background signals, electrode polarisation [6] or phys-
ical influences such as varying contact pressure of the electrodes. In a four elec-
trode setup as used in this study, baseline drift can also be different for the
horizontal and vertical EOG signal components.

Baseline drift poses problems on the various types of eye movement: For sac-
cades, the difference between start and end can be assumed to be drift-free, as
saccades are performed in a very short period of time. Only signal segments be-
fore and after a saccade can become subject to changes caused by baseline drift.
During periods of smooth pursuit movements it is difficult to distinguish base-
line drift from actual eye movement; similarly for fixations drift alters the EOG
signal in a way that can be indistinguishable from that of a slow eye movement.

Several approaches to remove baseline drift from electrocardiogram signals
(ECG) have been proposed in recent literature (for example see [16/5]). As ECG
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shows repetitive characteristics, some of the algorithms perform sufficiently well
at removing baseline drift from these signals. However, they perform worse for
signals with non-repetitive characteristics such as EOG. Thus the development
of robust algorithms for baseline drift removal is still an active topic of research.

3 Data Collection

The experimental setup devised in this work was designed with two main objec-
tives in mind: (1) to record eye movements using EOG in an unobtrusive manner
in a real-world setting, and (2) to evaluate how well reading can be recognised
using EOG for persons in transit. We defined a scenario of travelling to and from
work containing a semi-naturalistic set of reading activities. It involved subjects
reading text while engaged in a sequence of activities such as sitting at a desk,
walking along a corridor, walking along a street, waiting at a tram stop and
riding a tram.

3.1 Experimental Procedure

Subjects were asked to follow two different sequences: A first calibration step
involved walking around a circular corridor for approximately 2 minutes while
reading continuously. The second sequence involved a walk and tram ride to and

Table 1. Scenario of travelling to and from work. This was repeated 3 times for each
subject: Once as a baseline measurement without reading and twice with subjects
reading interesting texts. The total time per scenario averaged around 17 minutes: 6
min. indoors, 10 min. outdoors and 4 min. on tram).

Average Time (min:sec) |Activity
00:00 Start synchronisation gesture
00:10 Sit at desk (on 3rd floor, indoors)
01:00 Walk to lift
01:10 Stand and wait for lift
01:40 Take lift to ground floor
02:10 Walk to exit
02:40 Walk to tram stop (outdoors)
04:40 Wait at tram stop
07:00 Ride the tram down a stop
08:00 Wait at tram stop (outdoors)
11:00 Ride the tram up a stop
12:00 Walk to entrance (outdoors)
14:00 Walk to lift (indoors)
14:30 Stand and wait for lift
15:00 Take lift up
15:30 Walk to office
16:00 Sit in comfortable chair
17:00 End synchronisation gesture
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Fig. 2. Experimental procedure involving a sequence of semi-naturalistic reading ac-
tivities including sitting at a desk, walking along a corridor, walking along a street,
waiting at a tram stop and riding a tram. The figure also shows the corresponding
horizontal and vertical EOG signals as well as acceleration data from the head and the
right wrist of one complete dataset.

from work (see Table[I]). This sequence was repeated in three runs: The first run
was carried out as a baseline case without any reading task. This was both to
accustom the subjects to the route, but also to provide a reasonable amount of
NULL data - which contributed to the objective of obtaining a realistic dataset.
In two subsequent runs the subjects were asked to read a text throughout. Be-
tween each run the subjects rested for about 5 minutes. The total experiment
time for each subject was about one hour. At the end of each experiment, the
subjects were asked on their experiences on the procedure in a questionnaire.
In contrast to a previous study [4] we opted to allow a free choice on reading
material. Only two conditions were made: (1) that the material was text-only, i.e.
no pictures and (2) that subjects only chose material they found interesting and
long enough to provide up to an hour’s worth of reading. Thus the type of text,
its style as well as page and font size could be chosen to each subject’s personal
preference. Our objective was to induce a state where readers were engrossed in
the task for the relatively long recording time, thus allowing us to gather realistic
data without having to coerce subjects. A further benefit was that if subjects were
engrossed in the task, they would be less likely to be distracted by other people.
We were able to collect data from 8 subjects - 4 male and 4 female - between
the ages of 23 and 35. (Originally there were 10 subjects, but 2 had to be
withdrawn due to recording problems resulting in incomplete data.) Most of
the experiments were carried out in well lit, fair to cloudy conditions with two
exceptions: One of the male subjects was recorded at night where we had to
rely on street lights while walking around outdoors. Another male was recorded
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Fig. 3. Experimental setup consisting of five EOG electrodes (h: horizontal, v: vertical,
r: reference) and the Mobi (1). The bottom figure shows the wireless Wii controller used
for annotating the ground truth with three thumb control buttons (2), the reading
trigger button (3) and a button for labelling special events (4). Also shown though not
used in the current work are three Xsens motion sensors on the head and on the back
of both hands (5a) and the XBus Master (5b).

in rain where an assistant had to hold an umbrella over the subject to protect
the sensors and reading material. However, as neither of the datasets showed a
decrease in signal quality, both were used for the analysis.

Annotation of Ground Truth. Each subject was tailed by an assistant who
annotated both the subject’s current activity (sitting, standing, walking) and
whether he was reading. For this level of detail (is the subject’s eyes on the page
or not) the assistant had to monitor the subject from a close proximity - but
without being so close as to cause a distraction. For this purpose we used a wire-
less controller from Nintendo, the Wii Remote (see Figure B]). Using the Wii’s
thumb control buttons “up”, “down” and “right”, the assistant could annotate the
basic activities of standing, sitting and walking. In parallel, the trigger button
was held down whenever the subject appeared to be reading and released when
he stopped. A fifth button was used to annotate special events of interest, such as
when the subject passed through a door and while entering or leaving the tram.
All other buttons were not used and disabled to not interfere with the labelling.

Eye Movements. For EOG data collection we used a commercial system, the
Mobi from Twente Medical Systems International (TMSI), which was worn on a
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belt around each subject’s waist (see Figure B]). The device is capable of record-
ing a four-channel EOG with a joint sampling rate of 128Hz and transmitting
aggregated data to a laptop carried by an assistant via Bluetooth.

The data was collected using an array of five electrodes positioned around
the right eye (see Figure B]). The electrodes used were the 24mm Ag/AgCl wet
ARBO type from Tyco Healthcare equipped with an adhesive brim to stick them
to the skin. The horizontal signal was collected using one electrode on the nose
and another directly across from this on the edge of the eye socket. The vertical
signal was collected using one electrode above the eyebrow and another on the
lower edge of the eye socket. The fifth electrode, the signal reference, was placed
away from the other electrodes in the middle of the forehead.

Physical Activity. One of our objectives for future work is to analyse the
correlation of reading activities with physical movement and posture. Though
beyond the focus of this current work, for completeness we include a short de-
scription of the additional recording setup. Briefly, this included MTx sensor
nodes from XSens Technologies containing 3-axis accelerometers, magnetic field
sensors and gyroscopes positioned on each subject’s head as well as on the back
of their hands (see Figure B]).

Unfortunately, the MTx system performed poorly using its bluetooth connec-
tion and so we were forced to use a wired connection. This was the only physical
connection between the subject and assistant. Care was taken throughout by the
assistant to ensure that the trailing wire did not interfere or distract the subject.

Data Recording. All recorded data was sent to a laptop in the backpack worn
by the assistant. Data synchronisation was handled using the Context Recog-
nition Network (CRN) Toolbox (see [I] for details). We made two extensions
to the toolbox: the first was a reader to process and synchronise labelled data
from the Wii Remote controller; the second extension was to implement a “heart-
beat” component that provided audio feedback to the assistant on whether the
toolbox was running and recording data, thus providing instant notification of
device failures. The addition of the “heartbeat” was particularly useful as it al-
lowed the assistant to concentrate on labelling and observing the subjects rather
than continually disturbing the procedure by checking the recording status.

4 Continuous Recognition Methods

The methods in this work were all implemented offline using MATLAB. How-
ever, with a view to a future online implementation on a wearable device, the
algorithms were chosen to keep computation costs low. In this section we first
describe the signal processing steps required for removing noise and baseline
drift, and for extracting saccade information. We then describe three algorithms
we use for classification: string matching (STR), discrete HMM (D-HMM) and
mixed Gaussian HMM.

Noise and Baseline Drift Removal. In a parallel work we evaluated al-
gorithms for baseline drift removal and integrated them into a general artefact
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compensation framework for EOG signals [3]. There, we adapted a wavelet packet
approach originally proposed for ECG signals [16]. First, the data is stripped
of high frequency noise using a simple median filter. The algorithm then per-
forms an approximated multilevel 1-D wavelet decomposition at level nine using
Daubechies wavelets on the horizontal signal component. The reconstructed de-
composition coefficients then give a baseline drift estimation. Subtracting this
estimation from the original signal finally yields the corrected signal with reduced
drift offset.

Saccade Detection and String Encoding. Both the string matching and the
D-HMM algorithms rely on the detection of saccades in the horizontal component
of the reading signal. For this purpose we developed the so-called Continuous
Wavelet Transform - Saccade Detection (CWT-SD) algorithm, and applied it to
the de-noised, baseline drift removed, horizontal EOG signal [3]. The CWT-SD
first computes the continuous 1-D wavelet coefficients from the signal at scale
20 using Haar wavelets. A saccade is detected for all samples where the absolute
value of the corresponding coefficient vector exceeds a threshold.

To keep the algorithm simple, the string encoding for this initial work only uses
the horizontal component of the signaﬂ. The saccade detection is run twice using
two different threshold values: 77, . represents small saccades, such as jumps
between words during reading; and T . represents large saccades, such as those
observed during an end of line “carriage return”. The resulting sequence of large
and small saccades together with their direction are then encoded into a string
using characters according to the following scheme:

— “L”: large saccade to the left
— “R”: large saccade to the right
— “1”: small saccade to the left
— “r”: small saccade to the right

An example of an encoded reading segment is shown in Figure @l

4.1 String Matching

Of all the algorithms presented here, string matching is computationally the
most simple. It can be considered a light-weight approach, using only simple
arithmetic, and can be easily adapted to a future online implementation, for
example on a wearable device.

The matching is performed by moving a prototype string, representing a typ-
ical reading segment, over the signal string encoding, character by character. In
each of these steps, the Levenshtein distance between the string template and
the current signal string is calculated. The Levenshtein distance between two
strings is given by the minimum number of operations needed to transform one
string into the other, where an operation is an insertion, deletion, or substitution
of a single character.

L Our future work will be based on 2D encoding using both horizontal and vertical
information.
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Fig. 4. Horizontal EOG reading signal and corresponding string encoding

The algorithm then applies a threshold T¢4 on the Levenshtein distance vector
to separate the two classes “reading” and “not reading”. This threshold defines how
tolerant the classification is towards relative error in the edit distances. As this
method does not yet adapt the string template to the signal while calculating the
distances, it is sensitive to fluctuations in the number of small saccades. This results
in a high number of false insertions. To counter this we slide a majority vote window
Wi across the event-based output classification to “smooth” the final result.

4.2 Hidden Markov Models

Hidden Markov Models are probabilistic models used to represent non-deter-
ministic processes in partially observable domains and are defined over a set of
states, transitions and observations. In this work we evaluate two different imple-
mentations of HMM: discrete and mixture of Gaussian. In each we use a 2-state
model. This helps to keep the computation costs low. Intuitively, the two states
represent the large left saccades when the eyes move back to the beginning of a line
and the saccades during word reading. The parameters - state transition probabil-
ities, observation likelihoods and Gaussian mixture settings - are set in a training
step using the Baum-Welch (forwards-backwards) algorithm. For classification, we
recursively apply the forward algorithm on incoming data samples. See [14] for de-
tails on these algorithms, and [I2] for the Matlab implementation we used.

HMDMs with Discrete Observations. For the discrete case, we use the same
character features as for string matching. First we segment the incoming data
using the large left saccades as boundaries (with each saccade beginning with
an “L”). This leaves us with a sub-string of saccades (“r”}” and “R”) for each
segment, which we then feed into the discrete HMM. Note that in this simplified
model, the influence of a large right saccade, “R”, which might be encountered
during page turns, is not modelled explicitly. For each segment, the forward algo-
rithm returns a single log likelihood value. A threshold Ty, is then applied and
if the threshold is passed, the classifier returns reading, if not NULL is returned.
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HMDMs with Gaussian Observations. For the Gaussian case, we use the hor-
izontal and the vertical EOG signal component as the observation feature space
(de-noised and baseline drift removed). To avoid singularities with the implemen-
tation of the forward-backward algorithm, we standardise the signals by setting
the variance of the entire dataset to 1. Our model is again 2 state, but with a
mixture of two Gaussian probability density functions to model the observations.

At each of its steps, the forward algorithm outputs a log likelihood value.
We then smooth the sequence of these likelihoods using a sliding mean window
Whmm- Finally, a threshold Th,.,, is applied and if the threshold is passed, the
classifier returns reading, if not NULL is returned.

5 Results

5.1 Parameter Selection and Training

Saccade Detection and String Matching. To determine the threshold pa-
rameters we applied the saccade detection algorithm using a threshold sweep on
a manually cut subset of the data. On average for all subjects, this subset of data
contained 15 large reading saccades plus noise and artifacts caused by interrupt-
ing eye movements. For each threshold, we counted the number of large saccades
that were detected and calculated the relative error (W) Based on
this sweep we chose the large saccade threshold at TL . = 7000. Due to the diffi-
culties in manually segmenting samples of small saccades, we approximated the
small threshold T, . = 1500.

The string matching parameters were evaluated across a sweep of the ma-
jority vote window length Wy, the distance threshold T.; and a selection of
different templates. In the analysis presented below, we chose to fix Wy, = 30
and template “ Lrrrrrrrr” for all subjects. Figure [}l shows an example output of
the basic algorithm compared against the smoothed result and the ground truth
labelling. Note the typical errors encountered: “merge” (m) when the output de-

tects a single reading sequence where there should be two; “overfill” (o) when

+ Smoothed Classification
= Classification
= Labelling

1 1 1 1 1 1
350 400 450 500 550 600
t[seconds]

Fig. 5. Example string matching result showing the ground truth labelling, the classi-
fication result returned by the algorithm and the result after applying the smoothing
filter. Also shown is an example merge (m) and an overfill (o) and underfill (u) error.



Robust Recognition of Reading Activity in Transit Using Wearable EOG 31

the output correctly detects reading just outside the labelling; and “underfill”
(u) where the detected reading signal falls short of the labelling. These error
types are explored in more detail later in this section.

HMM Training. Both HMM and D-HMM models were trained using data
from the recordings of reading while walking around a corridor. Two leave-one-
out training schemes were used: subject dependent only using the calibration
data from the subject being tested and subject independent using calibration
data only from other subjects.

We evaluated the HMMs over a sweep of the main parameters. For the mixed
Gaussian HMM, we discovered that sliding window size had limited influence,
and so could be fixed at Why,nm = 5 seconds.

5.2 Continuous Classification

The different methods were compared across a sweep of their main parameters:
Teq = 1...10 (in 10 steps), Thmm = Tahmm = —1...—9 (in 32 steps). The results
from all subjects were then summed together. The resulting Receiver Operating
Characteristics (ROC) curves are shown on the left of Figure [l These plot true
positive rate (recall) (75 ) against false positive rate (FPR) (5757 ), where
TP,FP, TN and FN represent true positive, false positive, true negative and
false positive counts respectively. Best case results approach the top left corner
while worst case (which means random) follow the diagonal.

The ROC clearly shows that string matching outperforms the HMMs. At
its “best” (Teq = 5), string matching returns a recall of 71.0% and FPR of
11.6% (total accuracy 80.2%). The mixed Gaussian returns a lower best-case
at recall 62.0%, FPR 24.0% and accuracy 68.9% for Thym = —3.5 and subject
independent training. The worst performing algorithm is the discrete HMM.
However, both types of HMMs perform similar for the subject-dependent and
the subject-independent case.

Further Analysis of String Matching. Based on these results, we chose
string matching (with T,y = 5) for further analysis. The error division diagram
(EDD) of Figure [ shows a detailed timewise breakdown of the errors. The EDD
highlights typical errors that occur in continuous recognition systems - beyond
the basic FP and FN categorisation. Specifically there are three classes of error
that we consider. Details on how these error classes are derived is outwith the
scope of the current work, but can be found in [20]:

1. The “classical” errors, such as insertion (a reading event is detected where
there is none in the ground truth) and deletion (failure to detect a reading
event).

2. Fragmentation and merge: Fragmentation errors describe when a reading
event in the ground truth corresponds to several events in the recognition
system output. Merge is the opposite: several ground truth reading events
are combined into one event - see (m) in Figure
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3. Timing errors: Overfill errors are where an event in the output of the system
extends into regions of NULL, such as in the event (o) in Figure [l The
opposite of overfill is underfill (u), in this case the event recognised by the
system fails to “cover” some parts of the ground truth event.

In addition, EDDs also show the total true negative (TN) and true positive
(TP) times. Using this breakdown, Figure Bl shows that 9.0% of the total time
is underfill and overfill “error”. These are cases where the fault may be slightly
offset labelling, or delays in the recognition system. The errors that might be re-
garded as more serious - insertion, deletion, merge and fragmenting - account for
10.8% of the total experiment time, this is the so-called serious error level (SEL).

Reading in Different Situations. To analyse the performance of string
matching for the different activity situations, we divided the data into three
sets, separating sitting, standing or walking activities. Each activity represented
roughly equal sized portions of the dataset (88, 98 and 95 minutes respectively).
The EDDs in Figure [1 show the results of this evaluation over all subjects.

For standing, the best case result shows 72.8% recall and 9.2% FPR; for
sitting the result is 73.9% recall, 13.2% FPR; and for walking it is 64.9% recall
and 11.0% FPR. Looking further at the type of errors encountered, we see that
both sit and walk contain large periods of underfill timing errors. Also of interest
is the fact that 3.3% of the time during sit is classed as a fragmentation error.

2r Precision: 84 6%, Recal: 71.0%, FP 116
NULL activity = 52 7% (10795 8 1 20485.0)

6% TP

E-]
g T sl
H
G 05 2
3 )
& Lo
H £
= 04p S 46.5% [TN]
[EIS
0.3
06
——STR (EditDistance 1 to 10)
02 —+—HMM (LogThresh. -1 to -9)
- ES'CIAM (Il;g_g'zhresh, -1t0-9) 04+ - 2.1% [Overfil]
- subj. indep.
01 D_HM'M (,Lbj m:e'p) 6.9% [Underll] SEL: 10.8%
- - 02k 1.5% [Merge]
+ L . L L L L L . i , 2.5% [Insertion]
0 01 0z 03 04 05 06 07 08 09 1 _ o 21% [Fragmentation]
False Positive Rate [

Fig. 6. Left: ROC curves showing a performance comparison between string matching
(STR) over a sweep of edit distance Teq, Gaussian HMMs over a sweep of log threshold
Thmm and discrete HMM over a sweep of Typmm. For the HMMs, both the subject-
dependent and the subject-independent results are shown. Right: Detailed result for
string matching with Teq = 5 (corresponding to the point circled on the ROC curve).
The EDD shows the proportion of the total dataset comprising true positives (TP),
true negatives (TN), overfill, underfill, merge, insertion and fragmentation errors. Note
that the proportion of negatives (NULL) in the dataset is roughly half (52.7%). Though
overall accuracy is 80.2% (TP + TN = 33.6% + 46.6%), a large part of the errors are
actually underfill and overfill timing errors.
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Fig. 7. Performance evaluation for reading recognition during distinct activities - stand,
sit and walk - using the string matching algorithm. The EDD shows the proportion of
the total dataset comprising true positives (TP), true negatives (TN), overfill, underfill,
merge, insertion and fragmentation errors. Note the different distributions of NULL in
each of these cases: 65.1%, 40.3% and 50.7% for stand, sit and walk respectively. As
expected, the results for walking are slightly worse than the others, with 12.5% serious
error level (SEL). Interestingly, the sit case is slightly worse than stand. This is due in
part to the greater number of fragmentation errors from sit.

Table 2. Recall and FPR for each individual subject, and the median over all, using
string matching. The table also shows the subjects’ gender (f: female, m: male); the
dataset recorded at night is marked with * while the one recorded in heavy rain with **.

S1 (£)[S2 (m*)[S3 (£)[S4 (m**)[S5 (£)|S6 (m)|S7 (£)|S8 (m)|median
Recall [%]| 25.9 65.2| 92.9 83.1| 47.9| 89.5| 71.3| 85.7 7.2
FPR |[% 3.8 12.1| 15.6 179 43| 183 129 8.9 12.5

Results for Each Subject. The results for each individual subject show a
range of differences in recognition performance using the string matching algo-
rithm (see Table B]). The highest recall result is 92.9% (subject 3) but with a
FPR of 15.5%. The worst result was for subject 1, with 25.9% recall and 3.8%
FPR. This was to be expected as the raw EOG signal quality for that subject
was extremely low. During the experiment recordings, the overall signal level
for this subject was known to be weak and reading saccades could hardly be
seen. This was also a problem for subject 5 and was most likely caused by poor
electrode placement and dry skin.

What can be seen from the table, however, is that the differences do not seem
to correlate to the gender of the person. Also the two special datasets recorded
at night and in rain do not show marked differences, but have comparable per-
formance to the other sets.



34 A. Bulling et al.
6 Discussion

On the Recognition Performance. Three different approaches of recognising
reading based on EOG in a wearable setting have been described and investi-
gated in this work. Among the algorithms evaluated, string matching performs
best, with an overall recognition rate of 80.2% (71.0% recall, 11.6% FPR). It is
interesting to note that almost half of all errors are overfill and underfill. The
most probable causes of these errors are the inaccuracies of the sliding majority
filter and the labelling process.

The D-HMM method does not perform well. This is probably due the lack
of sufficiently descriptive features. We see in Figure [0l that it is robust to dif-
ferent training configurations. This indicates that the novel method of saccade
detection CWT-SD, upon which both string matching and D-HMM methods are
based, is fairly robust to variations in EOG signals. This is a particularly useful
trait for applications where a “training” step would be inconvenient or impracti-
cal. A further advantage of the CWT-SD is that it only requires the horizontal
EOG signal component and therefore only 2 electrodes. Although we strongly
believe that most of the useful information lies in the horizontal component,
the (as yet unused) vertical component might also contain information that in a
future study could improve the performance of both methods.

Despite using both horizontal and vertical signal components and the per-
ceived aptitude of HMMs for this type of problem, the Gaussian HMM did not
produce the results that have been expected. Part of the reason for this relatively
poor performance (compared to the simple string matching) might be due to the
specifics of our initial implementation. It is the authors’ belief that with careful
selection of more descriptive features and perhaps a larger number of states, this
method can be improved.

By analysing the different activity situations - reading while standing, sitting
and walking - we uncover some interesting results. As expected, walking produces
the worst results but only by a small margin - its serious error level is only 2.2%
worse than sitting (Figure [[). Surprisingly, recognition is better while subjects
stand than when they sit. We would have expected the “sit” class to perform
best as this is the one with potentially the least external influences. So far, we
have no satisfactory explanation for this behaviour but we plan to investigate
this further in detail in future experiments.

On EOG. From this initial study we found that EOG is a robust technique for
recording eye movements in wearable settings. The main advantage of the EOG-
based measurement technique is the fact that, in contrast to common video-based
eye trackers, the subject only has to wear relatively unobtrusive and light-weight
equipment. This contributes to the subjects feeling unconstrained during the
experiments and therefore allows for natural reading behaviour and unaffected
physical activity.

One drawback is that EOG electrodes require good skin contact. Poor place-
ment of electrodes was the reason for many of the problems in our work, partic-
ularly with subjects 1 and 5 (see Table [2]). This problem was usually solved by
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removal and reattachment of fresh electrodes. The fact that these electrodes are
stuck to the face can also be regarded as inconvenient. In the post-experiment
questionnaire, the subjects from our study reported that they did not feel physi-
cally constrained by the sensors and wires - not even by the electrodes. However,
it is clear that for long-term use a more comfortable and robust solution would
be desirable.

Baseline drift is perhaps an unavoidable problem for wearable EOG recording.
It is for this reason that accurate gaze tracking, for purposes such as target
detection, might be difficult to achieve using mobile EOG. By analysing only
the rough patterns created by eye movement, however, we can detect activities
(such as reading) without the need for such pinpoint tracking.

On the Experiment. The Wii-remote proved to be a useful and unobtrusive
annotation tool - and was certainly preferable to the chore of video-based offline
annotation. This method is certainly subject to inaccuracies when, for example,
the assistant is distracted, or when buttons are pressed and released too early or
too late. However, labelling errors are an intrinsic problem especially in wearable
settings and a satisfying solution has not been found yet. One possible approach
for a future study could be to introduce redundancy to the labelling process:
either a second assistant, or some semi-automatic solution, perhaps using addi-
tional sensors (e.g. using body movements or video-based eye tracking).

In the questionnaire, all subjects declared that they did not feel distracted
by people on the street and were only partially conscious about the experiment
assistant. Half of the subjects did report a feeling of unease while reading and
walking. This unease could clearly be seen in the EOG signal by the occasional
presence of small vertical saccades during reading - indicating whenever a subject
looked up to check the way ahead.

Obviously reading while walking can be a dangerous activity, however this
does not detract from the fact that many people actually do it. The other half
of our subjects found no problem with reading and walking - they all claimed to
have occasionally read long texts (a book, newspaper or scientific paper) while
in transit. It is more common for people to read shorter texts while walking,
for example advertisements, timetables, etc., and this would be an interesting
scenario for future study. Because such reading sequences are usually very short,
the recognition methods and also the labelling scheme would probably have to
be adapted.

Ideally, the most natural scenario would have involved recordings over a pe-
riod of weeks or months. This would allow us to better study the general reading
behaviour of our subjects - and to open up interesting questions regarding daily
reading habits. Unfortunately, the battery life and reliability of our recording
equipment limited recordings to a few hours. Therefore, the main improvement
concerning the experimental setup is to develop a wearable EOG device which
does not impose these restrictions but allows for robust long-term eye move-
ment recordings. This would also include an investigation of how to apply dry
electrodes, e.g. by integrating them into spectacle frames, as they are more conve-
nient for everyday use than wet electrodes stuck to the skin. Another interesting
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question is how dry electrodes would influence the quality of the signals and
recognition performance.

7 Conclusion

Our work has shown that wearable EOG is a feasible approach for recognising
reading in daily-life scenarios and is robust across an example set of activities
for different subjects. This raises the question of whether different reading be-
haviours and attention levels to written text can be detected automatically. A
“reading detector” could enable novel attentive user interfaces which take into
account aspects such as user interruptability and level of task engagement.

Given appropriate hardware, EOG offers the potential of long-term eye move-
ment recordings. The movement patterns the eyes follow in daily routine reveal
much about what people are doing - as well as what they intend to do. With
growing interest in activity recognition as a topic within pervasive computing,
this information may prove extremely relevant. In the future, eye movements may
be used as a new sensing modality, providing access to the underlying cognitive
processes not available with current sensing modalities.

Acknowledgements

This work was part funded by the EU Intermedia project.

References

1. Bannach, D., Kunze, K., Lukowicz, P., Amft, O.: chapter Distributed Modular
Toolbox for Multi-modal Context Recognition, pp. 99-113 (2006)

2. Barea, R., Boquete, L., Mazo, M., Lopez, E., Bergasa, L.M.: EOG guidance of a
wheelchair using neural networks. In: Proceedings. 15th International Conference
on Pattern Recognition, 2000, Barcelona, Spain, vol. 4, pp. 668-671 (2000)

3. Bulling, A., Herter, P., Wirz, M., Troster, G.: Automatic artefact compensation
in EOG signals. In: EuroSSC 2007: Adjunct Proceedings of the 2nd European
Conference on Smart Sensing and Context, October 23-25 (2007)

4. Campbell, C.S., Maglio, P.P.: A robust algorithm for reading detection. In: PUI
2001: Proceedings of the 2001 workshop on Perceptive user interfaces, pp. 1-7.
ACM Press, New York (2001)

5. Chouhan, V.S., Mehta, S.S.: Total removal of baseline drift from ECG signal. In:
International Conference on Computing: Theory and Applications, ICCTA 2007,
March 2007, pp. 512-515 (2007)

6. Gu, J.J., Meng, M., Cook, A., Faulkner, M.G.: A study of natural eye movement
detection and ocular implant movement control using processed EOG signals. In:
Proceedings 2001 ICRA. IEEE International Conference on Robotics and Automa-
tion, 2001, vol. 2, pp. 1555-1560 (2001)

7. Hayhoe, M., Ballard, D.: Eye movements in natural behavior. Trends in Cognitive
Sciences 9, 188-194 (2005)



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Robust Recognition of Reading Activity in Transit Using Wearable EOG 37

. Keat, F.T., Ranganath, S., Venkatesh, Y.V.: Eye gaze based reading detection. In:

TENCON 2003. Conference on Convergent Technologies for Asia-Pacific Region,
October 15-17, vol. 2, pp. 825-828 (2003)

. Logan, B., Healey, J., Philipose, M., Tapia, E., Intille, S.: chapter A Long-Term

Evaluation of Sensing Modalities for Activity Recognition, pp. 483-500 (2007)
Maglio, P.P.,; Matlock, T., Campbell, C.S., Zhai, S., Smith, B.A.: Gaze and Speech
in Attentive User Interfaces, p. 1 (2000)

Manabe, H., Fukumoto, M.: Full-time wearable headphone-type gaze detector. In:
CHI 2006: CHI 2006 extended abstracts on Human factors in computing systems,
pp. 1073-1078. ACM Press, New York (2006)

Murphy, K.P.: The HMM toolbox for MATLAB (1998),

http://www.ai.mit.edu/ "murphyk/software/hmm/hmm.html

Qiuping, D., Kaiyu, T., Guang, L.: Development of an EOG (electro-oculography)
based human-computer interface. In: 27th Annual International Conference of the
Engineering in Medicine and Biology Society IEEE-EMBS 2005, September 01-04,
pp. 6829-6831 (2005)

Rabiner, L.R., Juang, B.H.: An introduction to hidden Markov models. IEEE ASSP
Magazine, 4-16 (January 1986)

Sibert, J.L., Gokturk, M., Lavine, R.A.: The reading assistant: eye gaze triggered
auditory prompting for reading remediation. In: UIST 2000: Proceedings of the
13th annual ACM symposium on User interface software and technology, pp. 101—
107. ACM Press, New York (2000)

Tinati, M.A., Mozaffary, B.: A wavelet packets approach to electrocardiograph
baseline drift cancellation. International Journal of Biomedical Imaging Article ID
97157, 9 pages (2006)

Van Laerhoven, K., Gellersen, H.-W., Malliaris, Y.G.: Long-term activity monitor-
ing with a wearable sensor node. bsn 0, 171-174 (2006)

Vehkaoja, A.T., Verho, J.A., Puurtinen, M.M., Nojd, N.M., Lekkala, J.O., Hyt-
tinen, J.A.: Wireless head cap for EOG and facial EMG measurements. In: 27th
Annual International Conference of the Engineering in Medicine and Biology So-
ciety IEEE-EMBS 2005, September 01-04, pp. 5865-5868 (2005)
Venkataramanan, S., Prabhat, P., Choudhury, S.R., Nemade, H.B., Sahambi, J.S.:
Biomedical instrumentation based on electrooculogram (EOG) signal processing
and application to a hospital alarm system. In: Proceedings of 2005 International
Conference on Intelligent Sensing and Information Processing, January 4-7, pp.
535-540 (2005)

Ward, J.A., Lukowicz, P., Troster, G.: Evaluating performance in continuous con-
text recognition using event-driven error characterisation. Location- and Context-
Awareness, 239-255 (2006)

Ward, J.A., Lukowicz, P., Troster, G., Starner, T.E.: Activity recognition of assem-
bly tasks using body-worn microphones and accelerometers. IEEE Transactions on
Pattern Analysis and Machine Intelligence 28(10), 1553-1567 (2006)

Wijesoma, W.S., Kang, SSW., Ong, C.W., Balasuriya, A.P., Koh, T.S., Kow, K.S.:
EOG based control of mobile assistive platforms for the severely disabled. In: IEEE
International Conference on Robotics and Biomimetics (ROBIO), pp. 490-494
(2005)

Yingxi, C., Newman, W.S.: A human-robot interface based on electrooculography.
In: 2004 TEEE International Conference on Robotics and Automation Proceedings
ICRA 2004, April 26-May 1, vol. 1, pp. 243-248 (2004)



Pressing the Flesh: Sensing Multiple Touch and
Finger Pressure on Arbitrary Surfaces

Joe Marshall, Tony Pridmore, Mike Pound, Steve Benford, and Boriana Koleva

Mixed Reality Lab, University of Nottingham, NG8 1BB, UK
{jam, tpp,mpp, sdb,bnk}@cs.nott.ac.uk

Abstract. This paper identifies a new physical correlate of finger pres-
sure that can be detected and measured visually in a wide variety of
situations. When a human finger is pressed onto a hard object the flesh
is compressed between two rigid surfaces: the surface of the target object
and the fingernail. This forces blood out of the vessels in the fingertip,
changing its colour slightly, but systematically. The effect is visible to the
naked eye and can be measured using techniques from computer vision.
As measurements are made of properties of the hand, and not the target
surface, multiple-touch and pressure sensing can be added to a range
of surfaces - including opaque, transparent, smooth, textured and non-
planar examples - without modification of the underlying physical object.
The proposed approach allows touch sensing to be fitted to surfaces un-
suitable for previous technologies, and objects which cannot be altered,
without forfeiting the extra range of expression of pressure sensitivity.
The methods involved are simple to set up and low cost, requiring only
a domestic-quality camera and a typical computer in order to augment
a surface. Two systems which exploit this cue to generate a response to
pressure are presented, along with a case study of an interactive art in-
stallation contructed using the resulting technology. Initial experiments
are reported which suggest that visual monitoring of finger colour will
support recogntion of push events.

1 Introduction

Touch sensitive surfaces, such as graphics tablets, interactive whiteboards, touch
screens etc. have existed for some time. Touch sensitivity, however, typically
requires the surface to be enhanced with some kind of embedded electronics,
or in the case of capacitive sensing on glass [1], to have electronics below the
surface. Computer vision has the potential to create touch interfaces without
embedding electronics in the target surface, and also to detect multiple touches.
Current systems, however, are typically either unable to detect the difference
between touching and moving a hand or object near the surface [2], or can only
detect the presence of a finger or object next to the surface (by using cameras at
right angles to the surface [3], or multiple cameras and some form of 3d disparity
measurement [4,5]).

The main contribution of this paper is to identify a new physical correlate
of finger pressure that can be detected and measured visually in a wide variety
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of situations. When a human finger is pressed onto a hard object the flesh is
compressed between two rigid surfaces: the surface of the target object and the
fingernail. This forces blood out of the vessels in the fingertip, changing its colour
slightly, but systematically. Increased pressure increases the effect, up to a limit
determined by the thickness of flesh on the finger. Colour change may be seen
either by examining the pattern of colours in the fingernail or, if the target
surface is transparent, by looking at the fingertip through the surface. When
viewed through a transparent target surface, increasing pressure increases the
amount of flesh from which blood is expelled, creating a larger region of paler
skin. When viewed from above the hand, through the nail, increased pressure
forces more blood to the base of the nail, concentrating colour there. Both these
events are clearly visible to the naked eye.

In what follows we describe computer vision-based sensing methods which ex-
ploit this cue. As the approach relies on measurements of the physical properties
of the hand, and not the target surface, it has the potential to add multiple-
touch and pressure sensing to a range of surfaces - including opaque, transparent,
smooth, textured and non-planar examples - without modification of the under-
lying physical object. This allows for many new items, such as stone carvings
or wood, to become touch sensitive interfaces. No technology need be embedded
into the target object; all that is required is that a colour camera be positioned
to view the effect. The proposed method is therefore potentially highly flexible,
easy to install, low cost and portable. It requires only a domestic-quality camera
and a typical computer in order to augment a surface.

The proposed approach is expected to be of particular use in environments
such as museums, science centres and galleries. Here, visual sensing of finger
colour can allow people to interact directly with existing physical objects, or
with glass cabinets containing objects of interest, without having to customise
the objects or cabinets themselves. The method has benefits for installation de-
signers, allowing museum and science centre staff to construct interactive exhibits
and environments based upon their existing catalogue of objects. For example,
historic tools in a countryside museum could be touched in order to trigger au-
diovisual material about their use. The flexibility of the approach means that
exhibits could also be reconfigured easily and on a regular basis, maintaining
visitor interest.

The paper is organised as follows. Section 2 briefly reviews relevant prior
work, before Section 3 describes finger pressure sensing by viewing the tip of
the fingernail from above. Section 4 then describes a method which uses the
same visual cue, but views the hand from the rear of a transparent glass surface.
The fingernail-based method was used to create an interactive art installation,
in which the user was able to interact with a pressure and touch sensitive rock.
This installation is presented as a case study in Section 5. A key motivation for
the development of touch sensitive interfaces is the ability to detect touch events
such as contact, pushes, taps, etc. Initial experiments are reported which suggest
that visual monitoring of finger colour will support recogntion of push events are
described in Section 6. Finally, conclusions are drawn in Section 7.
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2 Prior Work

Touch sensitive graphics tablets [6] and touch screens [7] are widely available
pressure sensing interfaces. The most common pressure sensitive interface in pro-
duction is the laptop touch pad. Whilst these are typically used purely for on/off
touch pressure, most, such as those made by Synaptics [8] also are able to detect
variations in pressure. Some models, for example the Mitsubishi DiamondTouch
table [9], even allow the detection of multiple touches, although not pressure.

Following a different approach, Schmidt et al. [10] used load sensors to create a
touch sensitive table. In addition to touch events, they detect several contextual
events such as objects being put down on a table, which is interesting as it
relates to our goal of augmenting existing objects. Schmidt et al, however, cannot
support interactions with objects other than moving them around on the table.
This does not require additional technology in the sensed object itself, but load
cells are required to be fitted at four corners of the surface. It is also limited to
single touch interaction on horizontal surfaces.

Exploiting vision and related technology to create a touch detecting screen
is not a new idea. Various methods have been used, such as scanning laser
rangefinders [11], internal reflection inside a glass plane[12], multiple cameras
and planar homographies to detect only pixels that are near the screen [5], and
the visual detection of (somewhat exaggerated) finger gestures in order to detect
touches on a virtual keypad [13]. These visual methods typically fail to detect
pressure differences during touching, although some level of pressure sensing has
been demonstrated with the internal reflection method, by using the size of the
finger’s contact area. The finger surface area is also used in Benko et al’s multi
touch table[14]. Benko et al suggest it is too innacurate to detect pushing reli-
ably and define a special rocking gesture for clicking which their system is able to
detect. The two sided LucidTouch system[15] also uses visual tracking to detect
the hand position, however it uses a separate touch sensitive pad in order to to
detect touches on the surface (as the vision tracking method used is unable to
detect touch).

These technologies are designed for use in interactive whiteboard, wall display
or table interfaces. They usually require modification of the sensing surfaces in
some way, or place restrictions on the surface being monitored. They are also
currently designed for completely flat user interfaces. This may be suitable when
used as an interface to standard GUI style applications; however as interface
designers move beyond the GUI, this may become a limitation. When augment-
ing existing objects, it is hard to guarantee complete flatness. Bumpy or angled
surfaces may also be useful to allow tactile feedback as to where the hands are,
which is commonly seen as a reason why touchscreen interfaces such as virtual
keyboards have only had success in niche applications.

3 Fingernail Sensing

When the fingertip is pressed down on a surface, the blood under the nail concen-
trates at the bottom of the nail, and the tip of the nail becomes whiter (Fig. 1).
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Fig. 1. Nail at different pressures

This effect is very consistent, and only requires a small amount of finger pressure
for a difference to be clearly visible to a human observer. This section discusses
the automatic visual detection of this cue.

The fingernail sensing system uses a basic background segmentation algo-
rithm, followed by a contour detection operation to find the fingertips. When a
finger is detected which has not moved more than a small threshold since the
last frame, the image of the fingertip is examined, and the distribution of colour
in the nail quantified. This reflects the pressure exerted by that finger.

Initial attempts at sensing pressure used the two parts of the nail, the tip and
the bottom, and compared the colours of these to detect a change. However,
the exact location of the white areas on the tip of the finger proved to vary
significantly between individuals, and is also difficult to sense from any distance.
For example, when viewed from 60cm with a 320x240 pixel camera, the nail is
approximately 10x12 pixels in size, which means that the tip area in particular
is too small. However, while the fingernail is almost uniformly coloured when
no pressure is applied, two distinct colours appear on the nail when pressure is
exerted. Because of this, rather than use located features on the nail, we simply
take the variance of the hue of the pixels in the nail area. In order to calculate
a mean hue, the hue is represented as a 2d vector, and an arctangent applied to
this. Variance is calculated with an allowance for the circular nature of the hue

metric.
MeanHue = atan2 ( [i cos(Hue)} , [i sin(Hue)} >

1 n
VarHue = - Z min((Hue — MeanHue)?, (360 — (Hue — MeanHue))?)
1

Initial testing has shown this metric to relate strongly to finger pressure. It
is also much more detectable at a distance, and produces similar results on
different fingers. Variance of the brightness of the pixels can also produce useful
data in some conditions, however it is, as might be expected, extremely sensitive
to illumination changes. When the finger is pressed down hue variance clearly
increases, with the opposite effect visible on release. Pushing less hard produces
an intermediate response. Because the blood under the skin moves back into its
normal place relatively slowly, there is a natural smoothing on the release of
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approx 100ms, this may be useful for ’debouncing’ purposes, avoiding multiple
presses being detected when the finger is only pushed down once.

It is also clear that depending on lighting and individual variation, the absolute
variance values alter somewhat. A floating normalisation window is therefore
employed, with the value of 'pressure’ detected being mapped to 0...256, by using
previously recorded pressure values as a max and min. A constant minimum
pressure range (mr) is used, for the case when the finger is first seen, and only
a small amount of data is in the window. This avoids large random fluctuations
if the finger is simply placed down and not pressed. The raw to normalised
conversion is expressed as:

k=t
256 * (raw; — min (rawy,)
. k=t—windowSize
normalised; = pe——
k=t =t—
max |mr, max (rawy) — min (rawy,)
k=t—windowSize k=t—windowSize

This assumes that when the finger is first seen, there is no pressure on it, which
is the case in typical use; even if a press is occurring the finger is first seen as
the press starts. This conversion, whilst it means that no exact pressure data is
available, makes push and release events clearly visible, and allows intermediate
pressure values to be acquired. Normalisation is effective as long as the raw
variance is altering with finger pressure. It has a compressing effect on the raw
curves, which was desirable in our application (Section 5), but may or may not
be suitable depending on context.

3.1 Initial Evaluation

In order to test the fingernail algorithm, a test rig was constructed, with the
user’s finger pushing on an electronic scale which served as a ground truth pres-
sure gauge. The output from the scale was then video recorded along with the
output from several brief sessions of pushing and releasing a single finger. The
test rig was able to detect a ‘weight’ of 2kg (a force of approximately 19.6 New-
ton). In practice, this limit was not a problem, as forces outside this range proved
uncomfortable to apply. The scale reported weight with a relatively slow update
rate, updating at up to 4 times a second. Measurements from the visual system
were taken each time the scale’s reported weight changed. The system was run,
and the hand moved into view until the hand tracking found the finger, and then
the output was recorded for approx 50 seconds.

Single User Reliability. Once the data had been recorded, the raw hue vari-
ance data for each test session was scaled in order to make the mean and stan-
dard deviations the same as the ground truth. These normalised graphs showed
a very good fit to the ground truth data, with a certain amount of clipping at
the highest pressures in some tests. These results were analysed using regression
analysis, which gave a P value of <0.1% for all subjects. Figure 2 shows 3 dif-
ferent user’s normalised pressure outputs plotted against ground truth. These
graphs demonstrate the ability of the algorithm to reflect several push release
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Different users and different lighting
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Fig. 3. The Effect of Users and Lighting on Fingertip Variance

cycles accurately. Detecting an initial push is possible, as the minimum pressure
range means that an initial push will have a different profile to just touching (the
first graph in figure 3 starts by just touching the surface, whereas the second
and third graphs start with a push, the visual measure ramps up high straight
away. The tracking works at 30 frames per second, limited by the camera frame
rate, rather than any processing constraint, which is fast enough to detect quick
push and release cycles.

Between User Variation and Lighting Variation. Tests were carried out on
different days, in a naturally lit room. This meant that the system was exposed
to some lighting variation. To quantify the possible effects of lighting variation,
one user was tested on two different days, both times using the same finger.

The variation in lighting had a major effect on the raw variance values from
the system, with the same user showing a significantly lower range of variances,
which were also significantly higher than their previously recorded values. Multi-
ple users in the same lighting conditions also had differences in the distributions
of variance, although these were significantly less than the lighting induced vari-
ances. Figure 3 shows some examples of these effects.

These two factors mean that unless very controlled lighting is available, and
a training session is undergone for each user, this method is not suitable for
providing absolute pressure information, ie. it is not suitable to replace a load
sensor. However, when normalised as described above, it can be employed in
interfaces where a correlate of pressure, rather than true pressure, is required.
It seems likely that colour-based measures can support detection of more fuzzy
actions such as pressing, pressing hard, pressing softly etc., as is required in most
touch based interfaces.

‘When Does This Work? Several factors may cause this method to fail. Firstly,
nail varnish or gloves will obviously cause the system to fail, as the fingernail
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Fig. 4. Grasping and releasing an object. Each frame shows the zoomed in middle
finger, and the pressure graphs next to the middle and index fingers.

cannot be seen. Secondly, if the fingernail is very brightly lit by direct sunlight,
this may reflect off the nail, making it impossible to see the skin colour beneath
it. This was the case during one of the test sessions, with the system failing to
work until a curtain was drawn to block the bright rays of sunlight.

The method is reasonably robust to changes in finger orientation. As long as
the length of the fingertip can be seen, a correlate of pressure is produced and
changes in the hue varaince reflect changes in pressure. If the angle is changed
during sensing however, the values can be seen to change slightly. This means
that there is potential for use on non-flat surfaces, as long as the finger is not
changing in angle massively during a single touch movement. A slight side effect
of our simple hand tracking system is that when the fingers are clasped round
an object, so the fingernails are out of view, the knuckles and what is visible
of the finger above them are detected to be fingertips by the system. When the
knuckles are detected as fingertips, the system still responds, as the knuckles
are differently coloured to the rest of the finger, and grasping causes the ratio
between the knuckles and the part of the finger that is visible to change, thus
altering the variance of the detected ‘fingertip’ (see Figure 4) . Potentially useful
data is also provided if the hand is held in the air, and the thumb is squeezed
against the bottom of a finger.

4 Skin on Glass

To assess the potential of visual monitoring of skin colour to detect pressure on
transparent surfaces, such as windows, glass cabinets, etc., the same approach
was applied from the other direction, tracking the finger through a sheet of glass.
Changes in skin colour were recorded as the finger was pressed against the glass.
It was found that at the point of contact pressure was sensed reliably if nor-
malised as described in Section 3. Intermediate pressures were again detectable,
and pushing and not pushing generated distinct output profiles. Sensing through
glass may be of particular value as it allows the computer and camera to be en-
tirely enclosed, for example behind a shop window, or inside a glass case, with
no exposed electronic parts. It also has an advantage over the fingernail tracking
in that it is less susceptible to occlusion, which may be a problem in some uses
of the fingernail method.
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Fig. 5. Sensing pressure through glass - the line of pictures shows the fingertip over a
single push sequence

This technique is, however, not quite as reliable as the fingernail-based method
in one particular: until the hand is touching the glass, sensing is somewhat
erratic. Further research is required, but this is probably the result of the
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changing distance between the glass surface and user’s hand. It seems likely
that the fingernail-based method is more reliable because the nail is firmly at-
tached to the surface of the finger, so that the relationship between the fingertip
and the surface through which it is viewed remains constant. In the test applica-
tion, the effect is reduced by only starting to record pressure once the detected
fingertip has been in the same position for 3 frames. This means that there is
a delay of approx 1/10th of a second before continuous pressure readings be-
gin. It also means that if the hand is held very still in the air in front of an
interface, pressure sensing will begin, although it will only break if the hand
is very slowly moved directly towards the camera, which proved hard to do in
testing. An output from this sensing during two pushes on a rather dirty and
reflective sheet of glass is shown in Fig. 5 (this version was tested with a black
background, as skin segmentation did not prove a problem in the initial skin on
glass tests). The method works well even in sub-optimal conditions. Figure 5
also shows a graph showing the comparison of the skin on glass to the ground
truth measurement (as used in Figure 2 for evaluation of the fingernail tracker.)
Note that this system uses an identical algorithm to the fingernail tracking, with
the normalisation taking care of the smaller absolute variance values seen in this
method. It is possible for a user to simply move their hand to the other side of
the glass and use the fingernail tracking without any recalibration.

5 Case Study: Rock

The fingernail tracking algorithm was evaluated further in an interactive art
installation called Rock. The installation presents a rock in a cage as a pet.
A web camera is attached to the cage’s top, and a computer and speakers are
hidden under a table that the cage is on (see Fig. 6). Rock uses gestural input
and audio output to mimic the personality of a small pet rodent such as a guinea
pig. It is designed to have quite a timid personality and to be easily frightened.
The rock is an extreme test of the behaviour of the fingernail algorithm with
a large range of gestures and angles, and provides a testing ground for graceful
fallback in situations where it is impossible to sense pressure.

Initially the rock makes a quiet steady heartbeat sound. When the rock is
touched it responds by making animal sounds, and the heartbeat changes to
signify its level of fear. Touching the rock in different ways can provoke varying
responses, for example if touched gently and slowly, it is likely to make quiet
purring noises and not be very scared: grabbing at the rock too quickly scares it
and makes it snarl or growl.

The rock is designed as an ambient installation, to be left in a gallery or space
at an event, and interacted with by people with a minimum of direction. As such,
it is designed to attract people to interact with it; this takes two forms. Firstly
the heartbeat sound attracts interest to the rock when it is not being interacted
with. Secondly, the interaction with the rock is designed to be interesting to
onlookers. The interaction is designed so that onlookers can see part of the way
that the rock is being interacted with, but so that part of the interaction is
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Fig. 6. The Physical Setup of the Rock

not visible to them. In particular, the finger pressure detection is used here and
provides an aspect of the interaction that is unclear to onlookers, and designed
to intrigue people into interacting with the rock themselves.

5.1 Technology Implementation

The single camera on the top of the cage is the only input mechanism for the
rock. The camera is carefully positioned so that it can see all of the bottom of
the cage. All the output comes from the speakers, which are positioned so that
the sound seems to come from the bottom of the cage.

The computer detects the silhouette of a hand reaching into the cage by
use of a simple colour threshold to select pixels which match the colour of the
background or the rock. There is deliberately no skin colour detection, or scene
based background subtraction, in order to make the system responsive to non-
skin objects put into the cage (as long as they are not the same colour as the
background or the rock), and also to allow the rock to be moved in the cage
without breaking the background model. This makes for a very reliable and
simple detection of the hand silhouette when the hand is inside the cage.

The system detects how close the hand is to the rock, and uses this over time
to calculate a measure of how fast the person’s hand is approaching the rock
when they reach into the cage. It also attempts to find the fingertips and detect
the average finger pressure on the rock over all the fingertips it can see, by using
the algorithm described in Section 3.

These two measures, of approach speed, and pressure are mapped respectively
into two variables, ‘fear’, and ‘excitement’. These variables are mapped onto a
set of audio samples, and audio processing filters which alter these sounds. The
audio samples used were made by one of the authors, and are categorised as
to how scared and how excited they sound. The audio processing effects are a
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mixture of time and pitch shifting, and are used in order to make the sounds
sound different every time they are played rather than like a fixed set of samples.
Examples of sounds that the rock may make are a low growl if it is scared but
not very excited, a high pitched snarl if it is scared and excited, purring sounds
if it is not afraid but not very excited and squealing sounds if it is excited and
not afraid. A slight element of randomness is added into this mapping; this is
designed to make the rock be mostly predictable, but to avoid letting the users be
certain how it will respond to a particular gesture. The heartbeat sound continues
all the time beneath the animal sounds, getting faster and louder when the rock
is more scared.

5.2 Testing the Rock

The rock was exhibited at a recent digital art conference. At this event, it was
placed in a corner of a corridor space, where a lot of people were passing by, as
an ambient installation during the conference. This allowed us to see the rock
interact with approximately 100 people, from various backgrounds including art,
architecture, sound design, HCI etc. The rock was running for over 9 hours, and
was very successful in this environment; the installation was awarded best paper
prize.

Initially, one of the authors was with the rock, introducing it as his pet, in
order to entice people to play with it. After a few people had played with the
rock, this became unnecessary, as people started bringing back other people to
show it. At this point, the rock became more interesting, as the explanations
people were creating for its behaviour became increasingly complex and rich. At
the end of the event, one of the participants was very attached to the rock and
even asked if she could take the rock home. The descriptions of the rock and its
personality were very varied, ranging from ‘cute’ to ‘strange’ and ‘disturbing’.

There were several ways in which people interacted with the rock. Most com-
mon initial interactions were poking it, either suddenly, or gingerly reaching in
to touch it. In these cases, the technology responded reliably. Once people had

Fig. 7. Interacting with the Rock
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realised that the rock was not going to bite them, they explored more complex
interactions, such as stroking it (which worked as long as they didn’t move their
hands too fast), and grasping it. Grasping was interesting, because the effect
discussed in Section 3.1 meant that the knuckles were tracked, giving a pressure
signal as to how hard the rock was grasped. This meant that in this (relatively
common) mode of interaction with the rock, the tracking still worked, although
slightly less reliably. A few people did things such as picking up the rock from
underneath, waving their hands right in front of the camera, or closing their
hand into a fist when touching the rock. In these situations, the pressure track-
ing broke, and the rock responded to the movements using only the silhouette of
the visible part of the arm, which led to slightly unpredictable responses to these
particular movements; it was important in the design of the rock’s ‘personality’
that it handled the cases when finger tracking data became unavailable, and still
provided some kind of response. The unreliability when presented with these
odd gestures was translated in the user’s eyes to become a facet of the Rock’s
personality, for example as it not liking having strange things done to it.

While observing the rock, it was clear that the balance between the unpre-
dictable nature of its response to odd actions, and the predictable response to
actions such as stroking gently and holding it, formed a part of the success of the
installation. The ambiguity allowed people to spot ‘patterns’ and create expla-
nations, and meant that whilst people could to some extent learn things about
how to control the rock, such as not to grab at it and scare it, or by using gentle
touches to make it happy, they were not able to get to a level where they felt
they had complete control. One important thing however is that the level of
reliability was such that the ‘owner’ of the rock was able to demonstrate that
the rock ‘liked’ him, and that people were able to learn how to touch it to make
it likely to make ‘happy’ sounds.

The finger pressure sensing method was important in this installation, as
it allowed a very expressive mode of interaction with the rock, but without
having to augment the rock with sensors. Within the constraints of the cage,
this created effectively a wireless, remotely powered, touch sensitive moveable
user interface, which was made of seamless stone, with no charging connectors
or battery compartments. Alternative ways to create similar effects would have
created points at which the audience’s suspension of disbelief was broken. For
example, a pressure sensor under the rock or cage would fail to work if the rock
was lifted, adding sensors to the rock itself would be hard to do without external
electronics, battery compartments etc. which would break the concept of it being
an organic creature.

6 Using a Bayesian Classifier to Detect Push Events

A key motivation for the development of touch sensitive interfaces is the ability
to detect touch events such as contact, pushes, taps and double clicks. To pro-
vide an initial indication of the feasibility of detecting such events given colour
variance data a bayesian classifier was implemented and used to detect contact
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Fig. 8. Skin on glass - hand just touching glass (1), and fingers pushed against (2) -
grey pixels are classified as non compressed skin, white pixels are compressed skin

between hand and surface. Colour-based detection and location of human skin is
now commonplace in computer vision systems. A number of skin detection tech-
niques have been reported [16,17,18,19], most based upon the work of McKenna
et al. [16] which showed that colour spaces exist in which, for a wide range of
nationalities and ethnic backgrounds, human skin is tightly clustered. The clas-
sifier to detect contact between human fingers and a target surface by identifying
compressed flesh adopted a similar approach.

A camera was placed behind a sheet of non-reflective, smear-resistant glass,
providing a clear view of the user’s hand as s/he interacted with the other side
of the surface. The challenge was to use the resulting colour images to recognise
the differences between:

— the normal, i.e. uncompressed, skin seen when the user’s hand is in view, but
not in contact with the glass;

— the compressed flesh that appears when the user touches the glass surface;

— the environment behind the user.

All experiments were carried out in an office/laboratory environment, so the
background comprised arbitrary coloured objects. Some of these objects were
approximately skin-coloured, but no other people (i.e. no additional real skin)
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was allowed into the field of view. Six individuals, of mixed age, sex and race
took part. Each was first asked to press his/her hand flat onto the glass panel
to provide easily identifiable examples of contact, and then invited to press, tap,
or otherwise touch the glass at will. Two minutes video of each subject was
captured and analysed off-line.

Following [16,18], the well-known hue-saturation-intensity (HSI) colour space
was employed throughout. The hue (H) and saturation (S) values associated
with human skin are known to cluster tightly, though intensity (I) varies widely.
Bayesian classification was used to separate the three classes (uncompressed
skin, compressed skin, non-skin) identified above as shown in Fig 8. Models,
in the form of approximations to probability density functions for each class
were first constructed from manually identified training data. This classification
of pixels into tip and non-tip could potentially allow for reliable detection of
touch pressure, by detecting the size of the compressed region of the fingertip.
Raw colour values were examined to determine whether or not the information
required was present, before any features or summary statistics were computed,
in the base image data.

When trained on data from an individual’s hand, bayesian classification was
found to be effective. Contact between fingertip and glass could be reliably de-
tected. However when applying the same algorithm to multiple users, by pooling
training data to produce composite colour models, it was found that the vari-
ation between users was often equal to the difference between compressed and
non-compressed skin for a single user. The experiment therefore demonstrated
that variations in individuals’ skin colour can better support automatic detec-
tion of touch events. As a result, further work on event classifiers will exploit
time-based measurements of individuals’ finger pressure, similar to those we have
used for smooth pressure sensing.

7 Conclusions

We have demonstrated a new correlate of finger pressure which can be mea-
sured visually using standard equipment in a wide variety of circumstances. The
method detects compression of the fingertip by monitoring changes in the colour
of either the skin or the fingernail. Table 1 summarises the main strengths and
weaknesses of this approach to pressure sensing.

Table 1. Benefits and Challenges of using Fingertip sensing

Strengths Weaknesses

No modification of tracking surface required Viewpoint and occlusion
Quick, easy and cheap setup Lighting

Smooth pressure sensing Relies on hand tracking

Potential to support automatic detection of touch events Not fully 3D
Wide range of surfaces can be augmented
Multiple touch
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The method allows the addition of an extra dimension of expressiveness to
previous vision based hand & finger sensing systems, without requiring complex
addons such as multiple cameras, or augmenting the surface in any way. It is
inherently multiple touch, as it measures a feature of the pressure on the finger,
rather than the pressure on the surface below the finger. It is quick, easy and
cheap to setup. The technique extends the range of materials and surfaces avail-
able to standard pressure sensing, by allowing touch pads to be created from any
relatively firm surface which is visible to a camera. As demonstrated in the Rock
example, fingertip pressure sensing does not even require a flat surface, working
well when given a bumpy surface. Though further development is required to
produce a working system, the colour measures employed here clearly have the
potential to support detection of a variety of touch events.

The approach is, like many vision-based techniques, potentially sensitive to
camera viewpoint and occlusion and is unlikely to work well in some extreme
lighting conditions (very bright sunlight & darkness). It is also reliant on the
hand tracking working correctly in order to function; if the tracking fails, no
pressure sensing can occur. It is not fully 3D, as it cannot sense pressure when
the whole of the fingers are out of view, so applications have to be designed
to degrade gracefully if this is a possibility, however it provides useful data in
a large range of situations, such as when the fingertips themselves are out of
view, as long as the grasping hand and the rest of the fingers are still visible
to the system. Also, whilst it works on a wider range of surfaces than most
current systems, there clearly is a limit to what surfaces it can work reliably on,
for example surfaces such as cushions, gels or liquids will all be impossible to
augment.

7.1 Potential Applications

Whilst this technology clearly may be useful in tabletop displays and other com-
mon multi-touch interfaces, it has most to offer in the creative, museum and
educational sectors. The ability to augment an existing, everyday, physical ob-
ject would be of particular use to museum, science centres, exploratoria and
other similar places where a hands-on approach is encouraged. The skin on glass
method of touch sensing provides a useful extra mechanism for objects which
are in cabinets and unable to be directly touched. In this situation the hardware
would be fully enclosed within the cabinet, which may be an advantage. Aug-
menting unexpected surfaces in this way has proven interesting and surprising
to users in our case study; it is envisaged that in a museum setting, being able
to augment the object rather than having a separate interactive display may
provide a more direct and engaging experience.

As well as being useful for currently impractical applications, the techniques
reported here make pressure and touch sensing available with a significantly lower
setup time than existing methods and require no custom equipment; the Rock
takes approximately 5 minutes to install and uses a cheap domestic webcam and
PC. This means that the proposed method has the potential to be incorporated
in mass market entertainment software, for example this could enable innovative
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interfaces such as used on the Nintendo DS touch screen game console to be
created on a larger scale for home users (For example in Warioware Touched,
users have to ‘rub out’ on-screen pictures, stroke dogs, whack moles etc. by using
touch gestures).

7.2 Future Work

The work described here has demonstrated the potential of visual monitoring of
skin colour to reflect finger pressure in a range of situations. Topics for future
research include:

— investigation of alternative methods of capturing changes in skin colour, and

their relation to finger pressure. In particular, though the current method is
reasonably robust to changes in finger orientation it is not invariant under
such changes.

evaluation of the usability of the approach in a wider variety of application
domains and scenarios, focusing on the creative, museum and educational
sectors

techniques for the automatic recognition of single and multiple touch events
and gestures. As well as the gestures commonly used in GUI applications
such as clicking and dragging, the work with the Rock demonstrated the
possibility of detecting more unusual gestures such as grasping and stroking,
which may be of interest for those designing applications which do not fit a
standard desktop paradigm.With the addition of a more sophisticated hand
tracker, it may be possible to further improve the tracking, by tracking touch
actions using hand shape as well as fingertip cues, although it is not currently
clear whether these may require per-individual training.
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Abstract. Besides key presses and text input, modern mobile devices support
advanced interactions like taking pictures, gesturing, reading NFC-tags, as well
as supporting physiological and environmental sensors. Implementing applica-
tions that benefit of this variety of interactions is still difficult. Support for de-
velopers and interaction designers remains basic and tools and frameworks are
rare. This paper presents a prototyping environment that allows quickly and
easily creating fully functional, high-fidelity prototypes deployable on the ac-
tual devices. With this work, we target the gap between paper prototyping and
integrated development environments. Additionally, new interaction techniques
can be significantly faster or slower to use than conventional mobile user inter-
faces. Hence it is essential to assess the impact of interface design decisions on
interaction time. Additionally, the presented tool supports implicit and explicit
user performance evaluations during all phases of prototyping. This approach
builds on the original as well as extensions of the Keystroke-Level Model
(KLM) which allows estimating interaction times in early phases of the devel-
opment with a simulated prototype. An underlying state graph structure enables
automatic checks of the application logic. This tool helps user interface design-
ers and developers to create efficient and consistent novel applications.

1 Introduction

Mobile phones have become a ubiquitous computing platform outnumbering desktop
computers. A large portion of current mobile phones offer means for third parties to
develop custom software for them. Most notably, there are JAVA ME, Symbian OS,
and the Windows Mobile platform. Modern phones provide rich ways for interaction,
reaching from colour screens, audio output, and keyboard input to gestures, cameras
and audio capture. Additionally, more and more such devices include sensors, e.g. for
acceleration (e.g. Samsung SGH-E760, Nokia 5500, iPhone). Interaction with physi-
cal objects using barcodes is a common feature in many phones and some devices can
read smart labels (e.g. the near field communication, NFC, reader in the Nokia 6131).
Furthermore, phones can be extended with external sensors connected via Bluetooth,
e.g., for GPS, step counting and ECG.

These basic technical capabilities enable developers and interaction designers to cre-
ate novel interactive experiences using mobile phones in domains such as data access
via physical artefacts, context-aware applications and mobile health applications.

J. Indulska et al. (Eds.): Pervasive 2008, LNCS 5013, pp. 56 2008.
© Springer-Verlag Berlin Heidelberg 2008
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Although APIs exist that allow accessing sensor values, it is often a challenge to create
sophisticated user interfaces that exploit all these capabilities. In comparison to conven-
tional interaction techniques, there is little established knowledge about how to build
compelling applications using these new means. Hence developments often rely on trial
and error which can be costly. In most cases, novel experiences require functional proto-
types to be built and evaluated. We believe that prototyping and tool support is essential
to make this process efficient. Development environments support the implementation
on source code level and to some extent the design of the interaction flow (e.g. the
NetBeans Visual Editor'). There is, however, a lack of tools that support prototyping
interactive mobile applications that make use of advanced interaction techniques using
internal and external sensors.

Often, the design process is based on paper prototypes after which the actual imple-
mentation is started. It is commonly agreed, however, that at least partially working
prototypes are essential to efficiently develop interactive applications and to convey and
assess new interaction concepts. Including users in this phase is very important for per-
vasive systems, as show several examples in a special issue on rapid prototyping in
IEEE Pervasive Computing [1].

We address the gap between low-fidelity paper prototyping and actual implementa-
tions. The MAKEIT framework (short for Mobile Applications Kit Embedding Interac-
tion Times) is used to create functional, high-fidelity prototypes for mobile devices
supporting advanced interaction techniques. In particular, we focus on the need to
easily create and change applications while at the same time providing assistance in
keeping projected end user interaction times low. We contribute:

e an integrated development environment for hi-fidelity prototyping of mobile
phone applications creating a code framework for the final implementation

e an underlying model based on state graphs validates parts of the application
logic and can detect flaws in the navigational structure and suggest alternatives

e an integrated model to estimate task completion times early in the design with-
out needing to deploy a prototype on the actual target hardware platform.

2 Creating Prototypes of Mobile Phone Applications

This section describes the architecture and interface of the development environment
that allows quickly and simply prototyping applications for mobile devices. A com-
mon screen based interaction process is reflected in the way the MAKEIT tool chain
helps designing applications. A state graph data structure represents the possible flow
of actions in a program. By creating such a state graph, the designer lays out the func-
tionalities supported by the application, the possible sequences of user actions and the
resulting visual behaviour of the mobile device.

Furthermore, the developer is able to adorn defined transitions between states with
additional non-functional parameters, such as KLM parameters. The framework then
offers the possibility to retrieve predictions of the interaction time of any possible (i.e.
defined) sequence of actions by a potential user. These predictions are based on a
modelled, deployed version of the application running on a real phone. The system is

! NetBeans IDE, Mobility Pack http.//www.netbeans.org/kb/articles/mobility.html
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designed to support a variety of interaction techniques as listed below. Some common
ones are directly integrated, whereas others can be customized and easily added. For
some of those interactions, a detailed discussion can be found in the paper of Rukzio
et al. about physical mobile interactions [2].

e Media Capture. Capturing audio and video and storing or potentially analysing
it is used in many applications.

¢ Visual Markers. Using the camera in the phone, interactions based on markers
can be supported. This includes simple recognition of barcodes but also ad-
vanced augmented reality applications (e.g. Rohs [3]).

¢ Proximity. Based on proximity, actions can be triggered or application behaviour
changed. One example is scanning for Bluetooth devices, e.g. Nicolai et al. [4].

e Gestures. Accelerometers built into phones offer many opportunities for inter-
action based on movements and gestures.

e RFID/NFC. To capture the identity of a tagged object, RFID and NFC (near
field communication) provide easy means. To implement physical mobile inter-
actions the identifier can then be linked to further content.

e Location. Using GPS or cell IDs are widely used to get information about the
user’s location enabling location based interactive applications; see for example
the MediaScapes project by Hull et al. [5].

¢ External physiologic sensors. ECG, pulse rate and oxygen saturation are some
examples of sensors that can be used to create applications acting on and to
body signals (e.g. Nuria et al. in [6]).

The overall concept is similar to that of paper prototyping. Typical steps are to start
with a picture of a mobile phone with an empty screen and then to simulate pressing a
hotkey, prepare another picture and draw content into the screen. Next to allow the
user to touch an NFC tag and prepare another screen. This process is continued until
all important states have been prepared. This is exactly the way this tool works,
eliminating the difficulty of keeping track what picture belongs to what action.

2.1 Generating the Application Behaviour

One part of the user interface presented to the developer comprises an image of a
modern mobile phone featuring the standard set of keys and an empty display (see
Figure 1). The next iteration of the tool will feature skins for specific sets of mobile
devices with different screen sizes and button layouts. All keys can be pressed using
the mouse generating events to the framework running behind the visualisation. Next
to the phone are several buttons that can be used to simulate advanced interactions
with the phone. Examples include simple gestures, taking a picture or touching an
RFID tag. Since not all of those actions are supported by all phone models and new
types of interactions are added as we speak, this list of buttons is automatically gener-
ated from an XML properties file, which can easily be extended. Using the controls
provided by the mobile phone and the action buttons, the developer can implement
actions with a simple click. This triggers a dialog in which the interface designer or
developer can specify what the contents of the display will be after the specified ac-
tion has been executed. It can be a simple string or a URL/filename of a web page or
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an image which is scaled to fit on the screen. Simple drawings can also be made in
place, which is especially useful for people working with graphic tablets.

By repeatedly linking actions to visual elements, a linear sequence of screens can
be created which represents the execution of a task in an application; however the
majority of applications are more complex requiring richer application logic. This
motivates the introduction of the state graph in the following section.
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Fig. 1. The keys in the simulated phone and additional interaction techniques can be chosen and
the content of its display is controlled by the system

2.1.1 The State Graph

To be able to have a representation of the application logic, we define a state graph
G = (S, A). The states of the application that is currently designed represent the set of
nodes S. There is an edge a € A between two nodes S; and S, if and only if an action
has been defined that lets the application switch from §; to S,. All edges are directed
from their source to their target node. An edge is also called a transition since it de-
scribes the transition from its source to its target state. One node can be the source or
target of several actions. However, the graph must fulfil the following constraints:

= Disambiguation Property: All actions (a;, ay, ..., a,) with the same state S as
source must be pairwise disjoint. This means that from one state there cannot be
transitions fired by the same action to two different states. Otherwise it would
not be clear which strategy should be employed to choose the transition that
should be used when the according action is executed. This also implies that be-
tween two states no two edges have the same action, eliminating redundancy.
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= Start State Property: There is a distinguished state called the start state Sy that
is a source node, i.e. not the target of any transition. This represents the state the
application is in right after it has been started.

= Reachability Property: For all states S, there must be a path p(Ss, S). A path
p(S., Sp) 1s defined as a sequence of edges that connects S, with S, i.e. a path
p(S,, Sp) exists, if and only if there is an n and edges (ay, aj, ..., a,) with
ag=(S,, So), a;=(Sp, Sp), ..., a, = (S,, Sp) and n € {0, 1, ...}. Thus, there is no
state that cannot be reached from the start state by a sequence of transitions. Note
that this is not the same as saying that every node must have an incoming edge
(just imagine 2 connected components that are not connected to each other).

An interesting aspect in the system is that these properties are ensured by construction
and thus cannot be violated. Thimbleby and Gow [7] describe several aspects that can
be derived from an underlying graph model. The diameter, e.g., represents the task
that needs the highest number of actions. The Reachability Property implies that there
is no unused state. Weaker properties like the reachability of one state from one or
more others (e.g. a standby mode) can be checked as described later. The graph can
also be used to check whether all actions can be undone and how costly this is.

TMCh%C Please enter a URL pointing to HTML text or a pi
M

e

Start Touch NFC

Fig. 2. When triggering the “Touch NFC’ action, a new state is generated and a transition from
the start state is added labeled with the action’s name

2.1.2 Building the State Graph
MAKEIT provides a visualisation of the set of possible states as well as the transitions
triggered by actions. A further part of the user interface presents the state graph de-
scribed above. Initially, this is only the start state showing an empty phone screen.
The moment an action is triggered, a new node is created in the state graph and an
edge is added between the current node and the new node. The edge is labeled with
the name of the action (Figure 2). A dialog prompts the developer for the content of
the new screen. The new node is automatically selected, indicated by coloured dots in
the corners of the rectangle representing the screen of the mobile phone. After speci-
fying the content of the new screen, the next action will continue the sequence and
generate another node. This can be used to quickly create a vertical prototype that
allows executing defined functionality in detail whereas not all functions that the
application will provide when finished are supported.
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The creation of the state transitions is not restricted to a linear sequence. When a
node of the state graph is selected with the mouse, the defined contents will be up-
dated on the virtual phone’s screen and the application is brought into this state.
Demonstrating an action can then be done in whatever state the application has been
set to. This adds the possibility of leaving a state through different actions. One possi-
ble application is to implement different ways to reach the same goal, e.g., press a
key, make a gesture or touch a tag. Figure 3 shows the application that the key ‘8’ is
used to browse through a list and another one, ‘5’, to activate the selected item.

Adding edges to nodes, i.e. transitions to states, is only limited by the number of
different actions allowed for the present state. Following the Disambiguation Property
(two edges with the same source node must have different associated actions), trans-
actions that already exist for a specific state cannot create a new edge. Instead, if such
an action occurs, the existing transition is fired and the system changes the current
state to the target of the edge. Such inputs from the user do not change the state graph.
In this way, any sequence of tasks that has already been designed can be walked
through and tested. This highly adds to the utility since people often go back to the
beginning to recap the task at hand.
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Fig. 3. Reducing the number of visible states by condensing several nodes

2.1.3 Merging States

One of the potential problems with state graphs is that the number of states can grow
rapidly. The maximum number of states succeeding a node is only bounded by the
number of different actions allowed for this node. However, in our analysis, we found
that most applications, besides dynamic screens that are much better implemented in
code anyway, do not need many screens. In addition, there are several possibilities to
reduce the number of states. One is to condense several nodes into a super-node, as is
often done to visualise and work with large hierarchical graphs (see Figure 3).

A visually as well as semantically clear approach is based on the observation that
applications often return to the same state after different sequences of interactions.
Situations in which this occurs afford the merging of equal states. In the case of the
visualisation chosen for this project, this means that it must be possible to combine
two nodes (shown in Figure 4). We define a merging operation merge(S;, S;) of two
nodes S; and S, in the same graph as follows:



62 P. Holleis and A. Schmidt

e for all nodes X such that an edge e(S;, X) exists, add an edge e¢’(S>, X) and copy
the properties of e to e’; edges e(X, §;) is treated analogously

e delete S; (and all edges adjacent to S, i.e. edges that have §; as source or target
node) from the graph

The merge operation is defined and executed only if step 1 does not add an edge
which would conflict with the Disambiguation or the Root Node Property. By defini-
tion, the Reachability Property is not affected by any merge operation.
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Fig. 4. Merging two states by simply moving one node (empty) over another

Merging states can introduce cycles to the graph which theoretically drastically
complicates the automatic calculation of a visually pleasing and planar layout of the
state graph. However, in practice, the graphs seem to be fairly easy to layout since
most cycles are very short. By moving the nodes in the view, the graph can also be
manually adjusted anytime. More importantly, this feature is absolutely essential for
many situations like the aforementioned use of a list of items. Scrolling up and down
through a list repeatedly generates the same states.

The example in Figure 5 shows a list that can be scrolled by pressing number keys
‘2> and ‘8. The ‘5’ key selects the current item and switches to a state that handles
the selected option in the list. This selection method can easily be replaced by, e.g., a
gesture without inducing any other change in the graph. This example also illustrates
that a node can be the target of several edges as the according state can be reached in

"] & contacts & Contacts
 Messaging Stuv i [Messaging] Btuv  Messaging
5| Calendar .‘_H_________,,.—Zﬁlu:_. 5 catendar kg 7abc B 5 [Catendar | —

7 Music Player| 1 Music Player] 1 Music Player]

Skl

loading ...

Fig. 5. Designing list scrolling. When an item is selected (key ‘5°), the same state is reached.
Coding will then be employed to show a dynamic screen.
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several ways. It also keeps the number of states low by having only one state (‘load-
ing ...”) that is responsible for displaying a reaction to the selected option. One could
also split the node way that pressing the execution key will lead to a different state for
each menu entry. Any combination of the two approaches is also possible.

Another example for having several transitions to one state is an exit or error state.
Applications may have a dedicated exit state reachable from several points in time.
Anytime an error occurs, an error state can be reached which offers fallback solutions.
The approach can in general not be used, however, for a generic message state (pre-
senting, e.g. a message like “This action is not yet supported”) since in most cases the
application flow should return to the state that initially triggered the message. This
would contradict the Disambiguation Property.

We emphasise at this point that neither the state graph itself nor the tools to create
it claim or want to be a full-fledged visual programming language. The idea is to
leave the handling of difficult tasks to the places where it can be done best: the source
code of the mobile application. By omitting any data exchange between states, the
available design space is clearly defined.

The design space of the applications that can be created by using this mechanism
only is clearly limited. For example, information cannot directly be passed from one
state to the next, and it is not known which steps led to a certain state. Although fea-
tures like that could be added by using a richer data model, the simplicity of the chose
approach suffices to quickly start with and concretely test ideas and different interface
and interaction designs. In [8], we added touch sensors to the standard keypad of a
mobile phone. Using the MAKEIT framework, we were able to quickly develop and
test several variations of a contact list showing preview information when the selec-
tion button is touched or an image gallery with zooming by touching. The contact list
application with a list of four names, e.g., needs only 4x2 states.

Our approach is to separate components through a defined and communication
layer. We deliberately decided for this approach and not for plug-in components, as it
is more appropriate for distributed pervasive systems.
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Fig. 6. Two paths from the node ‘OK to Start’ on the left and the ‘Go Shopping’ node on the
right are highlighted

2.2 Analysing Tasks During Application Creation

One of the important aspects in designing applications is to see and understand if and
in what ways a task can be executed with the proposed design. During the design of
the flow of the application, i.e. the creation of the state graph, a path finding algorithm
can be employed. Selecting a start state Sg and an end state S,, an algorithm finds all
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possible paths p(Ss, S.). Remember that a path is defined as a sequence of directed
edges that connects one node with another. In this case, a path also may not contain a
node or edge more than once. This implies that a path cannot contain a cycle and that
the number and length of all paths is bounded by the number of nodes and edges in
the graph. Note that a path does not necessarily exist between two arbitrary nodes. On
the contrary, paths ending in the root node appear rarely and some nodes will even be
sinks, i.e. not the source of any edge in the graph, e.g. a dedicated exit state. Those
sinks can only be the target node of the last edge in a path, but no paths will start from
those. However, the Reachability Property of the graph dictates that there will always
be a path p(Ss, X) from the root node to any other node X in the graph.

In the graph visualisation, a path is shown by highlighting its edges as well as the
source and target nodes of these edges with thick lines (Figure 6). As said, there are
potentially several paths between the selected states which can all be browsed and
highlighted. Beside the mere sequences of actions leading to the desired state, the
paths can be used to provide an analysis of non-functional properties. This (and why
there appears a ‘Best Path’ button in Figure 6) is explained in the following sections.

2.2.1 Adding Non-functional Properties

Non-functional properties are all characteristics that are not directly concerned with
the semantics of an element. In the case of the transitions in the state graph, this
means attributes of an action like the time necessary to execute it, the effort needed,
the pleasure generated, or the privacy affected by it. In the following, we concentrate
on interaction time characteristics and build on knowledge about the Keystroke-Level
Model (KLM) introduced in the first sections of this paper.

We have already seen that by triggering actions defined in the state graph, a task
can be sequentially walked through and the state of the mobile phone is updated ac-
cordingly. To be able to additionally incorporate actions necessary to use the operator
model of KLM, this part is elaborated in the user interface. After a version of the
application has been defined using the state graph, the user can switch to simulation
mode. The user interface is then extended with several additional actions. These KLM
actions can also be easily configured and new elements can be added whenever new
types of interaction are added in future phones using a property file.

In simulation mode, the root node is automatically selected. All actions can then be
executed as defined in the state graph. Whenever an action is triggered that has no
according edge defined in the state graph, the action is ignored and a warning is is-
sued. Furthermore, the additional actions in this mode can be used at any time, in any
state, in any order. Most of these actions have been introduced in one form or the
other in the introductory section on the mobile phone KLM we developed. Table 1
gives a quick overview over the meaning of some of the standard operations, see [9].
The general idea of those operations is that additional information about how a task is
executed can be gathered and stored. The mentioned actions mostly concentrate on
interaction times. Additional options can be specified to calculate interaction times for
standard key presses (one thumb or two finger input, multi-tap or predictive methods
like T9, novice, average or expert typist).

As a simple example scenario, consider a poster that displays some products and
advertises a URL. The task is simply to browse to this given website. A designer
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Table 1. Some non-functional operations supported in simulation mode

Initial Act (average, self initiated, ...) Time necessary to retrieve and look at the phone
Mental Preparation Time to mentally prepare for the next action
System Response The time the system needs for computations
Pause Interrupt for some amount of time

Actions done while being distracted are slowed down
on average by some factor

Time needed to move the phone between a state
looking at the screen and one close to the ear

Time needed to move the phone to a specific point
(e.g. to touch a tag there)

Distraction (slight, strong)

Move to Ear / Move to View

Point Somewhere (estimate, Fitts’ Law)

[ Action Sequence

¢ Jh3
show page [ mutti-tap
h3 [ thurnb
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Fig. 7. Left: Three different ways of specifying a URL: using an NFC tag entering the URL
with the keypad, and detecting a marker using the camera. Right: Actions for the NFC interac-
tion from the graph shown on the left.

thinks about implementing one or more of the following three options: enter the URL
by hand, take a picture of a marker on the poster or use the phone’s NFC capabilities
to retrieve the URL from a tag embedded in the poster. A simple state graph that is
generated in less than two minutes is shown in Figure 7, left. Since one exit state has
been attached to all three interaction methods, selecting the start and the end state will
list all three interaction paths.

As next step, the details for each path can be demonstrated. In simulation mode, a
separate window shows the action sequence of the currently highlighted path. Here,
from the start state, the hotkey ‘h3’ is pressed and the system prompts for the URL.
The act of touching an NFC tag requires four steps: a unit of mental preparation is set
to account for the time needed to prepare oneself for the interaction. In the rather
coarse modelling of the KLLM, this also includes the vague focussing on the target tag
(action ‘Mental Preparation’). Next, the movement of the phone is done (action ‘Point
Somewhere’). After the actual reading of the tag (‘Touch NFC’), the system needs
some time to process that tag (‘System Response (NFC)’), see Figure 7, right.
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2.2.2 Analysing the Augmented Path

The times for the described actions in the example are: hotkey (0.16 seconds), mental
preparation (1.35), pointing (1.00), touching after pointing (0.00), system response
time (2.58). This results in a total interaction time of roughly 5 seconds. Those dem-
onstrated non-functional actions (mental preparation, pointing, touching, system re-
sponse) have now been added to the respective transitions in the graph and need not
be re-entered for future calculations of those transactions. The analysis of the other
two interaction techniques results in 9.9 seconds (for a short URL of 25 characters
such as those produced by TinyURL?) and roughly 6 seconds (for a visual marker).
Each path between start and end state can be associated with a usability measure like
the time the execution of this path would take in real life. The system can then find
the ‘Best Path’ which will be the interaction method that takes the least amount of
time. In this example, the algorithm would suggest the NFC interaction. It should be
noted at this point that several of the operations like reading NFC tags always result in
the same sequence of KLLM operators. Those additional non-functional actions can
automatically be retrieved and saved. Missing steps, e.g., an anticipated period of
mental preparation, this can be easily added to the transition in question.

It is also important to see that the action sequence, augmented with interaction in-
formation, can not only be used to compare one sequence to another. We recently
used the mobile phone KLM to model different ways of interacting with physical
posters. A graphical widget/browser based phone application was tested against one
that used NFC tags embedded in the poster. Surprisingly, the model predicted that the
text input variant would be considerably faster (2 minutes instead of close to 3 min-
utes). We ran several tests with different users and found the model to remarkably
correct. Interestingly, all users had the false subjective impression that they had been
faster with the NFC version. A representation of the modelled sequence of actions is
extremely useful to find the parts of the interaction sequence that are responsible for
long interaction times. In the scenario under consideration, one of the problems iden-
tified was the time lost with checking the feedback of the phone after each single
reading of a tag. A proposed solution is that detailed feedback is only given after a
series of interactions. This can easily be changed in the state graph of the application
by removing the intermediate feedback states and adding a later feedback state.

2.3 Initial User Feedback

To get initial feedback on the prototyping and analysis process, we demonstrated the sys-
tem to and carried out interviews with 4 experts working in different areas of developing
and evaluating pervasive computing applications as well as a couple of students of a user
interface master’s class. We saw that the main user interface make people try to interact
with it at once. Even without initial explanations, they were capable of grasping the idea of
generating application logic on the fly. It became obvious that it was not clear that more
than linear sequences of actions could be created. After finding out that it is possible to
interact with the state graph itself, most people intuitively began to merge states by mov-
ing nodes. Actually demonstrating and building the KLM model proved to be more diffi-
cult and indicated some necessary refinement in the user interface. All participants saw the

% TinyURL service, http://www.tinyurl.com
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advantage that the interaction is graphical and that arbitrary screen content could be used.
Although the more programming oriented users initially asked for more complex visual
control structures, they also agreed that shifting complex things to the source code makes
sense. They valued the possibility to quickly create prototypes and provide the starting
point for more advanced applications without being hindered to implement whatever they
want. The environment helps people concentrate on what they can do best: designers can
create and test ideas and interaction sequences and developers focus on the coding. The
fact that screens could also be drawn in some separate graphics program was valued espe-
cially be the design oriented people since when creating paper prototypes, they often as-
semble images and text using their own tools.

3 Implementation

3.1 ElIToolkit — General Underlying Toolkit Support

Implementing applications using many different programs, hardware and software
platforms, communication protocols, and programming languages is, in general, diffi-
cult. To counter that, we started the open source project EIToolkit’, a component-
based architecture in which each component is represented by a proxy-like object
called a ‘stub’. These stubs translate messages between a general communication area
to the specific protocol of the devices and back. Any component can then register to
listen to messages directly addressed to it or broadcast to all. This enables exchanging
components on the fly. The system also allows changing the protocol of the messages
on a per component basis. The toolkit currently supports a simple proprietary format
over UDP or TCP as well as OSC* and RTP°. The last two are widely used protocols
for audio and multimedia systems and streams. Several microcontroller platforms can
be connected through existing stubs as well as over a serial connection. Sample stubs
are available, e.g. for the media player Winamp or direct MIDI output.

Independently of the MAKEIT application, we integrated KLM semantics into an
ElToolkit module. It is practically platform-independent and can be used remotely.
Specific control messages choose the type of KLM like for mobile phones or those for
another set of controls. After that, queries are sent to the stub presenting information
of an action. For a key press of the “2abc” button on a mobile phone, a sample mes-
sage might contain the ID ‘KEY_NUM?2’ and parameters ‘1 thumb’, ‘expert’. The
KLM stub browses its known elements and, if available, sends an answer containing a
time value back to the sender of the query, e.g. the MAKEIT system.

3.2 Data Structure of the State Graph

For the implementation of the state graph and its visualisation, we adapted code from
the Gravisto graph visualisation toolkit®. The data structure provided by the toolkit
has been adopted without changes. Beside the basic features of graphs with nodes and

3 Embedded Interaction Toolkit (EIToolkit) Project Page, http://www.eitoolkit.de
* Open Sound Control, OSC: http://www.cnmat.berkeley.edu/OpenSoundControl/
> Real-time Transport Protocol, RTP: http:/fwww.cs.columbia.edu/~hgs/rtp/

® Gravisto, Graph Visualisation Toolkit, http:/gravisto.fmi.uni-passau.de
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edges, it provides a mechanism to attach arbitrary data to any of the graph elements
(nodes and edges) present in a graph. This data is stored in the form of hierarchically
structured attributes of various primitive and composed types. This structure is ex-
tremely helpful when several pieces of data have to be managed by the graph. As will
be seen in a later section, the graph elements do not only have to store the states and
contents of the display, but also much information about the transitions between
states. Data about the type of action that triggered the transition as well as detailed
information about timing and other model parameters are saved with each edge.

The creation and manipulation tools of Gravisto were adopted to ensure the con-
cordance with the graph properties and to enable additional features like merging
states. Also, some visual features have been added to correctly display state images.
Gravisto also enables saving a generated state graph to file in a standard graph data
format called GraphML’ which is based on XML and supports custom attributes. A
saved state graph can then be loaded without data loss at any time and the connection
to the mobile phone visualisation in the user interface is immediately updated.

3.3 Code Generation and Extensibility

The whole semantics of the application is stored in the state graph. Nodes contain the
data for states and the contents of the screens. Edges represent actions from one state
to another and store information about non-functional parameters associated with
transitions. One framework component transforms the state graph into a MIDlet, i.e. a
Java program for the J2ME® virtual machine which can be compiled, moved to, and
run on many modern phones. The created application often needs to be complemented
with code changes, e.g. for dynamic screen contents. Thus, project files for the
NetBeans Mobility Pack are generated and the program can be extended, compiled
and downloaded to a phone and tested there. The manifold features of an integrated
development environment can thus be exploited, e.g., syntax highlighting, choosing
the target platform and debugging. Of course, this also eases making quick alterations
and additions to the code itself like implementing the dynamic content of a screen.

Basically, the state graph is implemented as a set of conditional statements. If an
event named a occurs in a state S, the state 7 is loaded if there is a transition (S, 7T)
labelled with the action a. This is (although not optimal) a common and easily under-
standable way to program such applications. In a mobile phone application, each
screen is represented by an object. We use a custom sub-class of the J2ME class Can-
vas to write code that can load and draw images as well as render text to the screen. It
is a low-level implementation of a screen and can also receive key events from the
phone’s keyboard (standard keys are treated differently from hotkeys).

Beside number/letter key presses and hotkeys, the current implementation of the
framework supports advanced interactions using external Bluetooth sensors/devices
as well as those supported by the PMIF framework described by Rukzio et al. in [10].
If interactions with NFC tags have been defined, for instance, code is generated that
waits for and acts on the reading of a tag. It is possible to add an ID to the edge repre-
senting this action. This transition then is fired only if the ID of the read tag is identi-
cal. However, for more complex data stored in the tag, the specification of the seman-

7 GraphML, file format for graphs, http://graphml.graphdrawing.org
8 J2ME, Java Micro Edition Platform, http://java.sun.com/javame/index.jsp
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tics is done directly in the code following the principle that the visual design mode
should not be overloaded with functionality. The next iteration of the tool will also be
able to take into account differences in hardware and software access, e.g. which
libraries are used. Currently, the implementation supports S60 phones.

For any other actions — and this includes actions that the user has specified through
the properties file — stubs are generated that leave room for the developer to fill it with
the concrete code that implements the action. The code generation component uses
several template files that contain method stubs and code excerpts. If necessary, these
templates can be adapted and extended to work for new interaction techniques like
those presented in [8] mentioned before.

The 3 steps to add such touch functionality to the MAKEIT system are:

e add a new action to the transitions.xml file (“Touch”)

e add initialization code and specify templates for the code that will handle the
new events; specifying, e.g., “$btKeyOn$” will then automatically be replaced
by code found in a file “btKeyOn.template”

e add code that shall be executed in the template files, e.g. “btKeyOn.template”

4 Related Work

4.1 Rapid Prototyping Environments

The first of three categories of related works subsumes all kinds of rapid prototyping
and authoring frameworks, tools, or methods that can be used to quickly create proto-
types of applications to convey or test ideas. The NetBeans visual designer for mobile
device applications follows a state based approach as does our project. However, it is
restricted in three aspects. First, it is strictly based on the available components like
text boxes and lists and does not allow quickly adding free drawings and designs. It
also does not directly support advanced interaction methods like RFID tags and can-
not integrate non-functional properties like KLM parameters. Focusing on those pro-
jects that support in some way or the other mobile or embedded devices as well as
more advanced types of interaction (e.g. those requiring sensor input), some shall be
mentioned as representatives with no claim for completeness.

The ECT toolkit (Greenhalgh et al. [11]) provides a consistent shared data space
across distributed devices. Programming can be done using a visual paradigm. Another
recently introduced tool that follows a state-based paradigm is d.tools (Hartmann et al.
[12]), implemented as a plug-in of Eclipse. A blueprint of the device to be prototyped
can be drawn and widgets representing hardware buttons, sliders, displays, etc. are
placed on the drawing. In another editor, a state graph can be created that specifies into
which state the device should be transferred on a specific action (like a button press). To
our knowledge these projects do not use underlying models that can be exploited for
consistency checks or interaction time predictions. In contrast to MAKEIT which gener-
ates code that directly and independently runs on a phone, such approaches can suffer
from the fact that the prototype depends on the presence of a PC as common gateway
and data store. The same holds for several important and useful physical interaction
toolkits like the Phidgets [13] that provide readymade hardware UI building blocks for
low cost sensing and control implemented as independent components connected to a
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computer by USB. The Stanford iStuff toolkit [14] offers another set of elements like
buttons, microphones and speakers with a communication layer based on a publish-
subscribe mechanism. VoodoolO from Villar and Gellersen [15] combines a virtual
stage in Flash with a physical stage that allows arranging physical components and
material. Although we describe the capabilities tailored for mobile device prototyping,
the MAKEIT infrastructure can be extended with moderate effort to connect to these
powerful tools.

The Mediascapes project [16] belongs to a well known set of rapid authoring tools
for context-sensitive mobile applications. It focuses on enabling non-programmers to
design, implement and deploy applications running on mobile devices. Similar ap-
proaches have been made by, e.g. Sohn and Dey with iCap [17], a visual language
using if-then rules and relations between people, places and things to define an appli-
cation logic. The programming-by-example or demonstration paradigm has been
followed, e.g., by Topiary and DENIM. They allow specifying triggers of actions,
which are comparable to the actions used in the MAKEIT environment. Topiary [18]
concentrates on location-based applications where regions are drawn on a map and
action triggers are set. The DENIM project [19] shows similarities to the approach
presented here, letting the designer create transitions between states. The integration
of conditionals, i.e. actions that depend on the properties of a state is planned; this
would reduce the number of states visible at the same time as does the condensing of
states in MAKEIT. The system, however, requires the user to learn several types of
gestures, is designed for web page generation, is not open and easily extensible for
external components and does not integrate well with later steps in the application
development process. It will be interesting to see how a planned more powerful visual
programming language will influence the power and usability of the system.

4.2 User Models

To be able to formalise factors describing human users, models are being developed
that characterise users in one or more facets important the use of certain application.
There are a lot of approaches that differ in the level of abstraction and formalism,
granularity, precision, and target application areas and domains. A detailed discussion
of general aspects in user modelling in the area of ubiquitous computing can be found
in a special issue on User Modelling in ubiquitous Computing [20].

In this paper, we concentrate on user models from the GOMS family. GOMS is
one of the first and most prominent of such models and has been introduced by Card,
Moran and Newell in 1980 [21, 22]. It defines goals which can be reached by using a
sequence of operators that identify unit actions; if there are several methods that can
be followed, selection rules are used to disambiguate them. Several extensions and
variants have been introduced to make the GOMS model more powerful. However,
even the simplest form has proved to be of much value when having to choose be-
tween several design alternatives (see, e.g., work by Hinckley [23] and John [24]).

The inventors of the GOMS model had a specific focus on modelling physical ac-
tions and concurrent or corresponding mental involvement. In the beginning, one of
its main uses has been to model tasks on desktop computers. The Keystroke-Level
Model (KLM) has then been introduced by Kieras [25] to aid in the development of
more precise interaction models in such environments. Its operators describe basic
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actions like key presses, hand movements between keyboard and mouse, and system
response times. A number of projects have successfully validated KLM in many dif-
ferent application areas, for example [26, 27, 28]. In the last years, researchers have
also effectively adjusted, extended and updated the original KLM with new operators
or different values in order to apply it to different and novel interaction techniques.
Manes et al. [29], for example, use it for interactions with car navigation systems.
One work extending the original KLM for mobile devices is presented by Holleis
et al. in [9]. It adds new operators describing advanced mobile device interactions and
modifies some of them for the specific use in mobile phones. This includes standard
interactions with number keys and hotkeys as well as novel types of interaction like
gestures, visual marker recognition, and reading RFID/NFC tags.

Creating prototypes that allow assessing the usage performance is in general regarded
as too cost intensive, especially in the domain of mobile and ubiquitous user interfaces.
Providing tools that help to keep track of the expected task completion time is valuable
in the design process, as often it is hard to estimate such times. Of course, interaction
time is only one of the factors that distinguish one design from another. Still, it can be a
decisive aspect in making a justified choice. In situations where users have restricted
amounts of time (applications for mobile emergency services or programs used while
walking to a station), quick solutions can be a significant advantage. Models such as the
KLM make predictions about the time experienced users need to execute specific tasks
without any need for actual studies. Hence there is no need to create several functional
prototypes that have similar timing characteristics. One of the problems identified to
hinder the broad use of such models is the cost of learning and constructing correct
models. Creating such models can be very time consuming, error-prone, and different
people will come up with at least slightly different models. Tools like CogTool [30] (see
below) or MAKEIT are therefore needed to make the use of models more practical.

4.3 Prototyping Tools that Support Underlying Models

Prototyping tools that explicitly support underlying models or semantic checks are
hardly available. A range of applications exist that allow incorporating actual user
traces into the process of developing a Ul prototype. SUEDE [31] and WebQuilt [32]
are such examples recording user test data for speech and web Uls, respectively. The
major difference to our system is that we do not rely on actual user data but use vali-
dated interaction models. This drastically reduces time and cost for reaching decisions
regarding projected user interaction times.

Gow and Thimbleby describe MAUI [33], an interface design tool based on a ma-
trix algebra model of interaction. Using finite state machines, he can formally state
interface properties using linear algebra. There is currently no support for interaction
time analyses or code generation for specific target platforms. A start in providing
tool support for developers to model applications is CogTool [30]. It uses storyboards
to design an application and then employs a cognitive modelling back-end to generate
interaction time predictions. In direct comparison with the MAKEIT environment, one
can see that the CogTool provides a visual tool to define advanced user models. In
contrast to that, MAKEIT focuses on providing support for the actual implementation
by generating source code incorporating non-functional parameters.
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5 Summary and Future Work

We addressed the gap between low-fidelity paper prototyping and implementations of
mobile phone applications. The MAKEIT framework (Mobile Applications Kit Embed-
ding Interaction Times) presented in this paper is used to create functional, high-
fidelity prototypes for mobile devices supporting advanced types of interaction. In
particular, it focuses on the need to easily create prototypes and aid in evaluating and
deciding between different interaction designs. Integrated into MAKEIT is support for
a KLLM based task completion time analysis of the state graph of the application.

While the state graph eliminates the need to remember the order of paper prototype
material, the advantage of paper prototyping to quickly react to unforeseen events
during studies remains. The required time is slightly more than for paper prototyping
but surely lower than for doing any implementations. Using the state graph approach,
several types of errors like creating unreachable states can be avoided. In most design
processes, considerations like KLM annotations do not play an important part. We
argue that integrating such aspects as early in the process as possible, several changes
can be avoided later. An open issue is that changes made to the generated code are not
reflected in the state graph and have to be repeated each time the code is regenerated.
NetBeans, e.g., solves this by only allowing the user to make minor changes in the
code at specific places. This, however, reduces the freedom of the developer.

Future work will further evaluate and improve the concept and user interface with a
larger user study and concentrate on simplifying the inclusion of standard controls
and widgets in the phone’s screen like text input fields and scroll lists. Approaches
like those seen in the upcoming Adobe Thermo project’ aim at exactly this direction
by automatically converting drawings of, e.g., a text area to a functional text box.
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Abstract. People-centric sensor-based applications targeting mobile de-
vice users offer enormous potential. However, learning inference models
in this setting is hampered by the lack of labeled training data and
appropriate feature inputs. Data features that lead to better classifica-
tion models are not available at all devices due to device heterogeneity.
Even for devices that provide superior data features, models require suffi-
cient training data, perhaps manually labeled by users, before they work
well. We propose opportunistic feature vector merging, and the social-
network-driven sharing of training data and models between users. Model
and training data sharing within social circles combine to reduce the user
effort and time involved in collecting training data to attain the max-
imum classification accuracy possible for a given model, while feature
vector merging can enable a higher maximum classification accuracy by
enabling better performing models even for more resource-constrained
devices. We evaluate our proposed techniques with a significant places
classifier that infers and tags locations of importance to a user based on
data gathered from cell phones.

1 Introduction

Commercial off-the-shelf mobile devices with embedded sensors (e.g., iPhone,
Nokia5500, Motorola PSI) are increasingly common in today’s market, and have
become a focus of people-centric application development due to their growing
ubiquity. In this role, devices are owned by individuals rather than residing in a
common administrative domain, and data sourced by sensors on the devices may
only be available locally (i.e., no centralized repository with common access). Of-
ten, the individually tailored models supporting these new applications are based
not only on the raw sensor inputs (e.g., camera, microphone, accelerometer), but
also on higher level inferences (e.g., location, activity, mood) drawn from par-
ticular sensed data features. Identifying the appropriate data features and best
performing models continues to be a subject of intense interest in support of
these new applications [I8] [16] [17] [15].

Against this backdrop, two main challenges facing the construction of accurate
inference models are the lack of appropriate data inputs and the time and effort
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that must be spent in training a model of sufficient accuracy. The consumer-
device-based sensing substrate upon which people-centric applications are built
is characterized by heterogeneity in terms of sensing and other resources (e.g.,
memory, battery capacity). Therefore, the data inputs most useful in generating
high accuracy models are not likely to be available on all devices. As an exam-
ple using a snapshot of current technology, classifiers distinguishing indoor vs.
outdoor locations are built using data features from GPS and WiF1i sensors [10].
However, GPS and Wifi are integrated into only a relatively small percentage
of cell phones on the market today. This heterogeneity often requires users of
less capable devices to settle for less accurate models based on other available
data features. Figure illustrates the result of this situation, showing the
experimental performance of a significant places classifier (see Section H for im-
plementation and performance details) for four device capability classes (CC):
CC1 is Bluetooth only, CC2 is Bluetooth and WiFi, CC3 is Bluetooth and GPS,
and CC4 is Bluetooth, WiFi and GPS. Perhaps unsurprisingly, the accuracy
of location recognition increases as the sensor inputs from more capable cell
phones are used to generate better models. These observations motivate and in-
spire our proposed opportunistic feature vector merging approach with which we
seek to push the model performance possible with lower tier devices (e.g., CC1)
towards that possible with higher tier devices (e.g., CC4). With feature vec-
tor merging, data features from more capable devices are borrowed and merged
with data features natively available from a less capable device in the model
building stage, allowing the less capable device to generate a higher accuracy
model. This borrowing is facilitated by opportunistic interaction (though not
necessarily communication), both direct and indirect, between a less capable de-
vice and a more capable device in situ. As an example of direct interaction, as
two cell phone users follow their daily routines, the cell phone without GPS can
borrow GPS data features from the cell phone with GPS as an input to its in-
door /outdoor model. An indoor/outdoor model based on GPS feature instances
borrowed over a period of time may also be built. In the indirect interaction
case, both devices collect data samples according to their respective capabilities.
Subsequently, centralized matching between commonly collected features (i.e.,
not GPS) may provide for a binding between the feature vector collected by the
phone without GPS and the GPS features collected by the GPS-equipped phone.
The GPS features can then essentially be borrowed via this binding.

Even when devices provide an appropriate set of data features to build accu-
rate models, users may be required to gather a large set of training data (perhaps
manually labeling it) before applications using the model outputs work at their
peak level. The inconvenience in both the labeling of training data and the time
required for model training to complete may act as disincentives to the broad-
scale adoption of new people-centric applications [16]. One approach to reduce
model training time and effort is to support the sharing of labeled training data
among users. Sharing training data has the effect of reducing the per-user train-
ing time and labeling effort when building the necessary collection of training
data, but is also likely to reduce the accuracy of the resulting models. This is
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Fig. 1. Classifier performance relative to varying device capabilities and the size of the
training data used. In (a), accuracy is plotted for various capability classes (CC): CC1
is Bluetooth only, CC2 is Bluetooth and WiFi, CC3 is Bluetooth and GPS, and CC4
is Bluetooth, WiFi and GPS. In (b), accuracy is plotted against the training set size.

especially true in people-centric sensing systems based on common mobile de-
vices like cell phones. In this context, sensor data features are often limited by
the non-ideal set of sensors embedded or interfaced to the cell phones, and also
the quality of the training process is difficult to control. Therefore, models in this
domain are often more tightly bound to the individual in order to achieve higher
accuracy. Consider Figure which shows the classification accuracy versus
training set size for our significant places classifier. The dashed line curve re-
flects the accuracy of a model built by merging experimental training data from
all participants (see Section H for details). The solid line curve in Figure
shows the average accuracy of a collection of models, built on a per-user basis
using only data sourced from each respective participant. For a given value A
on the x-axis, for the per-user models, each of the N users provides A instances,
while for the global model each user contributes roughly A/N instances. The
quantity of per-user training data required in building the global model is low
since model training cost is amortized over all the users in the system. However,
the accuracy is also consistently low due to the aforementioned problems with
global training data sharing in people-centric sensing systems. With our proposed
social-network-driven sharing, we provide a hybrid approach that builds models
based on training data shared within social circles, within which we conjecture
group vocabularies and other commonalities lead to more consistently labeled
training data and a higher model accuracy, while still reducing the quantity of
per user training data required.

The contributions of the paper are: (i) we are the first to propose opportunis-
tic merging of feature vectors between devices to improve model accuracy on
lower capability devices; (ii) we propose the sharing of training data and models
between devices by leveraging the social relationships between their users; and
(iii) we implement and test these two complementary techniques in the context of
“significant places” [21] [2] [9], a people-centric service targeting sensor-equipped
mobile devices.
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2 Related Work

The problem of acquiring suitably labeled training data to build classification
models is well recognized, and is addressed in the literature in a number of ways.
To the best of our knowledge, there is no existing research targeting feature
sharing through opportunistic interaction. This may be due to the fact that
feature sharing may add uncertainty to the system and is thus a counter-intuitive
approach to improving model accuracy. Opportunistic sharing of data features
and models can be viewed as a special case of opportunistic data exchange more
generally. As such, sensor fusion [I4] in ephemeral proximity-based networks
is related, though neither communication within socially connected groups nor
the constraints and advantages of sharing to enhance classification accuracy
are treated in the general case. Sharing training sets from one user’s model to
improve the performance of another can be thought of as co-training [22].

The Tapestry system [7] uses a collaborative approach to perform document
filtering (e.g., email) based on the reactions/responses of others. The authors
of [T0] propose what they term collaborative machine learning, which unifies
collaborative filtering and content-based filtering. The approach considers both
the user’s data content, as well as attributes and descriptors, to gain a better
idea of the similarities among users, providing better accuracy for document
retrieval and recommendation applications. A similar sharing concept is explored
in [I9], where the authors propose a method for recommendation sharing based
on statistical correlations in users’ data sets (e.g., music artist playlist). While
these approaches enable sharing of what can be considered model training data or
classification models, the sharing ignores social group connections. We conjecture
our social-network-driven sharing proposal can be integrated into these systems
to improve performance (e.g., in Tapestry, only considering annotations created
by members of the same social group). Using social connections to guide sharing
can be thought of as semi-supervised learning [22].

There are a number of research papers contributing to various aspects of “sig-
nificant places” applications, including significance learning [13], location clus-
tering [21], and location prediction [2]. We use significant places, representative
of emerging applications using sensor-enhanced inferences and targeting mobile
devices, to demonstrate the usefulness of our techniques of opportunistic feature
vector merging and social-network-driven training data sharing.

3 Proposed Techniques

At a high level, a standard approach to building models involves first sens-
ing available data, extracting and labeling sensed data features that accurately
describe states, and then finding a classification technique that provides high ac-
curacy and high confidence classification. In terms of model usage, first the avail-
able data is sensed, the necessary features are extracted and fed into the model
without labeling, and then the model outputs the inferred label. In Figure 2], we
represent these two processes pictorially, and include the stages in each process
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Fig. 2. Typical model learning and usage processes, and how opportunistic feature
vector merging and social-network-driving sharing hook into these. In the diagrams,
the circumscribed “plus” symbols represent a merging of information (e.g., labeled
features). Actions are enclosed ellipses, while objects are enclosed in rectangles.

where our proposed techniques hook in (encircled with dashed/dotted lines). As
indicated in the diagram, feature merging and social-based training data and
model sharing are complementary techniques that can be composed in both the
model learning and usage processes to improve performance. In the following,
we discuss in more detail a number of design and implementation challenges,
providing a roadmap for future work needed to realize the full potential of our
approches. We begin to address these challenges in this work.

3.1 Opportunistic Feature Vector Merging

With opportunistic feature vector merging, we aim to leverage opportunistic in-
teractions (both direct and indirect) between devices with different capabilities
to improve the model accuracy achievable on less capable devices. Less capable
devices borrow from more capable devices features that allow for the generation
and subsequent use of more accurate models than those possible to generate
from only natively available data features. Here, the capability of the device can
be thought of in terms of sensor configuration, available memory, and CPU/DSP
characteristics. Thus, as in the example given in Section [Il opportunistic feature
merging can provide desirable vector elements (e.g., those derived from GPS
and WiFi data) that are not available natively due to the sensor configuration.
Secondly, merging can provide additional data features of native types that may
be needed, for example, when the device is not capable of storing a time series
of the required size. Finally, opportunistic feature merging can be used to share
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features extracted from external data that are also available natively, but can
not be calculated on the device due to device limitations (e.g., a computation-
ally intensive FF'T of microphone data cannot run on a CPU-limited device even
though the device has the microphone). A number of questions arise when con-
sidering a system design that uses opportunistic feature vector merging, which
we explore in the following subsections.

Determining What Features are Sharable. Given the mobile devices avail-
able on the market today, the following hardware sensors are available in at least
a subset of devices: camera, microphone, accelerometer, 802.11 radio, Bluetooth
radio, GPS receiver, cellular radio. The raw sensor data from each of these
sources can be processed in many ways, alone and in combination, to extract
features useful for model building. However, not all of the features are equally
sharable for opportunistic feature merging. For example, two co-located devices,
one with a GPS receiver and with an 802.11 radio can likely exchange features
from these sensors for mutual benefit. On the other hand, data mined from a
user’s calendar on one device may not be of much use on another user’s de-
vice, and may even result in a worse model for the borrowing device. Similarly,
raw samples from light sensors separated by even a very small distance by have
very different values due shadow patterns, and may not be amenable to sharing.
However, it may be useful to share temperature samples even at longer distances
since temperature gradients tend to be shallower. While determining which par-
ticular features are beneficial to share or not likely depends on the classifier (e.g.,
how susceptible is the output to inaccuracy in the input), a reasonable guideline
is to only share features that are not highly person, device, or location specific.
Even if these contribute to a better classifier on their native device, they are
unlikely to do so on another user’s device.

What are the Feature Sharing Mechanisms. In Section [l we introduce
two types of opportunistic feature merging, depending on whether the inter-
action is direct or indirect. The feature sharing mechanism for each variant
is slightly different. For direct interaction, devices periodically broadcast their
available data sources (e.g., hardware sensors) via an available short range radio
interface. Advertising only the data sources is preferable to advertising the entire
feature set in terms of efficiency, since there are likely many possible features per
data source. Additionally, only those data sources that are likely to be sharable
(as discussed previously) should be advertised to reduce unproductive feature
sharing. Devices that are interested in borrowing reply with a request for all
the features available for a given (set of) data source(s). Requesting only the
features, rather than all the raw data, saves on communication energy spent by
both the lender and the borrower. With direct interaction, models can be used
in a distributed way on each mobile device. Over time, it is also possible for a de-
vice to collect enough shared feature instances to build models based on shared
features, potentially allowing for infrastructureless bootstrapping of the system.

In contrast, feature merging via indirect interaction uses a centralized ap-
proach, requiring no direct device peer interaction. All devices collect samples,
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extract features, and generate models to the best of their respective abilities in
situ. Subsequently, when each device transfers its training data/features to a
dedicated server, the merging process looks for evidence in the features provided
by all users that two or more devices were sensing the same location or event.
If so, then these devices are able to share features to generate better models.
Indirect sharing is helpful if two devices are co-located but can not communicate
locally due, for example, to radio incompatibility. Indirect sharing also allows
devices that sense the same event/phenomenon but are never co-located to share
data, if the sensed event/phenomenon is relatively constant in the time between
the respective devices’ visits. Finally, indirect sharing potentially saves on com-
munications costs over direct sharing since no local data exchange is necessary.
For example, consider two devices that each have a GPS receiver, but only one
has a COq sensor. In this case, the merging process can identify through match-
ing GPS readings that the devices were in roughly the same place at the same
time. Then the device without the CO5 sensor can borrow the COs readings and
incorporate them into its training data to generate improved models.

What to do When Shared Features are not Available. One drawback to
building models requiring borrowed features is that there is no guarantee a device
will be on hand to share the required features when the model is to be used.
We address this with two approaches. First, each device generates a collection of
models, each relying on different sets of available features. The device uses the
model that has the best expected performance (i.e., w.r.t its confusion matrix)
given the features available at the time of classification. In the worst case, this
will be the model learned only from device-native sources. Second, we build
models using algorithms that are more resilient to missing or noisy elements of
the feature vector. For example, the KNN imputation method performs better
relative to the comparison technique of the LNN classifier [TJ.

Privacy Concerns in Sharing. Opportunistic feature sharing potentially
leaks personally sensitive information (e.g., location trace). One option is to pro-
vide the user with the ability to configure the type of data that is sharable, and
with whom. Another option is to share features without including any identifiers
in the packet payload. However, for direct sharing the MAC address of the short
range radio used to share can be logged. Use of disposable MAC addresses is
possible [§], but this may limit functionality for certain PHY/MAC technologies.
Providing truly anonymous data exchange for ad hoc mobile devices is a focus
of ongoing research in the community [5], but is outside the scope of this paper.

3.2 Social-Network-Driven Model and Training Data Sharing

With social-network-driven training data sharing and model sharing, we aim to
leverage social connections between device users to reduce the amount of time
and effort an average user must expend to train her models while maintain-
ing reasonable model accuracy. These social connections may be short-lived or
persistent, and include connections based on proximity, professional groupings,
family, friends, people sharing common interests (e.g., tango class), and many
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others. A number of techniques for mining social graphs from various informa-
tion sources exist, but a review of this literature is out of scope. In the following,
we discuss training data sharing, deferring treatment of model sharing to a later
section. As discussed in Section [I] sharing training data generally has the effect
of reducing the time and effort of training, but has the undesirable side effect
of reducing the accuracy of models generated with this mixed data. Features
that have good discriminative power within particular population subgroups,
lose effectiveness within larger groups. We propose to allow sharing only within
social circles to moderate this reduction in accuracy, while still reducing training
time and effort. In the following, we describe a number of challenges to social-
network-driven sharing, and discuss the motivation of model sharing between
members of the same social group.

Exploiting Social Connections. Previous work [4] [6] suggests ways to mine
sensor-based and other data to infer social graphs where the vertices are people
or groups and the edges are relationships. Assuming known social graphs, we
construct models with training data sourced on the basis of the strength of
social connections (edges in the social graph) between the intended target of
the model (e.g., the device user) and others. A lower bound on the strength
of connection between two users may apply such that sharing does not occur
below this threshold. We expect people who are members of the same social
groups (such as combinations of cultural, workplace, social, or family groups)
will have similar background or other context that translates into similarity in
label definitions (i.e., what classes are important and what are the appropriate
labels). By exploiting awareness of the social connections between people we
build a training set sourced by a variety of people that still produces a model
for a particular individual (or group) that approximates the performance of a
model built solely from training data sourced from this individual (or group) in
terms of both classification accuracy and the understandability of labels.

A number of interwoven social graphs are likely to apply to a given set of
individuals. The nature of the inference problem (i.e., the application, or learning
technique) may determine which social graph to use when considering which
training data to import from other users. In the context of our running example
of significant place classification, if a user may provide free-form labels (e.g.,
colloquial labels for locations), it may be appropriate to incorporate labeled
instances from other nodes in her social network with whom she is frequently
physically located, under the supposition that a location-specific vocabulary is
likely in use (e.g., workplace vernacular, regional dialect). On the other hand,
individuals to whom one is extremely close socially (e.g., a girlfriend), may be of
less use in sharing location-specific vocabulary if they are frequently physically
distant. Similarly, labeling of certain activities or social settings may be more
culturally and demographically driven.

Quality and Consistency Issues. A number of challenges arise related to
the quality and consistency of shared data instances.

First, the quality of the training instances may vary from user to user due to
the care taken when the training data was gathered, the training methods used,
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and the training environment (e.g., data collected under non-typical circum-
stances can lead to a model that does not perform well in general). Challenges
in repairing ill-labeled data aside, it is difficult even to determine which instances
are lower quality. This is especially difficult when the pool of available labels is
small and statistical techniques such as anomaly detection are not applicable.
Because of this, importing lower quality training data can pollute one’s natively
collected data, leading to poorer model performance.

When free-form labeling is used, opinions may vary among users on the proper
size of label set, the feature support of each label, and the label itself. A related
complication is that lexicographically identical labels may mean different things
to different people and different labels may mean the same thing to different
people. One way to address these issues is to apply structure to the labeling stage
such that a fixed set of valid labels, each with a provided definition, is imposed
on all users. However, this approach restricts the classifications problems that
can be solved, and may result in a model that, though accurate, gives labels that
are not well understood by a given user.

Designing Models Robust to Mixed Source Data. Given the lack of
flexibility of structured labeling, we support free-form labeling. While sharing
within social circles mitigates labeling consistency issues to some extent, the
process of learning models must still be robust to them. Incorporating contra-
dictory instances, where the same class of features is given two or more different
labels (by multiple users), leads to a situation where the same class of feature
vectors will be mistakenly fragmented into multiple labels. (The impact of this
fragmentation is somewhat problem-specific, since a classifier that seeks only to
differentiate between logical classes of might perform well even with fragmented
features.) We use an unsupervised clustering approach to detecting and cor-
recting this fragmentation in our significant places implementation discussed in
Section Ml Instances can then be appropriately grouped regardless of their label,
with the introduction of some error due to imperfect grouping. After clustering,
a normative label may be applied for consistency.

Social-Group-Based Model Sharing. In addition to sharing training data,
the models themselves are also candidates for sharing. The trigger for borrowing
models would be noticing that the performance (e.g., recall, precision) was better
in the model of a fellow social group member than in yours for the same feature vec-
tor. In this case, either the user’s device can check neighboring devices in situ to
if they have an appropriate model with better performance (e.g., via an advertise-
request-response protocol), or the model sharing can be done in a centralized way
on a dedicated server. The rationale for model borrowing between members of a
social group in particular is that even though the models may have been learned
based on training datalabeled by your buddy, your buddy’s labels are likely to make
sense to you because of your shared membership in the social group. Elements of
shared models that may be particularly helpful in improving a user’s locally gener-
ated model can be permanently incorporated by importing the appropriate train-
ing data and relearning the local model. This is beneficial in the online case since



84 N.D. Lane et al.

performance can be maintained even when the neighbor with the better model is
not nearby, and in the offline case it reduces unnecessary processing.

4 Evaluation

To evaluate the impact of opportunistic feature vector merging and social-network-
driven data and model sharing on a real people-centric application, we implement
aversion of the “significant places” classifier (e.g., [I1] [6]). We use this as a vehicle
to demonstrate the application of our techniques. In the following, we describe the
implementation and focus of our variant of significant places, and the experimental
data collection methodology, followed by selected performance results.

4.1 Significant Places

A frequently examined classification problem in the literature is that of taking
location traces of a user and distilling them into a sequence of visits to places that
are significant to her (e.g., home, work, gym). This is used by applications that
present historical summaries of the user’s daily life [2], or even to determine
when a person has taken a wrong turn heading toward home [I8]. A generic
significant places classifier may be thought of in terms of three main phases. In
the first phase, various data features (e.g., visitation frequency and dwell time)
of a user location trace are extracted from the raw data and analyzed to identify
locations and infer whether they are significant to the user. In the second stage,
the significant places are labeled, either by mapping the location feature vector
to a set of system-provided labels or by manual prompting of the user to allow for
personalized labels. In the third phase, the classifier is run to see how accurately
the system can recognize that a user has entered a significant place. A number
of proposals (e.g., [21] [I1]) exist addressing the first phase of learning models to
infer significance. As significance inferencing is orthogonal to our techniques, in
our implementation we simplify the first two phases and have the user manually
label instances of location feature vectors as significant or not (c.f. the collection
methodology in Section [.2]). Based on these labeled instances, we then evaluate
the impact of our merging and sharing techniques on the accuracy and label
understandability of models built to recognize the labeled significant places.

4.2 Data Collection Methodology

As the sensing, processing and display capabilities of cell phones increase, cell
phones provide a unique chance for researchers to understand the real mobile
user behaviour and to provide true in situ mobile services. To gather user-labeled
significant place instances we use Nokia N80 and N95 smart phones. Both models
feature Bluetooth and an 802.11g WiFi interface. The N95 also comes with
an integrated GPS receiver. To facilitate user labeling of significant places, we
implement and install a PyS60 (Python for Symbian S60) client on each cell
phone. The client provides two fundamental services: user labeling and daily
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trace recording, and sensor sampling. For each significant place, the user enters
a new label (or selects a previously entered one). With a button click, the user
indicates when she enters and leaves the selected significant place. The client
records the label, and the enter and leave times for each significant location
visit. From these entries, the client generates a significant location trace for each
user. The user is able to review and edit the daily trace to verify its correctness.
The sensing daemon runs in the background to sample from the Bluetooth, WiFi
and GPS, if available. We use an inter-sampling interval of approximately three
minutes, which gives an average battery life of more than 6 hours. The sampling
duration is lasts between 30 and 60 seconds, depending on how long the function
call to scan the Bluetooth neighborhood takes to return. The following data are
captured: GPS - latitude, longitude, altitude, accuracy, time, speed, number of
satellites; WiFi - beacon interval, security mode, SSID, BSSID, signal strength;
Bluetooth - address, device name, service type.

4.3 Data Analysis Methodology

The inputs to the models we construct are based on a feature vector formed from
three types of elements; location, time and social context. Clock, GPS, WiFi and
Bluetooth data give rise to the following features, which are also further pro-
cessed to generate averages and variances. From the clock, we extract day/night,
3-hour block, the duration of visitation, weekday/weekend and, business/after
hours. From WiFi, we extract the absence or presence of access points (APs)
identified by their MAC addresses, the relative RSSI order among the visible
APs, the individual and aggregate RSSI, and other AP statistics that have been
previously used to distinguish geographic locations [9] [I2]. From social context,
we seek to capture the social characteristics of the location. We extract the
number of Bluetooth-toting people in the area (assuming one device per per-
son). This is used in concert with a list of the people with whom the individual
has social connections (e.g., from Facebook or other social networking sites).
Use of Bluetooth and WiFi features allows us to distinguish between adjacent
locations that may have very similar GPS features. We use the Weka machine
learning workbench [20] for our analysis, specifically the default configuration of
the bagging algorithm applied to the decision tree module, REPTree. All models
are trained on a randomly selected 50% of the data set available for it. In the
following, we describe initial performance results achieved with models based on
a proof-of-concept implementation of our sharing and merging ideas. We leave
a deeper investigation of the design space for later work.

4.4 Performance Results

In an experiment run over 12 days, data we collect from 13 phone users (four
Nokia N95 and nine N80 cell phones) using the collection methodology outlined
above comprises 14375 labeled instances of 62 uniquely labeled locations. We
run post-collection validation via manual checking and participant interviews
to verify the integrity of the data set. All phone users are members of, or are
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socially connected to the Computer Science Department at Dartmouth College.
Participant ages range from 24 to 49; one user of the 13 is female. We also
gather results from a survey (described subsequently) that includes the 13 phone
users and an additional 8 survey-only participants. These latter fall in the same
aforementioned age range and have the same departmental connection; one of
the additional 8 is female. We present results demonstrating the potential impact
of the opportunistic feature vector merging and social-network-driven sharing.

Feature Vector Merging Performance. We generate models, “merge” and
“no merge”, from experimental data, and examine the impact of performing
direct sharing of features based on different device capabilities. Sharing of fea-
tures is done on the basis of Bluetooth connectivity. Whenever two devices in
the experiment detect each other in their Bluetooth neighborhood then feature
sharing is enabled. An exchange of feature vector elements occurs when possible,
giving participant nodes a richer feature vector they would otherwise have based
on native sensors. Although all Nokia N80 and N95 phones have WiFi and all
N95 phones have GPS, to emulate four distinct capability classes of devices for
some devices in the experiment the WiFi on the N80 phones and the GPS on
the N95 phones is ignored as needed to support allowing four different classes
to be emulated. We build the models as follows: a single model is generated
for each user during the evaluation. This model is trained using all the feature
vectors available, even those that are intermittently available via sharing. This
results in numerous feature vector instances with missing elements, since sharing
is not continuously available. We do not explicitly handle missing data within
execution of our model (e.g., using a model swapping technique), but instead
use a machine learning technique (bagging) innately robust to the missing data.
Models are built on a per-user basis using training data specific to the user and
user’s device, and based on his or her own opportunities for merging.

Figure shows a comparison of these two models. It reports the average
classification accuracy for each of the per-user models generated. Accuracy is
plotted against the phone capability class. In each of these classes the perfor-
mance is reported for all phones being limited to this operating level or lower.
The plot shows that with feature sharing, we can always gain an advantage in
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model accuracy, except for capability class CC4 devices since those already have
all the sensors natively. In our campus environment and predominantly indoor
significant places, WiFi is the most powerful feature to share to improve accu-
racy, as indicated in the large increase between CC1 (Bluetooth only) and CC2
(Bluetooth and WiF1i). In environments where WiFi features are less available,
we expect shared GPS-based feature elements to be the most helpful.

Social-Network-Driven Sharing Performance. We generate four mod-
els from experimental data, including two that incorporate sharing to support
model generation, “instance sharing” and “model sharing”, and two that do not,
“global” and “user”. With these models, we investigate the impact of sharing
on classification accuracy with respect to the amount of training data provided
by each user. In all cases, models are trained using a randomly selected 50% of
the data, with the balance used for performance testing. The device population
comprises the following mix of capability classes: 5 Bluetooth only; 4 Bluetooth
and WiFi; and 4 Bluetooth, WiFi and GPS.

As discussed in the Introduction, the “global” model is generated by pooling
training data from all participants, with each user contributing roughly the same
amount to the pool. The “user” model is generated on a per-user basis using
only training data sourced from the user herself.

The “model sharing” approach generates per-user models as in the “user”
approach, but then multiple models are tested before settling on a label output
for a particular instance. The decision to apply another model or settle on the
current result is based on estimated accuracy for the generated label. The choice
of whose per-user models to choose for a given classification task is driven by
social connections between users, prioritizing social connections that are logically
related to the classification task. In so doing, models are applied according to a
hierarchy of social groupings. Users’ models within a group are ranked arbitrarily
in our implementation, but the strength of personal social ties within a group can
also be considered when deciding the order of model application. The application
of models terminates either when a confidence threshold is reached (to improve
classification accuracy), or if a certain maximum number of models is applied
(to limit overhead). Lastly, with “model sharing”, we always test the “global”
model (global sharing) as well, and the result with the highest confidence among
all the tested models becomes the final output label.

With “instance sharing”, per-user models are built, but for a given user the
training data is sourced from the user and from people within the user’s social
networks. As with “model sharing”, a social group hierarchically is constructed
considering the purpose of the classifier and the groups’ potential impact in this
regard, and intra-group ranking is also handled in the same way. In “instance
sharing”, training data instances are accumulated iteratively, considering one
user per step, until the overall required number of training instances L is assem-
bled. At each step 7, the user is tapped to provide up to L/i instances. The goal,
if K steps are taken to accumulate L instances, is to have each user provide L/K
instances. At any point, if a user can not contribute the desired L /i instances,
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randomly chosen instances from the global pool are chosen, but are removed
from the overall required L if they are no longer needed as filler.

The social groups present in our experimental user population and used for the
sharing-based models are: “students”, enrolled students at any college; “Dart-
mouth”, enrolled students at Dartmouth College; “batch”, grouped according
to the year arriving at Dartmouth; “founders”, founding members of SensorLab
that have worked together since the inception of our research group; “Sensor-
Lab”, all members of the SensorLab research group; “CMC”, all members of
the CMC Lab research group; “Chinese”, have a strong social tie including a
daily lunch group; “Facebook”, social connections as defined within Facebook;
“basketball”, participants in a local summer basketball club; “town”, those with
a common town of residence; “European”, those with a European origin; “non-
U.S.”, those with any non-U.S. origin. We order these groups according to the
degree to which we expect them to improve our significant places classifier. Par-
ticipants in the study are members of multiple different social groups.

The rationales for a few of the ranking decisions are as follows. We rank “Face-
book” above “Dartmouth” since we expect Facebook friends to use common
names for specific locations more so than does the general pool of Dartmouth
students. The same logic leads us to rank the “members” ahead of “students”.
Group rankings may fluctuate seasonally. For example, the “basketball” group
meets regularly, but only during the summer - familiarity (e.g., common ex-
perience, shared stories, shared vocabulary) decays over the rest of the year.
Conversely, the “Chinese” group meets every day at noon for lunch, so the so-
cial ties remain strong throughout the year.

Figure shows the classification accuracy versus training set size for each
type of model. For a given value A on the x-axis, for the per-user models, each
of the N users provided A instances, while for the global model each user con-
tributes roughly A/N instances. For the sharing-based models, we assign equal
weights to all social groups; the group hierarchy is flat. Each of the M users
involved (i.e., through common social group membership) contributes A/M in-
stances. The figure demonstrates the advantage of sharing only within social
groups rather than globally as the model accuracy curves for both instance
sharing and model sharing are always above that of the global model. Addition-
ally, we see the advantage in terms of model learning time (i.e., required training
data set size) that both instance and model sharing provide. We find that social-
based model sharing achieves a higher maximum accuracy than training instance
sharing for our data set. As expected, the per-user model outperforms instance
sharing as the amount of available training data becomes large enough.

Classifier Performance Details. Figure[3 shows the sensitivity of the model
accuracy to both the richness of the feature vector and the availability of training
data, accuracy alone does not provide the full picture of the model performance.
In Table[Il we present additional performance details (true positives rate (TPR),
false positives rate (FPR), precision and recall) for each of the classifiers we use
(i.e., the average performance across all classes). For the results shown here, the
training set size is fixed at 719 instances.
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Table 1. Classifier statistics

User Feature | Model |Instance
Model |(avg)|Global|Merging|Sharing| Sharing

TPR |0.598] 0.383 | 0.617 | 0.721 | 0.389
FPR ]0.563| 0.349 | 0.565 | 0.652 | 0.304
Precision|0.691| 0.496 | 0.712 | 0.807 | 0.544
Recall [0.598| 0.383 | 0.617 | 0.721 | 0.389

4.5 Survey Results

To understand the impact of social-network-driven model and instance sharing
on the understandability and appropriateness of the model output labels, we
survey 20 participants concerning the outputs of the sharing-based models used
in the experiments described in Section [£4l In this survey, we focus on determin-
ing the participants’ depth of understanding of shared labels, and their feeling
of the appropriateness of these labels when shared socially.

In Table 2 we report statistics on the level of comprehension people from
different social groups have of labels produced by members of their own versus
other social groups. Survey participants are asked questions to determine their
level of understanding regarding 8 different labels. For each label, users are asked
to identify to where they think a label refers when given the label provider’s name
and the label itself. The understanding is categorized as “strong”, “weak”, or
“none” depending on how accurately the label is positioned on a map; “strong”
if the exact location is indicated, “weak” if a location in the vicinity is indicated,
and “none” otherwise. Label providers are not asked about their own labels.

Comprehension levels are shown in Table 2 for the dominant social groups
(“SensorLab” and “CMC”) that produced the most labels in our experiments.
Members of the same social group share a better comprehension of each other’s
labels on average, compared both with members of the other group and the
average population. For example, on average members of “SensorLab” stated
they had a “strong” comprehension of 75% of labels generated by members
of their own group, but no comprehension of 53% of the labels generated by
“CMC” members. These results indicate that a model based on global sharing

Table 2. The level of comprehension people from different social groups have of labels
produced by members of their own or other social groups. Members of the same social
group share a better comprehension of each other’s labels on average.

Strong Weak None
“SensorLab” “CMC”|“SensorLab” “CMC”|“SensorLab” “CMC”
Group Labels Labels Labels Labels Labels Labels
“SensorLab” 0.75 0.32 0.09 0.15 0.16 0.53
“CMC” 0.40 0.55 0.05 0.03 0.55 0.43
All 0.48 0.34 0.14 0.31 0.38 0.49
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Table 3. The level of appropriateness of selected labels as viewed by different social
groups. Social connections can strongly impact the perceived appropriateness of a label,
an important motivation for social-based instance/model sharing.

Place:Label
SensorLab lab:‘Lab’ CMC lab:‘Lab’ Orient Restaurant:‘Ori’
Groups (“SensorLab”) (“CMC”) (“Chinese”)
“SensorLab” 2.10 1.00 0.83
“CMC” 1.25 1.75 1.25
“Chinese” 0.80 1.20 1.20

is likely to perform poorly in terms of understandability, in addition to accuracy
(Figure , underscoring the importance of social-based sharing.

To determine the statistical significance of the results in Table 2] we run a 2
test with a threshold of 0.05, and calculate x2 = 5.9915. First, we test the null hy-
pothesis that comprehension of the labels provided by the “SensorLab” group is
independent of group membership. The null hypothesis rejected with Q = 14.401.
In the analogous test for the comprehension of labels provided by “CMC” mem-
bers, we calculate Q = 6.3068, again rejecting the null hypothesis, concluding
that the “CMC” members’ better understanding (relative to that of “SensorLab”
members) of labels provided by fellow members is statistically significant. These
results give statistical credence to the notion of social-group-based sharing.

Table[3] presents results from the same survey on the appropriateness of labels
provided by selected individuals for particular places. Given a place, survey
participants rate four possible labels (each taken from labels generated by the
13 phone experiment participants) to describe the place on a scale from 0 to 4 (0
means “not appropriate”). Table B] shows selected results for three (place,label)
combinations. Generally, the table shows that the perceived appropriateness of
a given label can be strongly impacted by social connections, as reflected in the
higher values along the diagonal. For example, at least one member of each of
the two laboratory groups (“SensorLab” and “CMC”) included in the user set
use the label ‘Lab’ to refer to their respective lab. Members of each lab think this
label applies most appropriately to their own lab (i.e., average rating of 2.10 and
1.75 for their own versus 1.25 and 1.00 for the other lab). “Chinese” comprises
those that often go together for lunch at the Orient restaurant. The table shows
that “Chinese” members are more likely than “SensorLab” members (though
not more so than “CMC” members) to find the diminutive ‘Ori’ acceptable. The
lack of distinction between between “SensorLab” and “Chinese” for this label
may be due to the existing overlap in group membership. These results support
the use of socially shared labels in the significant places test application.

5 Conclusion

As the sensing and computation capabilities of commercial devices such as cell
phones increase, the development of people-centric applications augmented with
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sensor inputs will also accelerate. To facilitate the wide-scale adoption of these
applications, we have proposed two techniques aimed at both increasing the ac-
curacy of feature classification used by these applications, reducing the burden on
the user in terms of providing labeled training data. We have demonstrated the
efficacy of both opportunistic feature vector merging and social-network-driven
sharing in the context of “significant places”, a useful classification process for
people-centric sensor-enabled applications. Our results underscore the oppor-
tunity and importance of leveraging the inevitable device heterogeneity that
results from the evolution of technology, and the importance of taking social
relationships into consideration when sharing in support of model building.
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Abstract. In this paper, we present Microsearch, a search system suit-
able for small devices used in ubiquitous computing environments. Akin
to a desktop search engine, Microsearch indexes the information inside a
small device, and accurately resolves user queries. Given the very limited
hardware resources, conventional search engine designs and algorithms
cannot be used. We adopt information retrieval techniques for query res-
olution, and propose a space efficient algorithm to perform top-k query
on limited hardware resources. Finally, we present a theoretical model of
Microsearch to better understand the tradeoffs in system design parame-
ters. By implementing Microsearch on actual hardware for evaluation, we
demonstrate the feasibility of scaling down information retrieval systems
onto very small devices.

1 Introduction

Interacting with our physical environment is a key component in many pervasive
computing applications [TI6[TI242622]. A typical system design usually involves
a combination of simple beacons and a more powerful backend server. For ex-
ample, a simple RF beacon can be embedded into a file binder and programmed
to continuously emit a unique ID. Information regarding the documents found
in the binder is stored in the backend sever. A user accesses this information by
obtaining this ID and returning it with his query to the backend server. Since
each ID is unique, the backend server can retrieve all the data associated with
this particular binder and resolve the query. A similar process is executed when
a user updates information about that binder.

Hardware improvements, which we will elaborate later, allow us to consider
a different design paradigm which does not utilize a backend server. Instead of
embedding a simple RF beacon into an object, we can embed a more powerful
device. Information previously kept on a server will now be stored directly on
this device. User queries will also be resolved by the object itself. This new
paradigm reduces cost by eliminating the network of backend servers as well
as long range wireless infrastructure needed for a user to communicate with
the backend server. Short range protocols such as Bluetooth can be used for
communication between a user and an object. Storing data on the object itself
also simplifies ownership transfer. The physical act of handing over a binder
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(a) Data on server (b) Data on object

Fig. 1. (a) Typical design utilizing backend server. (b) Different paradigm without use
of a server.

implicitly completes ownership transfer since any data can only be obtained when
the user has physical access to the object. Fig. [[lillustrates the two approaches.

In this paper, we describe Microsearch, a search system designed for small
embedded devices. We use the following example to illustrate how Microsearch
can be used. Consider a collection of document binders. Each binder is embedded
with a small device running Microsearch. Each device contains some information
about the documents found in that binder. When a user wishes to find some
documents, he can query a binder using some terms, i.e. “acme,coyote,refund”,
and Microsearch will return a ranked list of documents that might satisfy his
query. Also included in the reply is a short abstract of each document to help
him make his decision. Later, the user decides to add some notes to a document.
Through input devices such as a digital pen [I9] or PDA, the user can store
notes into each binder. Microsearch will index the user input for future retrieval.

Microsearch is designed to run on resource constrained small devices capable
of being embedded into everyday objects. One example of such hardware is
manufactured by Intel [16] which has a 12MHz CPU, 64KB of RAM, 512KB of
flash memory, and wireless capabilities, all packaged in a 3x3 cm circuit board.
Larger storage capacity can also be engineered to store more data. In this paper,
we use the terms “mote” and “small device” interchangeably.

Similar to desktop search engines like Google Desktop [I5], Spotlight [2] or
Beagle [4], Microsearch indexes information stored within a mote, and returns
a ranked list of possible answers in response to a user’s query. We envision that
Microsearch can be an important component in physical world search engines
like Snoogle [28] or MAX [31].

The challenge of designing Microsearch lies in engineering a complete solu-
tion that can run efficiently on a resource constrained platform. Desktop search
systems typically require large amounts of RAM to perform indexing. Similarly,
query resolution algorithms usually store intermediate results in memory while
resolving a query. With just kilobytes of RAM to spare, it is impossible to port
existing solutions directly onto motes. In addition, mote hardware uses flash
memory for persistent storage. Unlike conventional disk, flash memory requires
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additional processing for I/O operations. Conventional flash file systems [30/29]
cannot be used for this purpose due to the limited hardware resources. This
necessitates a different storage design.

We make the following contributions in this paper. (a) We provide a system
architecture that effectively utilizes limited memory resources to store and in-
dex different inputs. (b) Our architecture incorporates information retrieval (IR)
techniques to determine relevant answers to user queries. (¢) Since conventional
IR techniques are designed for more powerful systems in mind, we introduce
a space saving algorithm to perform IR calculations with limited amounts of
memory. Our algorithm can return the top-k relevant answers in response to a
user query. (d) A theoretical model of Microsearch is presented to better un-
derstand how to choose different system parameters. (e) Finally, we implement
Microsearch on an actual hardware platform for evaluation.

The rest of this paper is as follows: Section 2 contains related work, and Sec-
tion 3 describes the Microsearch system design. Section 4 covers our search al-
gorithms, and Section 5 presents the theoretical model of Microsearch. Section 6
contains our evaluation, and Section 7 concludes.

2 Related Work

Desktop search engines are a mainstream feature found in most modern oper-
ating systems. In general, these search engines collect metadata from every file,
and store the metadata into an inverted index, a typical data structure used to
support keyword searches [10]. Information retrieval algorithms [ISITTIT2/T3] are
then used to determine the best answer to a query. Our work draws from the
basic principals of IR to rank query results.

A counterpart to Microsearch is PicoDBMS [23], a scaled down database for
a smart card. PicoDBMS allows data stored inside the smart card to be queried
using SQL-like semantics. The main design difference between our work and Pi-
coDBMS is that PicoDBMS uses a database design. Their approach works well
in a specific domain like storing health care information, where rules regarding
structured inputs with specified attribute terms can be enforced, and users, e.g.
doctors and nurses, are assumed to be well trained in the system. Microsearch on
the other hand uses a search engine design which allows for unstructured inputs
without enforcing pre-specified attributes, and a natural language query inter-
face. The differences between the Microsearch and PicoDBMS can be summed
up as the differences between a search engine and a database.

Other embedded search systems can be found in sensor network literature
[32120[9]. Sensor networks are a collection of small, embedded devices usually
deployed to collect environmental data such as temperature readings or soil
humidity values. While sensor systems share a similar hardware platform as
Microsearch, they are primarily concerned with indexing and processing numeric
data. There appears to be no way for existing sensor search systems to index
textual data. In addition, query processing in sensor networks typically returns
a range query results or min/max values on collected data. Since the data is
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numeric, there is no concept of relevancy or ranking. Microsearch differs from
sensor systems in that it handles textual in addition to numeric data, and uses
IR algorithms to reply to queries.

3 System Architecture

We begin by describing the inputs to Microsearch. We assume that a user uploads
information to Microsearch via a wireless connection through a suitable interface
like a PDA. Microsearch requires every user input to consist of two segments, a
payload, and a metadata. The payload is the actual information the user wishes
other people to download. The metadata is a description of the payload data,
and is used to determine whether a payload is relevant to a user’s query. Both
the payload and metadata are user generated.

The metadata is essentially a list of terms describing the corresponding pay-
load. Microsearch requires each term, known as a metadata term, to be accompa-
nied by a numeric value, known as a metadata value, indicating how important
that term is in describing the payload. A metadata using n metadata terms to de-
scribe a payload can be represented as {(terml, valuey), - -, (termn,valuen)}.
For a text based payload, the simplest method to determine the metadata value
for a term is to count the number of occurrences of that term in the payload.
Metadata values for non-text based payloads can be defined by the user.

3.1 Microsearch Design

Microsearch maintains two data structures in RAM: a buffer cache, and an in-
verted index. The buffer cache is used to temporarily store and organize data
before writing to flash to improve overall performance. The inverted index is
used to track and recover the stored data. In general, when receiving an input
file, Microsearch stores the payload into flash memory, and the metadata into
the buffer cache. This continues as more inputs are sent to Microsearch until
the buffer cache is full. Selected metadata entries are then organized and flushed
to flash memory to free up space in the buffer cache, and the inverted index is
updated.

Receiving an Input: Upon receiving an input file, Microsearch first stores the
metadata into RAM, and then writes the payload directly to flash memory.
The starting address of the payload in flash is returned and added to each
metadata entry for that payload. With this payload address, Microsearch can
recover the entire payload if needed. Each metadata entry in the buffer cache
now becomes a tuple , (term,value, address), consisting of a metadata term, a
metadata value, and payload address. For example, consider Microsearch writing
a payload to flash memory location addrs. All the metadata associate with this
payload becomes, {(terml, 3,addrs), -, (termy, 2, addrg)}.

As mentioned earlier, flash memory is used as permanent storage for user
inputs. Microsearch writes data to flash memory using a log structure style
write which treats the entire flash memory as a circular log, always appending
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new data to the head of the log. A pointer indicating the next available location
in flash memory is kept by Microsearch. Log-style writes have been found to be
suitable for flash memory [I4]. Since writes are performed on a page granularity,
Microsearch will always attempt to buffer the data into at least a single page
before writing to flash.

Buffer Cache Organization: As more input files are sent to the buffer cache,
the buffer cache becomes a collection of metadata entries which describe the
different input files stored in the mote. There is no longer the concept of a set
of entries belonging to a particular metadata. Instead, metadata entries which
have the same metadata term are grouped together. For instance, two payloads
stored in address addrs and addrs may share the same term term;y. Thus, inside
the buffer cache, they will be grouped as {(terml7 3, addrs), (termq, 8, addrg)}.

Inverted Index Buftfer Cache
Inverted Index Butter Cache
33| @17y 321
I (5 B 1) R (2 ) h(tl)| 26 = (t1:1:23)
hD) | 17 |27 [ (tL:1:9) 3
r 17 Addr 26
Addr 17 e e e . .| 321
o e e | (1155) e e e e (t1:1:23)
(t1:1:9) Addr 17
Flash Memory\', 2
Flash Memory
(a) With uninitialized index slot (b) With initialized index slot

Fig. 2. (a) Buffer eviction with uninitialized index slot: 1) Flushes tuples from buffer
cache, 2) Copies address of metadata page, addri7, into inverted index. (b) Buffer
eviction with initialized index slot: 1) Copies previous metadata page address from
inverted index. 2) Flushes tuples from buffer cache. 3) Copies new address, addrae,
into inverted index.

Inverted Index: An inverted index is commonly used in search engine systems
to recover archived information. A conventional inverted index has every slot on
the inverted index correspond to a different term. Each slot stores a pointer to a
list of documents or web pages containing that term. By matching a given query
term with the inverted index, one can recover all the documents or webpages
containing that term.

Microsearch uses a modified inverted index which differs from a conventional
design in two ways. First, Microsearch uses a hash function to map multiple
metadata terms to a certain slot in the inverted index. This results in a smaller
inverted index which uses less RAM but is slightly inaccurate. We discuss how
Microsearch resolves this inaccuracy in the next section. Second, Microsearch has
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each slot in the inverted index store the flash address of a page in flash memory
containing a group of metadata terms which hash to the same slot. This flash
page is known as a metadata page. An inverted index slot which already has
metadata terms hashed to it is considered initialized.

Buffer Eviction with Uninitialized Index Slot: When the buffer cache
reaches full capacity, tuples will have to be evicted to free up space for new
entries. Microsearch selects the largest group of tuples, which all share the same
metadata term, and applies a hash function to the metadata term to determine
a slot on the inverted index. If no metadata term has been hashed to that slot
before, that slot is considered uninitialized. Microsearch organizes the group of
tuples in the order of their arrival into the buffer cache, and writes the metadata
pages into flash memory. If the group of tuples spans multiple flash pages, each
metadata page contains the flash memory address of the next page. The address
of the last metadata page containing the tuples is returned to the inverted index.
The inverted index stores this address into the uninitialized slot. The slot is now
considered initialized. Fig. B(a) illustrates this process.

Buffer Eviction with Initialized Index Slot: In the event that an inverted
index slot has already been initialized, Microsearch will copy the address found
in that slot onto the first metadata page of the group of tuples. The group of
tuples are written to flash memory as before, and the address of the last metadata
page is returned and stored in the inverted index. The inverted index thus will
always have the address of the latest metadata page written into flash memory.
Since each metadata page in flash memory contains the address location of the
preceeding page, every metadata page can be recovered by traversing the links.
We consider this a chain of metadata pages. Fig. 2(b) illustrates this process.

Data Deletion: Once the flash is reaching full capacity, Microsearch simply
erases the oldest data to make room. Deletion in flash memory occurs at a
sector granularity, with each section usually being 64KB. A pointer is kept by
Microsearch to indicate which is the next sector to erase. The deletion does
not affect the working of Microsearch since payloads are always written to flash
before metadata. Therefore we will not have “orphaned” payloads that exist in
flash memory but cannot be retrieved. The next problem is that of entries in
metadata pages pointing to invalid payload that have been deleted. This is solved
using the deletion pointer. Since this pointer indicates the next sector to erase,
the sector that lie before this pointer must have been just erased. Microsearch
disregards entries in metadata pages that point to payloads in the sectors behind
the delete pointer since they do not exist anymore.

4 Query Resolution

A user queries a mote by sending a list of search terms and parameter k which
specifies the top-k rankings he is interested in. The user receives an ordered
list of k possible payload data as an answer. We begin by first introducing a
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basic query resolution algorithm. The actual space saving algorithm used by
Microsearch is presented later.

In the basic algorithm, Microsearch first obtains a set of metadata entries
which have metadata terms that match the search terms. Remember that a
metadata entry is of the form (term,value, address). With this chosen set of
metadata entries, Microsearch then ranks the payload addresses in order of their
relevancy, and uses the top ranking addresses to retrieve the payloads to return
to the user. Since each payload has a unique flash memory address, this address
is used as an identifier for a payload.

To obtain the set of metadata entries, Microsearch first scans all the metadata
entries in the buffer cache for metadata terms matching the search terms. Match-
ing entries are then copied to a separated section of RAM. Next, Microsearch
uses the inverted index to find matching metadata entries in flash. Microsearch
first applies the hash function to each search term to determine the correspond-
ing slot in the inverted index. These slots contain the addresses of the metadata
pages in flash memory. Each metadata page contains metadata terms which hash
to the same slot. Note that the metadata terms found in the same page do not
necessarily have to be the same. They only need to hash to the same slot. Mi-
crosearch then retrieves each metadata page one at a time until all metadata
pages are read. For each metadata page read, Microsearch compares the actual
metadata terms to the search terms, and copies the matching ones to RAM.

At this point, Microsearch has a list of all metadata entries which match the
search terms. Microsearch uses a simple information retrieval weighing calcula-
tion, the TF/IDF function, to determine how relevant each payload address is
in satisfying the user’s query. TF refers to the term frequency, and IDF refers to
the inverse document frequency. Under the TF/IDF function, the weight of each
metadata term of a payload is determined by the product of T'F' - IDF, where
TF is the metadata value of the metadata term, and IDF is log( %), where N
is the total number of payloads stored within the mote, and DF is the number
of payloads which share the same metadata term. The relevancy of a payload, or
the score of the payload, is the combined weights of the metadata terms match-
ing the search terms. After determining the score of the each payload address,
Microsearch orders them from the highest score to the lowest. Microsearch then
uses the top k payload addresses to obtain the actual payloads from flash to
return to the user.

4.1 Improving Performance

The basic algorithm first selects all the metadata entries which match the search
terms, and then proceeds to eliminate low scoring payload address. This ap-
proach requires a large section of RAM to be set aside. A better solution is to
eliminate low scoring payload addresses as they are encountered.

There are two difficulties in deriving a better solution. First, Microsearch relies
on TF/IDF calculations to determine the relevancy of each payload address. Cal-
culating the IDF requires knowledge of DF', the number of payloads in flash which
share the same metadata term. This information can only be obtained by reading
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in every metadata page from flash and checking the corresponding metadata
terms. We cannot maintain a running DF score since each inverted index slot
represents the metadata terms which hash to that slot. Without reading in the
actual metadata page, we cannot determine what the actual metadata terms are.

Second, even we use only TF score without IDF, a simple elimination scheme
does not work. Consider the example when a user queries Microsearch with
two search terms x and y, with k& = 1. For simplicity, we assume that the
buffer cache is empty, and x, y hash to different slots in the inverted index, i.e.
hash(z) # hash(y). We have 10 metadata pages each in flash memory matching
hash(z) and hash(y). Now after reading in the first metadata page for x, we
obtain 2 metadata entries with x. This means there are two potential payload
addresses which can satisfy the user’s query. Let us denote these two address as
addry; and addre. The first metadata page for y does not contain either addry
or addry. At this point, even though the user specifies the top-1 answer, we
cannot eliminate addr; or addrs because we cannot determine whether either
payload address actually contains the term gy. The reason is that Microsearch
does not guarantee that metadata from the same payload are evicted from the
buffer cache at the same time. To be sure whether addr, or addrs contains vy,
we have to continue reading in the metadata pages for hash(y) from flash.

4.2 Space Efficient Algorithm

To derive a space efficient algorithm, Microsearch exploits the sequential write
behavior of log file system. This sequential behavior ensures that data written
to flash memory is always written in a forward order. This means that if payload
pl is sent to the mote before payload p2, then the flash address of pl will be
smaller than that of p2.

To describe the space efficient algorithm, we first define some notations. We let
t be the number of search terms and a user query is {k, {st1, sta, ..., st;}}, where
st; is the it search term. We denote the inverted index as InvIndex, and the
latest metadata page to be written to flash memory as the head metadata page.
For example, InvIndex[hash(st;)] returns the address of the head metadata
page for st;. We represent this value as head|i].

We allocate a memory space page[i] for each query term st;, which is sufficient
to load one metadata page from flash memory. We first check the buffer and load
the metadata entries whose metadata value is st; to pageli]. If st; is not found in
the buffer, we load head|i] to page[i]. Let min(page|i]) and max(page|i]) denote
the smallest and largest payload addresses in pageli] respectively. We define a
cutoff value as

cutof f = mazx(min(pageli])),Vi € [1,¢].

Due to the following lemma[ll we have all necessary information to calculate the
IR scores for the loaded index entries, whose payload address is greater than or
equal to cutoff. The entire algorithm is found in Algorithm [

Lemma 1. For any index entry whose payload address > cutoff, if its term field
18 included in the query terms, it must have been loaded into memory.
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Proof. Tt can be proved by contradiction. Assume there exists such an index en-
try whose term is one of the search terms st;, and payload address is p > cutoff.
In addition, the metadata page it belongs to has not been loaded yet. It means
that the contents in page[i] are from some ancestor in the same chain. An im-
portant property of metadata page chain is that if page i is an ancestor of page
J, then min(i) > max(j). Thus, min(pageli]) > p >cutoff. It is a contradiction
with the definition of cutoff.

A k-length array result[k] is used to store the intermediate results which are the
candidates of final reply. Every time we get a new IR score, this array will be
updated to keep the current top-k results. The processed index entries will be
eliminated from memory. When pageli] is empty, we load the next metadata page
in the chain from flash memory and repeat this process. Based on the definition
of cutoff, there must be at least one page[i] becoming empty after each iteration.
The algorithm terminates when Vi, pageli] = ¢ and every chain reaches its tail.
In this design, instead of loading every metadata page, we load at most one page
for each query term. Thus, the memory space needed is at most O(E - t), where
E is the size of a metadata page.

Note that in practice we actually traverse each index chain twice, the first
time to obtain the DF for the term, and the second time to execute the actual
query algorithm. This is done to match the DF definition in the simple TF/IDF
scoring algorithm adopted for this paper. If alternative scoring algorithms that
do not require this form of IDF' calculations are used, this extra traversal can
be avoided.

Algorithm 1. Reply Top-k Query:
1: Input: k, {st1, st2, ..., st:}
Output: k-length array result
head[i] = InvIndex[hash(st;)]
Scan buffer and each relevant metadata page chain to accumulate the document
frequency (df[i])
5: Load relevant index entries in buffer to the buffer page pageli]
6: If page[i] is empty, load Flash(head[i]) and move head[i] to the next page
7: while there exists a non-empty pageli] do
8 cutoff=max{min(page[i])}
9:  for non-empty page[i] and max(page[i]) > cutoff do

10: for every entry e € page[i] and e >cutoff do

11: score = calScore(e)

12: if score>minimum score in result then

13: replace the entry with the minimum score in result by {e, score}
14: for j=1tot do

15: remove e from pagelj]

16: fori=1tot do

17: if page[i] is empty then

18: load Flash(head[i]) to pageli]

19: move head[i] to the next metadata page

20: return result
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5 Theoretical Model

A key parameter in designing Microsearch is the size of the inverted index. We
first present the intuition behind the choice of inverted index size, followed by
the theoretical model.

With a smaller inverted index, uploading information into Microsearch is
faster. When the buffer cache is full, Microsearch evicts data from the buffer
cache into flash memory. Microsearch groups all the metadata terms which hash
to the same inverted index slot together for eviction. Recall that writing data to
flash memory occurs on a page granularity. In other words, the cost of writing
a page into flash memory is the same even in situations where there are not
enough metadata terms hashing to the same inverted slot to make up a flash
page. A smaller inverted index results in more metadata terms hashing to the
same inverted index slot. This increases the probability of more entries being
flushed out of the buffer cache each time.

With a larger inverted index, query performance is better. A larger inverted
index will have fewer metadata terms hashing to each slot. As a result, the chain
of metadata pages in flash memory which map to each inverted index slot is
shorter. When replying to a query, Microsearch has to read in the entire chain of
metadata pages. A shorter chain of metadata pages means that fewer pages are
needed to be read from flash memory, and thus speeding up query performance.
The variables used for our model are found in Table [I}

Table 1. System Model Variables

# of documents

# of metadata per document
# of query terms

Size of main index

Size of metadata page

Size of buffer

Query frequency

SisiiEN

P

Query Performance: Assume there are D number of files stored in the flash

memory and each of them is described by m terms on average. Totally, we

need store D - m index entries in the flash, which occupy D'Tm metadata pages.
Considering a fair hashing, the average length of metadata page chain is g—g

When Microsearch processes a query for one term, based on the hash value
of the term, it has to go through one of the metadata page chain twice. One
round for collecting the value of DF and the other for finding the top-k answers.

Expectedly, Microsearch will need to read 2}3’? 7~ metadata pages from the flash.
For a query for ¢ terms, Microsearch has to access t distinct metadata page

chains, when ¢t < H. Thus, it takes at most Q'E,DH'” page reads to reply.
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Insert Performance: Insert performance is measured by the number of reads
and writes operated during inserting D files. In our scheme, the number of reads
is roughly the same as the number of writes. Microsearch only writes metadata
pages to the flash in buffer eviction. Thus, the insert performance depends on
the number of flushed entries during each eviction. Let « denote the number, i.e.,
on average, every eviction puts z index entries to the flash. After inserting all
the files, D -m — B entries are written to the flash. Thus, we need % writes
for them. Next, we give an analysis of deriving the value of . According to our
scheme, z is the most frequent hashed value when the buffer is full. Obviously,
x is at least [%1 For one hashed value h;, the probability that p entries in the

buffer map to h; is
P
B 1 (1-— l)(B—P).
D H H

Thus, the probability that at least p entries map to h; is
B\ (1Y) 1 :
= ) — ) (1= =)\B-D,
=2 () (&) o-w
Jjzp
The probability that z > p is P(z > p) = 1 — (1 — ¢)*. Thus,
P(zx=p)=P(x>p)—Plx>p+1).

Therefore, the expected value of z is

D-m—B

B number of writes and the same

In total, inserting D files requires
number of reads.

6 System Evaluation

We use the TelosB mote for our experiments. The TelosB mote features a SMHz
processor, 10KB RAM, 48KB ROM and 1MB of flash memory. An IEEE 802.15.4
standard radio is used for wireless communication. The entire package is slightly
larger, measuring 65 x 31 x 6 mm, and weighs 23 grams without the battery.

6.1 Generating Workload Data

A difficulty in evaluating a search system lies in determining an appropriate
workload. An ideal workload should consists of traces derived from real world
applications. However, since Microsearch-like applications do not yet exist, we
cannot collect such traces for evaluation. This also makes generating synthetic
traces that approximate user behavior difficult. We generated our workload by
observing related real world applications.
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We envision that most objects such as a wedding photograph album or a
document binder will embed a mote running Microsearch. Since each object has
its own mote, each mote does not necessarily have to contain a large amount of
unique data. For instance, a large bookshelf may contain hundreds of document
binders, with a combined total of thousands of documents. However, each binder
may contain only a dozen documents. Since each binder embeds a mote, each
mote only needs to index the contents of its own binder. Consequently, none of
our workloads consider excessively large number of unique data.

Our evaluation consists of two workloads. The first is the annotation workload
which represents a user storing many short pieces of information, similar to Post-
it reminders or memos, onto a mote. The metadata a user would associate with
these type of applications is usually very short. We want a real world application
where many users provided annotations, since this closely resembles the meta-
data we desire. One such application is the annotation of online photographs.
We extracted 622 photographs and their accompanying annotations from the
website www . pbase. com. This created a set of 2059 metadata terms, an average
of 3.3 metadata terms per photograph. We consider each photograph as a unique
input, and each photograph’s annotation as the corresponding metadata terms.
The metadata value of each term is set to 1. Fig. [l shows the metadata term
distribution for this workload.

The second workload is the doc workload. This workload represents a mote
used for tracking purposes, such as keeping track of the documents inside a
binder. We assume that the binder contains academic publications, and the
accompanying mote contains the abstracts of all the papers. A user can query
Microsearch just like querying Google Scholar to determine if a particular paper
is inside the binder. To create the doc workload, we extracted 21 papers from the
conference proceedings of Sensys 2005, and derived an average of 50 metadata
terms for each paper. The metadata terms include author names, paper title,
keywords. Metadata values are based on the number of times each term appeared
in the paper abstract.

Term Distribution
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tion workload performance
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6.2 System Performance

We use the annotation workload to evaluate system performance. The objective
is to determine the performance of the two main Microsearch components: index-
ing the data sent by a user, and replying a user query. Time is the main metric
used. In addition, for every evaluation, we present both the actual measured
performance, and the predicted performance derived from our theoretical model
introduced earlier. The closer the predicted results match the actual results, the
more accurate our theoretical model is.

To prepare, we first generate a set of queries by randomly choosing terms
from the 2059 harvested annotations. We then divided the set of queries into
four groups, with the first group containing queries with one search term, the
second group with queries containing two search terms and so on. Each group
has a total of 100 queries. We limit the number of search terms to at most four
terms, since studies conducted on mobile search conclude that most searches
consists of between 2 and 3 terms [SI3II7].

We then inserted the 622 metadata files with a total of 2059 metadata terms
into Microsearch. This is equivalent to inserting 622 short messages into the
mote. Fig. @ shows the time taken to insert all the terms into Microsearch.
We see uploading information is faster given a smaller inverted index. This is
consistent with the intuition given in the prior section.
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Fig. 5. Predicted and actual query response time. Response time measured in seconds.
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search system processing

In Fig[Bl we show the time taken for Microsearch to satisfy a user’s query. As
discussed in the theoretical model, we see that a larger inverted index processes
queries faster than a smaller inverted index. The predicted query response time
is also very close to the measured time. Overall, Microsearch is able to satisfy
a user’s query in less than two seconds, which we believe is a reasonable time.
Fig [0l shows the actual overhead of Microsearch minus the time taken to read
from flash memory. We see that the additional time taken to rank the query
answers is less than 0.5 seconds.

6.3 Search Accuracy

Shah and Croft [25] suggested using metrics from question answering (QA) re-
search [27] to evaluate search algorithms for bandwidth or power constrained
devices. QA is a branch of information retrieval that returns answers instead of
relevant documents in response to a query. In QA research, the goal is to return
a single or a very small group of answers in response to a query, not all relevant
documents. The main evaluation in QA is the mean reciprocal rank (MRR).
MRR is the calculated as

1

MRR = .
rank of first correct response

The first correct response is the top ranked document in the model answer.
For example, consider the model answer to a query be the ranked list (A, B, C)
and the IR system returns the list of (C, B, A). The first correct answer should
be A and the returned answer is 2 spots off. The MRR for this question is thus
% = 0.33. We evaluate the performance of our search system by modifying the
guidelines for QA track at TREQ-10 [5]. We consider only the top 3 answers
in calculating MRR. If the model answer does not appear within the top three
ranks, it has a score of 0.

We use the doc workload to evaluate the accuracy of Microsearch. We first
determine a set of queries based on the 21 publications, and their corresponding
answers by hand. These questions are divided into three groups, LastName,



Microsearch: When Search Engines Meet Small Devices 107

Title and KeyTerms. The queries for the first two categories are terms from
the last names and paper titles of the conference proceedings. The queries for
the last category are a mixture of terms from last names, titles and abstract
keywords.

Our evaluation does not consider deliberately vague queries since it is difficult
to objectively quantify what the answer should be. Instead, we generated queries
which contain terms that are found in multiple documents, but these queries have
a clear answer. An example of a query is “underwater sensor storage”. There is
only one paper containing the term “underwater”, and three papers containing
the term “storage”. Almost all papers contained the word “sensor”. The correct
answer is should be the only paper on underwater sensors. However, two other
papers contain more occurrences of the term “storage”. A good search system
will be able to rank the most likely result ahead of a less likely one.

Fig. [ shows the results of our search system for the three categories. For
each category, we plot the MRR for the different categories over the average
of 21 questions. From the figure, our system returns a MRR of 0.95 for both
LastName and KeyTerms. The MRR for T'itle is lower at 0.83, because some
of the paper titles contained very common words like “Packet Combining In
Sensor Networks”. In all cases, we see that on average Microsearch will return
the correct answer when the user specifies k = 3.

6.4 Alternative Design

An alternative system design is to not use an inverted index at all. The incoming
metadata is buffered and flushed to flash when there are enough entries to make
up a full metadata page. Each metadata page will contain a pointer to the previ-
ous metadata page in flash. A single entry kept in memory remembers the latest
metadata page’s location in flash. When querying, Microsearch accesses every
metadata page in flash before replying since every metadata page could contain
a payload matching the query terms. The intuition is that such a scheme will
have a better indexing performance at the expense of worse query performance.

To evaluate, we used a 1 K B memory limit. The alternative design will allocate
all as much space as possible to the buffer cache, and have just one main index
entry. Microsearch uses a balanced approach, using an inverted index size of
76B, and a buffer cache of 944B. The alternative system takes an average of
6.5 ms to index the metadata in one file compared to the 20 ms for our scheme.
Fig. B shows the difference in query response time for different number of query
terms. Next, we compare the energy consumption between our scheme and the
alternative scheme. Since both schemes have to do the same amount of writing for
the payload data given the same document set, our comparison only measures
the energy consumption of metadata input and query. Let P, and P, be the
energy consumption for writing and reading one page data in flash memory
respectively. Given the input insertion frequency f, and user query frequency
fq, the energy consumption is determined by the amount of metadata writing
during the input insertion period and the amount of metadata reading during
the query period. For the simplicity, we ignore the energy consumption of CPU
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processing because that part is much smaller compared with the flash memory
read and write operations. On a per unit time basis, the energy consumption of
our scheme can be expressed as Fy = f,, - W; - (Py + Py) + fq - Rq - Pr, where
W; is the number of pages written for the metadata in the worst case (when m
terms are mapped to m different index entries), and R, is the number of page
read operations required for the query. From Section 5, we have W; = 55— o and

2Dmt
R — "E-H

Slmllarly, the energy consumed by the alternative scheme can be expressed as
= fu- W} (Py+P,)+ fg- Rl P,, where W/ = %, and R}, = 22t With the
sybtem parameters fixed at D =622,m = 3,F = 31 and H = 32, we estimate
the energy consumption for both schemes based on TelosB flash memory read
and write energy performance presented in [21] (i.e., P, = 0.127 x 256 = 32.5u.J,
P, = 0.056 x 256 = 14.3u.J). To compare our scheme with the alternative, we
find the ratio of gl Values less than 1 favor our solution while values larger than
1 favor the alternative. To simplify the rebultb we divide both F; and E» by fq,
which does not affect the ratio. As a result, =t L becomes a function of {;* We plot
the energy ratio graph with 2, 3 and 4 query terms respectively. The estimation
results are found in Fig.[@ The figure shows that for an average of 2 query terms,
the alternative performs better when there are about 140 document insertions
to a single query. For an average of 3 and 4 query terms, the alternative scheme
performs better only when there are 200 and 260 document insertions to a single
query. This suggests that the alternative scheme should be used only when the
mote is used to store data and rarely if ever queried.

7 Conclusion and Future Work

In this paper, we present a search system for small devices. Our architecture
can index an arbitrary number of textual metatdata efficiently. A space saving
algorithm is used in conjunction with IR scoring to return the top-k answers to
the user. Our experimental results show that Microsearch is able to resolve a
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user query of up to four terms in less than two seconds, and provide a high level
of accuracy.

In future work we aim to implement security measures such as access con-
trol and data encryption into Microsearch and evaluate their performance. We
also plan to incorporate Microsearch into our physical world search engine,
Snoogle [28], for further evaluation.
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Abstract. Gathering and analyzing location data is an important part
of many ubiquitous computing applications. The most common way to
represent location information is to use numerical coordinates, e.g., lat-
itudes and longitudes. A problem with this approach is that numerical
coordinates are usually meaningless to a user and they contrast with the
way humans refer to locations in daily communication. Instead of using
coordinates, humans tend to use descriptive statements about their lo-
cation; for example, ”I'm home” or "I'm at Starbucks.” Locations, to
which a user can attach meaningful and descriptive semantics, are of-
ten called places. In this paper we focus on the automatic extraction of
places from discontinuous GPS measurements. We describe and evaluate
a non-parametric Bayesian approach for identifying places from this kind
of data. The main novelty of our approach is that the algorithm is fully
automated and does not require any parameter tuning. Another novel
aspect of our algorithm is that it can accurately identify places without
temporal information. We evaluate our approach using data that has
been gathered from different users and different geographic areas. The
traces that we use exhibit different characteristics and contain data from
daily life as well as from traveling abroad. We also compare our algo-
rithm against the popular k-means algorithm. The results indicate that
our method can accurately identify meaningful places from a variety of
location traces and that the algorithm is robust against noise.

1 Introduction

The location of a user plays an important role in many ubiquitous comput-
ing applications. The most common way to represent location information is to
use numerical coordinates such as latitudes and longitudes. The main problems
with this approach are that the raw location measurements are difficult to use
in location-aware applications [I] and that the measurements are seldom mean-
ingful to a user [2]. For example, we do not refer to our home or workplace as
a pair of GPS coordinates. A more appropriate way to utilize location informa-
tion is to use the notion of place. A widely used definition for a place is given
by Relph, who defines it as a combination of the physical setting, the activities
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supported by the place, and the meanings attributed to the place [3]. In this
paper, we consider a place as a location to which a user can attach meaningful
and descriptive semantics. Thus we focus only on the physical setting and the
meanings attributed to a place; see [4] for other definitions of a place.

In this paper we focus on the task of automatically extracting places from
discontinuous GPS traces. We consider two kinds of discontinuous traces: traces
that have been gathered by sampling the GPS periodically (once every minute)
and traces that have been gathered by sampling the GPS whenever the GSM
cell identifier changes. Our methodology can be applied also with other kinds
of discontinuous GPS traces (e.g, periodically sampled localization traces). As
our main contribution we introduce a statistical model for extracting places
from this kind of data. The model is based on the non-parametric Bayesian
frameworkEl, more precisely, Dirichlet process mixture models [5J6]. We model
data points using multivariate Normal distributions and thus our model can also
be understood as an infinite Gaussian mixture model [7]. The main novelty of
our approach is that the algorithm is fully automated and does not require any
parameter tuning. Another novel aspect of our algorithm is that it can accurately
identify places without considering temporal information.

We evaluate our place extraction algorithm using two data sets. The data
sets that we use exhibit rather different characteristics: the first data set contains
location traces from daily life situations and the second data set contains location
traces gathered during a business trip. We also compare the Dirichlet process
clustering algorithm against the popular k-means algorithm. Our results indicate
that the Dirichlet process model is a good candidate for extracting places as, in
both cases, the algorithm produces accurate and compact results. In addition,
the Dirichlet process model is robust against noise in the location measurements.

The rest of the paper is organized as follows: Sec. ] gives background in-
formation on why certain locations are meaningful. Sec. [ introduces related
work on place extraction. Sec. @l introduces our problem setting and presents the
statistical model. Sec. [l presents our experiments. Sec. [f] concludes the paper.

2 Background: Why Some Places Are Meaningful?

There are various explanations to why some places would be meaningful in
the first place. For example, environmental psychology [§] examines how people
structure their daily activities around common places such as GROCERY STORE,
HOME and WORK. Accordingly, this view suggests that meaningful locations cor-
respond to locations around which users relate specific activities. This view has
been applied in pervasive computing by Zhou et al. [9].

A complementary view can be given using social identity theory [I0]. Social
identity theory studies the relationships between the individual and the soci-
ety, and, more specifically, how an individual’s self conceptions relate to the

! The term non-parametric Bayesian is somewhat confusing as the models actually
contain an infinite number of parameters. In this paper we use the term ’'non-
parametric’ to follow its common usage found in the literature; see, e.g., [5].
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expectations and norms imposed by the society. Nurmi and Koolwaaij [I1] have
used social identity theory to argue that some places are meaningful because
they act as boundaries between different roles and social categories. For exam-
ple, WORK is related to being an employee whereas HOME is strongly related to
social categories specific to private life. This view is complementary to the en-
vironmental psychology view in the sense that it attempts to explain why the
structuring takes place.

The places that act as boundaries between different social categories are not
the only meaningful places. Consider for example the sentence “let’s meet at the
same place where we met yesterday”. This sentence refers to a location that is
meaningful in a specific social context. The data in our setting does not carry
sufficient information about the social situation of a user, and for this reason we
ignore this kind of places in this paper.

Also various public places can be meaningful, simply because they serve as
easily recognizable navigation cues. Zhou et al. [I2] conducted a user study that
identified five different place categories: generic, well-known public, specific pub-
lic, personal and activity-based. Of these categories, we focus on the generic
(airport, gas store), personal (home, workplace) and activity-based (hobby re-
lated) places, as they separate different social categories and activities.

3 Related Work

The main research directions in the analysis of location data are localization and
place extraction. In localization, the goal is to determine the user’s location as
accurately as possible using whatever location information is available. The most
common technique for localization is fingerprinting; see, e.g., [I3I14]. The second
category, place extraction, attempts to find spatial areas that are somehow im-
portant to the user. Localization complements place extraction in the sense that
it can be used to gather accurate location traces that place detection algorithms
can use. In this paper we focus exclusively on place extraction.

Approaches for extracting places from location data can be categorized based
on the source of location information. The most common approach has been to
use continuously gathered GPS traces. The algorithms for GPS traces are typ-
ically based on distance and time-related heuristics. For example, Marmasse et
al. [15] use signal loss and distance between successive measurements to identify
buildings. Meaningful places are then obtained based on the frequency of visits
to the specific buildings. Ashbrook and Starner [2] use a cut-off parameter to
determine whether a user stays long enough within an area that has a predefined
radius. If the duration of the stay exceeds the value of the cut-off parameter,
the location is identified as a place. Toyama et al. [16] present a variation of this
work that employs multiple radius parameters to detect meaningful locations at
different granularities. Zhou et al. [I7] use a modified DBScan algorithm and
temporal preprocessing to extract places. The temporal preprocessing ensures
that the places are really visited frequently enough and the modification to the
DBScan algorithm is needed to cope with signal errors. Other approaches for

GPS data are presented, e.g., in [I8T92002T].
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The main problem with the GPS-based approaches is that GPS signal is not
available indoors. In addition, tall buildings can reflect signals and cause signal
loss or weak measurements in metropolitan areas. Nevertheless, GPS information
is easily available and it requires minimal infrastructure investments. The main
problem with place detection algorithms that use GPS traces is that they usually
have tunable parameters or cut-off values. The algorithms can easily become
sensitive to fluctuations in GPS signals and may require parameter tuning for
different GPS receivers and environments; see also [22].

In bounded areas, such as office buildings, campuses, research laboratories or
even individual cities, information about the physical location of radio beacons
can be used to derive estimated location traces (e.g., [I3U14]), from which places
can be extracted. For example, Kang et al. [23] first use a customized spatial
clustering algorithm to detect clusters from the data. The clusters act as can-
didate places and they are labeled as a place when the user stays long enough
within the cluster. The BeaconPrint algorithm of Hightower et al. uses similari-
ties in fingerprints of the radio environment to detect places [24]. An advantage
of these techniques is that they work both indoors and outdoors. However, a
disadvantage of these approaches is that detailed fingerprint information is not
available on many mobile phone:-E and custom hardware is often needed to ob-
tain the required information. Nevertheless, our algorithm can be also used for
location traces derived via fingerprinting techniques.

Aipperspach et al. [22] have used a commercial positioning system to obtain
high precision indoor location traces. These traces were then used to extract
places within a home. The algorithm that they use is based on Gaussian mixture
models, which are a simplified version of the model we use. The main problem
with this approach is that obtaining high precision location traces requires costly
infrastructure investments, which limits the usefulness of this approach.

Also some work on extracting places from GSM identifiers has been suggested
[25126]. Since the size of GSM cells can be rather large, places extracted from
GSM data are necessarily only crude estimates of the true meaningful places.
Nevertheless, the major advantage of GSM cell based clustering is that it does
not require any additional hardware and that the clustering can be performed on
the device without need to ever connect to a server. This option is thus optimal
from a privacy perspective.

It is also possible to combine the advantages of the GPS approach with GSM
identifier based clustering. Nurmi and Koolwaaij [I1] use data consisting of GSM
transitions and GPS coordinates at the transition point. This approach is more
accurate than the GSM identifier based approach, and requires fewer resources
from the device as GPS data is read only when a cell transition occurs. The
main disadvantage of this approach is that the system is not able to get accu-
rate location information when the user is indoors. Furthermore, since data is
collected only at the transition points, this can cause bias to the results.

2 For example, Nokia phones provide only information about the GSM cell tower to
which the phone is currently connected. Accurate fingerprinting, on the other hand,
requires information about several GSM towers.
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The work presented in this paper offers three advantages over existing work.
First of all, our approach is fully automated in the sense that it does not depend
on any tunable parameters; most earlier methods require at least specifying
the number of clusters beforehand whereas our algorithm is able to infer also
this from data. Secondly, our approach requires minimal hardware investments3.
Finally, the discontinuous nature of the GPS traces makes it possible to gather
data for longer periods before the user needs to recharge the device. In practice
we have been able to gather data for more than one day without recharging the
mobile device.

4 Setting, Statistical Model and Algorithm

This section describes the statistical model and the algorithm that is used to
cluster data points. The notation that is used in the paper is summarized in

Table [II

Table 1. A summary of the notation used in the paper

Symbol| Description
Yi Individual data point
y The vector (y1,...,yn) of data points
ci Cluster indicator for data point i
c Vector (c1,...,cx) of cluster indicators
C_; The vector (61,...,Ci_1,67;+1,...,cn)
k The number of clusters
n Number of data points
m Sample mean
Y, Mean of data points associated with cluster j
X Sample precision
L The mean vector of cluster j
S; The precision matrix of cluster j
nj Number of data points in cluster j
n—i; |Number of data points in cluster j excluding point ¢
A Mean vector for the prior on cluster means p;
R Precision matrix for the prior on cluster means p;
I6] Degrees of freedom for the prior on cluster precision matrices S;
W |Inverse scaling matrix for the prior on cluster precision matrices S;
«@ Concentration parameter of the Dirichlet process prior
10} Auxiliary variable that is used for sampling «
my  |Mixture weight for the distribution used to sample o
Model

The data in our setting consists of (Latitude, longitude) pairs that mark the
transition point between two GSM cells. We use y = (y1,...,yn) to denote the

3 Mobile phone with an integrated GPS or a phone and a Bluetooth GPS device.
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data. Each data point y; is assumed to belong to a single cluster. Intuitively,
this assumption implies that the user cannot be simultaneously at HOME and at
WORK. We assume that the number of clusters is finite but unknown beforehand.
The variable k is used to denote the number of clusters, and ¢; is used to denote
the cluster indicator that specifies to which cluster data point y; is currently
assigned. We use ¢ = (¢q,...,¢,) to denote the vector of cluster indicators over
all data points.

The data in each cluster is assumed to follow a multivariate Normal distribu-
tion with mean p; and precisiorﬂ matrix S;. We assume that both p; and 5
are unknown. The distribution of a single data point y; is thus given by

yilei = jo 1, Sj NN(M,Sfl)- (1)

Since the cluster parameters p; and S; are unknown, we need to assign priors
for them. The selection of the priors is important as they influence how likely it
is that the clustering algorithm creates a new cluster component. In our case we
use conjugate priors because they offer a good balance between computational
simplicity and clustering performance. The conjugate prior for the multivariate
Normal distribution, when both the mean and the precision matrix are unknown,
is to assign a Normal distribution on the mean vector and a Wishart distribution
on the precision matrix (see, e.g., [27]). Accordingly, we have

pj~N (AR (2)

S; ~ Wi (2@ %W1> , (3)

where A, 8, R and W are hyperparameters. Following Rasmussen [7], we use a
hierarchical model and assign priors to all hyperparameters. If we want clusters
that are on average of specific size, we can fix the values of § and W beforehand.
This can be done, for example, by assigning W to be the sample covariance and
setting (3 so that the product SW ! corresponds to the desired coverageﬁ.

Let 7 denote the sample mean and X' the sample precision. We assign A\ a
Normal distribution whose mean equals the sample mean and whose covariance
matrix corresponds to the sample covariance, i.e.,

A~ N (7,271 (4)

The distribution of A has full support over the set of data points. This implies
that samples from the prior on cluster means f; also have full support over the
data points. The prior also implies that values of u; that are near the sample
mean are most likely. A potential problem with this prior is that it puts more
weight on the center (sample mean) of the data points, but this does not neces-
sarily correspond to a place. For example, in large cities people often commute

4 T.e., Inverse covariance.
5 The product SW ! corresponds to the expectation of the Wishart distribution on
the cluster precision matrices.
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for a long period of time to get to work. In this case, the sample mean corre-
sponds to the midpoint of the travel route and samples from the prior on cluster
means rarely fall near the actual clusters (home or work). Thus, the algorithm
can take longer time to convergence. An alternative is to assign A a uniform
distribution over the set of data points.

The matrix R specifies the precision matrix for the cluster means. Intuitively,
we would want the expectation of the distribution on R to correspond to the
sample precision X' as in this case the values for ;; are on average drawn from
a distribution that is specified by the sufficient statistics of the data. We also
have to ensure that the resulting Wishart distribution is well definedd. This can
be achieved by assigning the following distribution on R:

R~VW<Z%Z>. (5)

The hyperparameters for the prior on precision matrices are more compli-
cated. We start from the variable (3, which defines the degrees of freedom for
the Wishart distribution on S;. We do not want to limit the size of clusters
beforehand and hence we need to assign a vague prior on 3. However, we also
need to ensure that the Wishart distribution over S; remains well defined. These
two goals can be achieved by assigning (§ a flat, continuous distribution over the
interval [1,00). In order to achieve this, we consider the variable (3 — 1)~! and
assign a Gamma prior for it:

(ﬁ—1)1~g<%ﬂ>. ()

Samples for § — 1 follow a flat inverse-Gamma distribution and they are within
the interval (0, 00). Thus the distribution of 5 is as desired.

For the hyperparameter W, i.e., the inverse scale matrix of the prior on Sj,
we assign the following Wishart prior:

WﬂvMM(Z%E;v. (7)

The expectation of W equals the sample covariance and, since the expectation
of Sj equals AW !, samples from S; are on average scaled variants of the sample
precision matrix.

Our model specification is lacking a prior for the cluster indicators ¢;. We can
consider our model as a limiting case of a mixture model where the number of
components goes to infinity, and the mixing proportions have been integrated
out. Following Neal [28], the prior distribution of ¢; can be written in the fol-
lowing form:

ci = jle—; L
@ = Jle n—1+a«
o
i i~ — (Vged{l,...,k}). 8
ci #qle 1. (e { )y (8)

5 A Wishart distribution Wi(b, W) is well defined whenever the p x p matrix W is
positive definite and b > p holds for the degrees of freedom parameter b.
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Here n_;; denotes the number of data points that belong to cluster j when
the data point 7 is ignored. The variable « is the concentration parameter of the
Dirichlet process prior that, together with the priors on p; and S;, governs the
rate at which new clusters are created and c_; is a vector that contains all other
cluster indicators except ¢;, i.€., €_; = (C1,...,Ci—1,Cit1,.-,Cn).

The support of the prior on ¢; is the countably infinite set {1,2,...,k,...}
where k£ denotes the number of clusters that have currently data points associated
with them. For each of the represented clusters j € {1,...,k}, the prior assigns
a probability mass of n_; ;/(n — 1 + «). A probability mass of a/(n — 1 + «)
is assigned for all of the unrepresented clusters combined. Thus, although the
number of clusters is potentially infinite, only some of them are represented at a
given time and we do not need to make a distinction between the clusters that
are unrepresented.

To finalize our model specification, we need to assign a prior on the concen-
tration parameter a. Again, we assign a vague inverse-Gamma prior so that

0t~ g @2) . )

This prior results in a flat distribution that has support over (0, 00).

Algorithm

In order to utilize the model, we need to be able to compute summaries for the
parameters from the posterior distribution of the parameters given the data. A
standard way to achieve this in a Bayesian framework is to use Markov chain
Monte Carlo (MCMC) techniques. In our case we use Gibbs sampling (see [728]),
which is a MCMC algorithm that sequentially updates each parameter in turn.
The updates are sampled from a probability distribution that is conditioned
on the values of the other parameters. Thus, when sampling a new value for a
specific parameter, we keep the values of all other parameters fixed. Detailed
discussion about MCMC is out of scope of the paper and we refer to [29] for
more information.

A high-level description of the algorithm is shown in Alg. [[I and the sam-
pling distributions that are needed to perform Gibbs sampling are given in the
Appendix. To improve the speed of convergence, we sampled the values of the
cluster parameters and hyperparameters nine times as often as the cluster indi-
cators ¢;. In other words, we set the threshold value in Alg. [l to 10.

Two parameters, a and (3, cannot be sampled using traditional methods as
their conditional distributions do not correspond to any density that is known
in closed-form. In order to sample «, we used the scheme proposed by West [30].
In this scheme, the first step is to sample the value of an auxiliary variable ¢
that depends on the number of parameters and the current value of «a. After
this, the new value of « can be drawn from a distribution that corresponds to
a mixture of two Gamma distributions. The sampling formulas are given in the
Appendix and we refer to [30] for more details. Sampling § is more complicated.
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Algorithm 1. Gibbs sampler for the model

1: Input: data y

2: Initialization:

3: Compute sufficient statistics y and X

4: Create a single cluster and assign all data points to it (i.e., c = (1,...,1))
5: Draw initial values for the hyperparameters

6: Sample parameters for the first cluster using the priors

7
8

repeat
if iterations since last cluster indicator update < threshold then
9: for each active cluster component ¢ do
10: Sample new value for p. and S.
11: end for
12: Sample hyperparameters A\, R, W
13: Sample 3 using Adaptive Rejection Sampling
14: Sample auxiliary variable ¢ from a Beta distribution
15: Compute mixture weight 74
16: Sample o' from a mixture of two Gamma distributions using ¢, k and my
17:  else
18: for each data point y; do
19: if iterations > burnout period then
20: Store current values
21: end if
22: Construct the sampling probabilities for the represented clusters given y;
23: Create a Monte Carlo estimate for the probability of the unrepresented
classes
24: Sample new value for ¢; using the constructed probabilities
25: end for
26:  end if

27: until convergence

Rasmussen [7] observed that the distribution of log 3 is log-concave, which makes
it possible to use adaptive rejection sampling [31] for sampling new values of (3.
The formulas required to perform adaptive rejection sampling are also given in
the Appendix.

Performance

The performance of the Dirichlet process algorithm depends, among other things,
on the number of points and on the spatial distribution of data. When the
data is relatively evenly distributed, the cluster indicators mix properly and
the algorithm converges rapidly. However, when the data is spread out, i.e., it
has long and narrow commuting traces (for example, the Innsbruck dataset in
Sec. B), the mixing is much slower. In general, for a given number of clusters,
the cluster parameters converge in few hundred (100 - 500) iterations, but the
cluster indicators may require several thousands, or even hundreds of thousands,
of iterations to converge. The development of inference algorithms for Dirichlet
process models is currently an active research area and many improvements have
been recently suggested in the literature [32/33].
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5 Experiments

5.1 Datasets

We have evaluated our approach using two different datasets. The first dataset
has been collected in the city of Enschede, (the Netherlands) and the second
dataset has been collected in Innsbruck (Austria). In the following we briefly
describe these two datasets. The datasets are shown in Fig. [l

Enschede. The first dataset that we consider has been gathered by a single user
in the city of Enschede. The test subject lives in the city and the measure-
ments have been gathered over a period of one year. Hence, this dataset is a
good representative of location traces collected from daily life situations. The
data collection was based on voluntary participation. The data was collected
using a Nokia 6680 mobile phone and an external Bluetooth GPS receiver
(Emtac S3 BTGPS). The GPS measurements were collected whenever the
GSM base station to which the device is connected changed. In total, the
data set contained over 19000 location measurements. However, most of the
measurements were duplicates and there were only 700 distinct GPS mea-
surements. Most of the duplicates correspond to indoor measurements as
commonly used GPS devices return the last known GPS measurement when
they lose the signal. Moreover, as the data collection was voluntary, the user
mainly collected data during working hours.

Innsbruck. The second dataset that we consider has been collected in Inns-
bruck during Ubicomp 2007. The data has been collected by a single user

Fig. 1. A visualization of the datasets that we use in our experiments. The figure on the
left-hand side shows the preprocessed Enschede dataset and figure on the right-hand
side shows the preprocessed Innsbruck data.
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using a Nokia N95 mobile phone and a Holux GPSlim 236B Bluetooth GPS
receiver. The dataset contains 530 unique measurements. The measurements
were collected by sampling the GPS receiver once every minute. The mea-
surements contain both work and tourism related location traces. Hence the
setting in the Innsbruck dataset nicely complements the Enschede dataset.

5.2 Experimental Setting and Evaluation Metrics

Before running our algorithm on the location traces, we performed a sanity check
that removed unrealistic observations. GPS receivers occasionally give measure-
ments that are suddenly off by several hundreds of kilometers; though, our ex-
perience suggests this is extremely rare and occurs mainly on cold starts. Never-
theless, the sanity check ensures that when this event occurs, the faulty data is
ignored. As another preprocessing step, we removed all duplicate measurements.
While it might seem that we lose information by dropping data, the removal of
duplicates does not affect the clustering accuracy of the Dirichlet process algo-
rithm. This is because, when the number of points is small, the spatial distribu-
tion of points, i.e., how close neighboring points are to each other, dominates the
clustering. In frequently visited regions the spatial distribution is typically com-
pact whereas when the user is commuting the distribution is more spread out.
After removing the duplicates, we ran the Dirichlet process algorithm on the
data. For both data sets we ran around 225 000 iterations. From the results,
we computed summaries of the mean and precision matrices for the clusters.
We also performed post-processing on the results. In the post-processing phase
we pruned out clusters that had large variance. From the results we observed
a clear threshold as a fraction of the clusters had a relatively small variance
whereas the remaining clusters tended to have a larger variance. To select the
best cutoff threshold, we used agglomerative clustering on the cluster variances;
see Fig. This gave us thresholds that were around 1.0 x 107°. Note that

Dendrogram for Enschede Dendrogram for Innsbruck
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Fig. 2. Dendrograms for cluster variances in the Enschede and Innsbruck datasets
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we are considering coordinate units, and this threshold value corresponds to
approximately 100 meters. We also removed clusters whose relative frequency
(i.e., nj/n) was smaller than 3% as these clusters are unlikely to correspond to
meaningful places.

After the post-processing, we visualized the clusters using Google Earth. For
visualization we use the 95% error ellipses, which correspond to the 95% confi-
dence region around the mean of a cluster. We showed the resulting clusters to
the user whose data was used. We asked the user to label the clusters and to
assess the quality of clustering. Although the evaluation procedure we use is non-
standard for evaluating machine learning algorithms, it provides an intuitive way
for evaluating the accuracy of the extracted places. A similar evaluation proce-
dure has also been used in human computer interaction research [9]. To provide
a comparison against other techniques, we also repeated the same experiments
using the k-means algorithm. When we ran the k-means algorithm, we used the
same number of clusters that our algorithm was able to identify from the data
and we also performed the same pre- and post-processing steps. The results of
our experiments are discussed in the next section.

5.3 Results

Enschede. The results for the Enschede dataset are shown in Fig. Bl The al-
gorithm discovered 16 clusters, of which 4 were considered meaningful after
post-processing. The size of the clusters varied from three data points to 282
data points. Although we considered only GSM transition points, the algo-
rithm was able to identify the home and office clusters exactly. In addition to
home and work, the algorithm was able to identify a park area. The fourth
cluster corresponded to regions around work. Hence, the algorithm was able
to detect two partially overlapping work clusters. The k-means algorithm,
on the other hand, outputted 6 clusters, most of which were relatively large

Fig. 3. Results for the Enschede dataset. The figure on the left-hand side shows the
results of the Dirichlet process clustering and the results on the right hand side show
the results of the k-means algorithm.
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Fig. 4. Results for the Innsbruck dataset

Fig. 5. Altitude plot for Innsbruck data. The darker the color, the higher the altitude.

and meaningless. One of the clusters corresponds to work and one corre-
sponds to home, but both cover a much larger region than the Dirichlet
clustering. Since the data collection was based on voluntary participation,
the original data consisted mainly of commuting traces and measurements
from home and office. However, the results suggest that the Dirichlet clus-
tering is much better in handling noise caused by the irregular sampling of
GPS measurements.

Innsbruck. The results for the Innsbruck dataset are shown in Fig. @l Initially,
the algorithm was able to detect 14 clusters. The size of the clusters ranged
from 7 data points to 195 data points. After the post-processing step we
were left with 5 clusters, all of which were meaningful. One of the clusters
corresponded to the hotel where the user was staying during the conference.
From the downtown area the algorithm was able to detect two other clus-
ters that were centered around locations where the person had eaten. The
remaining places corresponded to locations on top of a mountain (2 places,
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one corresponds to the location of the Ubicomp banquet). The data did not
contain the conference venue, because the person did not gather data during
the conference sessions. Again, the results of the Dirichlet process cluster-
ing are much more compact than the results of k-means, which identified
7 places from the data (after post-processing). Moreover, the results of the
Dirichlet process clustering have a rather clear pruning threshold, whereas
the results of the K-means do not.

From the results of Dirichlet process clustering we observe that there are
two clusters (Banquet and Hafelkar) that are not as compact and accurate
as the other clusters. Both places are on top of mountains (see the altitude
plot in Fig. (), which indicates that changes in altitude cause some problems
for the clustering. Though, the Dirichlet clustering suffers less than k-means.
Considering how to reliably take into account also altitude information in
the clustering is part of our future work.

6 Conclusions and Future Work

In this paper we have introduced a statistical approach for extracting places
from discontinuous location traces. Contrary to most of previous research, our
algorithm does not have any tunable parameters. We demonstrated the accu-
racy and robustness of the algorithm using two real world datasets that exhibit
rather different characteristics. Our results suggest that Dirichlet processes are
a powerful tool for spatial analysis of location measurements and that they can
be used to automatically detect locations that are meaningful to users.

In terms of future work, we are currently extending the model to take alti-
tude information into account. In addition, we are constantly collecting more
location measurements and we are also planning to compare the algorithm more
extensively against other methods suggested in the literature. However, instead
of focusing on multiple persons in the same city, we are focusing on comparing
the algorithms in cities with different spatial characteristics. Finally, we plan to
speed up the converge of the algorithm by considering an improved inference
algorithm.
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Appendix: Formulas for the Gibbs Sampler
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Here Z~! is a normalizing constant, 7, = (k—0.5)/(2n—nlog¢+k—0.5) and
¢* represents a new cluster component. The variable ¢ is an auxiliary variable,
which is used for sampling the value of «; see [30] for details and derivation.

The conditional distribution p(8|S1, . . ., Sk, W) is not of standard form and we
sample instead values for log § using adaptive rejection sampling. The formulas
for adaptive rejection sampling are:
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Here ¥ is the digamma function, i.e., the logarithmic derivative of the Gamma
function.
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Abstract. We present an integrated platform comprising a set of authoring and
management tools for mobile location-aware information systems. The devel-
opment of the platform was targeted in supporting large-scale systems with very
crowded use sessions, at the scale of hundreds of simultaneous visitors, address-
ing information delivery for exhibits with proximity down to a couple / few me-
ters. The key platform features are: (i) spatial content editing with mixed-mode
administration, either mobile (on-site with a PDA) or non-mobile (off-site, us-
ing a PC); (ii) system-initiated location-triggered information delivery com-
bined with free user-initiated data exploration; (iii) applicable both indoors and
outdoors; (iv) very efficient device renting processes through barcode readers;
and (v) multiple location sensing technologies, prioritized according to preci-
sion trust (includes WLAN, GPS, and infrared beacons). Currently, the platform
is being installed at the fifteen main museums and archeological sites of Greece
(including Acropolis, Olympia, Delphi, Knossos and Mycenae), encompassing
a total of five thousands mobile devices (see acknowledgements).

1 Introduction

Mobile location-aware information systems are capable to deliver position-dependent
information over a portable device for users that are primarily on the move. In our
work we consider multiple sources for user-location information, including explicit
positioning as coordinates in a 2D place (e.g. X, Y and optionally a DIR vector) or
implicit positioning as the result of interpretation data coming from sensory modules.
The latter is managed by various technologies like special tags (e.g. infrared or radio),
sonar methods and computer vision. The former is possible mainly via GPS, for out-
door environments, and WLAN positioning engines, relying on signal fingerprints, for
both indoor and outdoor setups. We adopted the dual use of explicit and implicit posi-
tioning, while supporting the statically-prioritized (i.e. invariant during runtime) use
of location sensing technologies based on the known precision of the generated loca-
tion data. The reported system is currently being installed at the fifteen major muse-
ums and archeological sites of Greece (see acknowledgements), encompassing a total
of five thousand mobile devices (PDASs).

1.1 Contributions

The key technical contributions of the reported work, concerning the support for con-
tent administration, user navigation, and runtime management of user sessions, are
listed below:

J. Indulska et al. (Eds.): Pervasive 2008, LNCS 5013, pp. 128 2008.
© Springer-Verlag Berlin Heidelberg 2008
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[J Spatial location-oriented data editing with a direct-manipulation editor, offering
mixed-mode administration: (a) mobile, on-site, mainly to administer location
data; and (b) non-mobile, off-site, mainly to administer typical semantic content.

[J System-initiated location-triggered information delivery combined with user-
initiated on-demand content exploration.

[J Unified infrastructure applicable both to indoor and outdoor setups.

[J Very efficient and intuitive device renting facilities through barcode readers.

[J Multi-channel statically-prioritized location sensing, currently implemented to
deploy WLAN positioning, GPS, and infrared beacons.

Mobile Navigation System Central Content Management System

Map Viewer > DB Sync DB Sync Data and User
(mobile) Client q Server Management Ul
x v v 1
Visitor DB access DB access Map Viewer
Navigation Ul layer (mobile) layer (server) (server)
Location Multimedia Multimedia Navigation
i Sensmgl:h_em Mobile DB Master DB Statistics Ul

PDA Renting, Boundary Alerts, and

Realtime Visitor Monitoring System

Virtual Position Client API
DB access Visitor Monitor |
Mobile Administration layer (server) and Control Ul
Map Viewer DB access | |i Location ‘L
(mobile) layer (mobile) Sensing for All e
server
£ |_PDAs
Location Location . -
P f - _.\| Device Renting, Boundary Alerts, and
Editing Ul L Sensing Client > Virtual Position Server API <
APls
Device Management System Renting Management System
Barcode " Device N Renting
Reader Layer Management Ul 7| P, ’M;C Address, Management Ul
arcode)
L
Barcode Device Renting |
Reader Layer Client API

Fig. 1. Overall platform architecture

1.2 Architecture

The overall system architecture is provided under Fig. 1 at two levels of decomposi-
tion detail: (i) primary applications and tools (shaded rectangles); and (ii) their respec-
tive key constituent components (white rectangles and buckets). Solid arrows indicate
intra-process method invocations (e.g. deployment of Map Viewer component), while
dashed arrows denote inter-process RPCs (e.g. DB Access Layer). Also, with under-
lined labels we mark different versions of a component, such as: mobile / server DB
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Access Layer, mobile / server Map Viewer, client / server API categories, and mobile
/ master DBs. Some other important sub-systems, not to be elaborated in this paper,
are also incorporated in the architectural diagram of Fig. 1:

[J On-demand synchronization of the master DB to the mobile DB on the PDAs (i.e.
DB Sync Client / Server). While one expects this facility to be offered by the
DBMS, we had to implement it from scratch as the mobile edition of the MS SQL
Server restricts the size of the mobile DB to at most 100 MB.

[J Recording data for navigation sessions (e.g. time spent at an information item,
information items reviewed, elapsed time of use, etc.) supporting various queries
(e.g. most popular information item in a selected period, total time of use for all
visitors, average exploration time for visitors, information items with simultaneous
visitors up to a threshold, etc). The latter concern the Navigation Statistics Ul

[J Security policy relying on the definition (during content administration) of the
legal navigation boundaries over area maps, out of which specific alert procedures
are triggered (e.g. PDA locking with message to the user, explicit alert pop-ups on
the monitoring console, visitor identification from the PDA and notification from
the museum audio system, etc.). The latter concern the Visitor Monitoring System.

[

<= < <= Points —

Areas
Maps
Map 4 Area j; Point ji;
Information Map Area jp Point j;»
plane Map ; Area j; Point j;,
Map ,, Area ik Point jimjj

Fig. 2. Split of the information plane to maps, areas and information points

Our platform relies on a generic location-sensing interface enabling sensing APIs
to be loaded dynamically (as DLLs). Our method splits the global information plane
into independent maps, where maps encompass polygonal information areas, which
enclose the actual information points, i.e. the real exhibits (see Fig. 2). In this context,
the location sensing interface allows distinct technologies to return either a point
(higher precision) within the currently active map plane, or alternatively the identifier
of a polygonal area (lower precision) that is associated to a particular physical area
(e.g. room, hall, corridor, corner, stares, etc.). Following our approach, the adopted
technologies need not be merely point-based, but alternative techniques like infrared
beacons or radio tags can be deployed as carriers of area identification information
(e.g. an infrared beacon can be programmed to simply emit the logical identifier of an
area denoting a specific room).

Effectively, when the latter is combined with typical point-based sensing tech-
nologies it helps to resolve possible ambiguities or precision problems, or overcome
other types of practical barriers. The capability to support multiple prioritized sens-
ing technologies is crucial, since, in some situations, the particular characteristics of
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the installation site, or other types of restrictions regarding possible physical inter-
ventions, may directly exclude specific technologies. For instance, in our project,
we were forbidden to put any type of equipment (i.e. no tags, no power supply)
inside archeological sites, except of the wireless network antennas perimetrically
installed. Additionally, the prioritized use of location sensing APIs reflects the dif-
fering reliability of the position outcome in different technologies.

2 Related Work

Location sensing technologies are the cornerstone of location-aware information sys-
tems. Some technologies support indoors localization through specialized, expensive
and usually inflexible hardware installations. A typical recent example is the Active
Bat system (Harle et al., 2003) relying on signal distance measurements to determine
user’s position. C-MAP (Sumi et al., 1998) was among the first exhibition-tour sys-
tems exploiting the Active Badge System for location awareness. Other systems based
on distance signal measurements are the Cricket Location Support System (Priyantha
et al., 2000), Spot-On system (Hightower et al., 2000), and EasyLiving (Krumm et al.,
2000), the latter with vision methods via motion-tracking cameras.

Recent location sensing systems rely on standard wireless networking hardware, by
measuring signal intensity and attenuation to determine a user’s location. The
RADAR system (Bahl & Padmanabhan, 2002) was amongst the first tracking systems
based on IEEE 802.1, while in (Savarese et al., 2002) an algorithm is increasing the
precision of the estimated users’ positions. A commercial system in this category is
the Ekahau Positioning Engine' (EPE) supporting laptops, PDAs and other Wi-Fi
enabled devices, accomplishing floor, room, and sometimes door-level accuracy,
while working indoors and outdoors. In our platform, we deployed EPE as one of the
point-based location sensing technologies. The official specifications of the EPE indi-
cate that it is capable to reach an average precision 1 meter, though we observed that
in real practice the average precision is around 3 meters. Besides point-based meth-
ods, technologies like passive RFID tags or active infrared beacons support prox-
imity-based localization as carriers of land-marking information. Such tags require
explicit installation and programming, while they are not very intuitive in use: (a)
infrared requires line of sight; and (b) passive radio tags that do not need power-
supply require very close proximity, sometimes virtually like physical contact or
touch as in MoVIS (Schwieren & Vossen, 2007) - the reason is that radio antennas on
PDAs are not powerful due to low-power demands enforced to enable autonomous
PDA use for a few hours. Advanced systems like PlaceLab (LaMarca et al., 2005)
support metropolitan area coarse-grained positioning (at the level of 20 meters), rely-
ing on the variety of preinstalled stationary beacons, ranging from WiFi antennas to
Bluetooth tags, roughly estimating users’ position in indoor / outdoor urban areas. A
probabilistic method to fuse results from various types of sensors for location estima-
tion, relying on particle filters, is proposed in (Hightower & Borriello, 2004); the
technique displays increased accuracy as the number of sensors is increased, while
having outcomes close to the most accurate of the sensing technologies deployed.

! http://www.ekahau.com
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In our platform, targeting for a unified solution across indoor and outdoor settings,
no single technology suffices. Our emphasis is put to enable integration of solutions
with acceptable estimations, rather than to introduce a new method for location sens-
ing. Currently, outdoor information systems lack genericity (no indoors), practicality
(satellite signal can be lost) and precision at the level of information points (coarse-
grained positioning). On the other side, most indoor navigation systems employ tag
technologies, like infrared beacons or radio tags, with known issues as previously
mentioned. The latter technologies implement context-sensing rather than position
tracking, so user monitoring and trajectory recording is minimal. Naturally, better
positioning may be gained by placing a large number of tags around; however, this is
hardly a globally acceptable option.

Employment of multiple location-sensing technologies has been originally pro-
posed in (Nord et al., 2002), encompassing virtually all sorts of location sensing
methods. They propose a resolution policy based on area intersections, however, it is
not mentioned how ambiguities are resolved (i.e. when the intersection is empty) and
they do not encompass a prioritization of technologies according to trust on localiza-
tion precision. Bluetooth is also proposed, known to suffer from severe problems:
unacceptable stalls upon device discovery (scan inquiry takes around 15 seconds),
signal traveling through walls causing ambiguous results (Savidis & Stephanidis,
2005), and significant power demands.

A high-level architecture for redundancy of adopted technologies to derive posi-
tioning information is suggested in (Pfeifer, 2005). The idea is to exploit virtually any
type of medium from which positioning information can be extrapolated. Our ap-
proach is closer to this philosophy, however, not targeted on algorithms to fuse sig-
nals for deriving better estimates (i.e. enhanced location sensing), but on ways to
make systems deploy reliable sensing technologies with known trust values with the
least implementation dependencies (i.e. enhanced software engineering).

3 Mobile Navigation System

The key novel features of our visitor’s navigator system to be discussed are: (i) priori-
tized multi-channel location sensing; (ii) combined system-initiated and user-initiated
navigation, supporting predefined tours; and (iii) smooth map zoom using 3D render-
ing with interactive control on the information detail. The deployment of a WLAN
positioning system providing continuous affine location estimations together with
RFID tags to get more precise localization is adopted in (Blache et al., 2003), al-
though in the reporting RFID integration was not yet applied. We rejected the use of
RFID tags for usability reasons: (i) in typically crowded museum rooms tags are
hardly locatable; (ii) since PDA-powered readers require touch-like proximity, a so-
cial protocol is needed in case multiple visitors intend for the same exhibit, something
that is less preferred due to the significant cultural diversity among visitors; and (iii)
they require technical equipment proximate to exhibits, which may not be allowed
(e.g. the new Acropolis museum was designed with a glass-rooms, allowing extra
equipment to be mounted only on the ceiling corners.
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Extensible and Prioritized Location Sensing. To support location sensing, we have
implemented an infrastructure supporting multiple concurrent sensing channels as dy-
namically installed and managed API instances, each given a specific static priority
relating to practical precision characteristics (i.e. trust) of its respective location-sensing
approach. Such an infrastructure essentially allowed our mobile navigation and admini-
stration systems to accommodate dynamically alternative location sensing APIs, in the
form of runtime loaded components with an XML configuration file listing the API
components to be loaded. Such scalability and extensibility was accomplished by mak-
ing APIs pertain to the same generic interface, while loaded dynamically. In particular,
the statically assigned trust-based priority is taken by invoking a specific method (Get-
Priority — see Fig. 3). This software architecture approach allows modularly incorporate
alternative sensing technologies without modifying the original administration and
navigation systems. The super-classes are provided under Fig. 3, defined in C++ for
platform generality (the original specification is in C#).

typedef unsigned mapid_t;

typedef unsigned areaid_t;

typedef unsigned priority_t;

typedef pair<unsigned, unsigned> point2d_t;
typedef pair<mapid_t, point2d_t> location_t;
class LocationSensingAPI (

public:

virtual string GetId (void) const = 0;

virtual priority_t GetPriority (void) const = 0;
virtual void SetPollingInterval (unsigned t) = 0;
virtual bool IsConnected (void) const = 0;
virtual void StartUp (void) = 0;

virtual void CloseDown (void) = 0;

Y
class PointBasedAPI : public LocationSensingAPI

{ public: wvirtual location_t GetLocation (void) comnst = 0; };
class AreaBasedAPI : public LocationSensingAPI

{ public: virtual list<areaid t> GetAreas (void) const = 0; }:;

Fig. 3. The generic interfaces for dynamically loaded location sensing APIs

There are two derived super-classes for location sensing components, reflecting our
classification of alternative technologies in two families: (i) those relying on user-
position tracking and estimation (like Ekahau, GPS, radio tags / badges, and vision
modules); and (ii) those relying on context marking (land-marking), like infrared
beacons and passive / active radio tags. In our system, we referred to the technologies
estimating directly user’s position as point-based methods, while those relying on
land-marks as area-based methods.

As we discuss latter, this separation is also very important for the mobile admini-
stration system where we needed to recognize conflicts when placing distinct land-
marking tags: when at a particular position multiple beacons / tags are detected,
though carrying different context identifiers, then we have a conflict (implying imper-
fect placement of the beacons / tags). Up to now, we already employed three specific
technologies for location sensing, two of them being point-based and one being area-
based, discussed below with increasing priority value:
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[1 WLAN point-based location sensing, through the Ekahau Positioning Engine, both
indoors and outdoors, with precision of 3-5 meters, requiring no line of sight.

[] GPS point-based location sensing for outdoors environments. Average precision is
2-4 meters, requiring visual contact among the GPS card and the satellites.

[1 TAGS (currently mostly infrared beacons) area-based location sensing for indoors,
and outdoors (when applicable) environments. For infrared beacons the precision
at area level is virtually perfect, requiring the receptor to fall inside the active ray-
diffusion conic space. Practical barriers concern the required line of sight.

RETAIN

PREVIOUS
YES YES YES POSITION
Area id, Map id Coordinate Point, Map id
L
Convert 1 Convert 2
Point, Map id Point, Map id

Fig. 4. The location sensing technologies deployed ordered by trust-based priority

The location-sensing pipeline is illustrated under Fig. 4, showing the way the APIs
are actually deployed with decreasing priority. One should consider that this sort of
processing is generalized for the case of N distinct prioritized location sensing API
components. Following Fig. 4 the infrared receiver API is used to check if a signal is
detected. The ray actually emits a single number in which we encode an area and a
map identifier. From the area id its respective polygon and centre are extracted (in-
dicted as Convert 1), the latter is returned together with the original map id as an
approximation of the current users’ position. It should be noted that the conversion of
area identifiers to planar coordinates is not part of the area-based API implementation
itself, but is a standard component of the overall location sensing API management
logic, that we automatically apply to area-based APIs.

In case no signal is detected and the GPS is on, the current geographical coordinate
is taken, used to identify the current enclosing map from the list of maps — maps are
stored in the database with their geographical boundaries, and turn the geographical
location to a raster coordinate inside this map (indicted as Convert 2). This conversion
is included in the GPS point-based API implementation, returning the point and the
map id as the current user’s position. Finally, and alternatively, if the WLAN is on,
the local EPE client API is used to inquire the current PDA position and the respec-
tive map id. As expected, if none of the previous technologies is active, the old user
position is retained. The adoption of this particular implementation style to cope with
varying location sensing technologies has been proved to be a key complexity-
reduction factor in our project. For instance, although we generally dropped the de-
ployment of Bluetooth tags (beacons) due to practical barriers, we also retained a
respective API implementation as there are even at this point in time a couple of cases
where we intend to use it as a back-up. In particular, in two specific archaeological
sites, there are tombs whose entrances and main rooms are blind spots for both
WLAN and GPS, while we do not yet have clearance to install infrared beacons
around. In this context, one option we investigate is to install Bluetooth tags using the
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power for the lights, close to the entrance and down to the floor, to at least be able
recognize presence of visitors on site.

Supporting Multiple Navigation Scenarios. Our platform supports the authoring of
arbitrary navigation scenarios, i.e. different types of tours that visitors may take, ed-
ited as sequences of selected information spots associated with a short descriptive
title. During use, the navigator explicitly marks all information spots of the initially
selected (by the visitor) navigation scenario on the map, displaying also their relative
order within the navigation scenario. The authoring of navigation scenarios is shown
under Fig. 5: the left column (Selected Items) is the ordered list of information points
(titles) for the currently edited navigation scenario, while the right column (Remain-
ing Items) is the list of all information points (i.e. entire information plane), offering
typical editing facilities (add / move / reorder).

New Scheme | [ Delete Scheme | SaveAll_| Show item titles in: | Greek v

| NavScheme 1/ NavScheme 7 | NavScheme 162008

English | Greek | French | Geman

Name: [Ful Navigation

Selected Items: Remaining Items:

ltemID:  ltem Name: AceaID ltemID:  Item Name:

Reorder Remove

Fig. 5. Authoring of navigation scenarios

Mixed Initiative for Information Presentation. During the requirements analysis phase
it came out that whether using a personal guide or navigating with a leaflet, visitors
prefer to deviate from predefined paths to visit alternative proximate or distant informa-
tion spots. Thus, the navigator had to guide users across the scenario, allowing them to
freely deviate from it, effectively enabling them to keep track of their overall path. Ad-
ditionally, experienced guides reported that during tour sessions, many visitors use
leaflets or books to review information details for previously visited items, and in some
cases even for items to be met later during the tour, since in many situations the exposed
items are directly related to each other. This gave us an alternative insight on location-
aware information delivery: besides automatic location-based information provision,
users should be enabled to freely review all information points, whether visited or not.
In our case, the latter is possible either via previous / next navigation buttons, or by
pointing directly with the pen over items on the displayed the map. A snapshot of the
navigator’s map view is provided in Fig. 5, showing how users may interactively control
the display of extra details for information items, performing sequential transition
among the following display options in a circular manner:
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[ Display no extra detail (default)

[J Display the order of non-visited items that are part of the navigation scenario(see
labels indicated with thick circles in Fig. 6)

[ Display only the titles for all items
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Fig. 7. Real-time smooth zooming. (110%, 130% and 150% are the zoom factors).

The user position is indicated with an X (see Fig. 6, middle of rightmost screen)
while color encoding is used to distinguish among visited and non-visited items, with
extra encoding for the latter to separate items belonging to the selected navigation
scenario from those that do not. Additionally, real-time smooth zooming is supported
as shown in Fig. 7; the latter was accomplished by implementing the map rendering
functionality using Direct3D. In every map, the number and orders of unvisited items
from the navigation scenario is briefed (top part of maps in Fig. 7). In many cases
exhibits must to be placed very close to each other, with relative distances that cannot
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be handled by the precision of the positioning systems. For instance, it is common to
place ancient helmets, shields and arcs close to each other, each having a separate
information unit. For such scenarios, our platform supports the grouping of multiple
information items into a single chunk called an information area, physically being
defined by a polygon encompassing the locations of all respective information items.

During navigation (see Fig. 8), once the visitor enters an information area, a menu
of all information items is displayed (screen 1). The initial screen of an information
item (screen 2) displays a representative image, together with two options, to review
textual and multimedia content (screen 3). Video playback with a brief panoramic
tour for an ancient castle is sown in screen 5. Besides automatic location-based in-
formation delivery, manual exploration of all information areas and points is allowed
(next / previous arrows of screen 2). Information elements already reviewed by the
visitor are drawn with a tick marker in their respective menu.
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Fig. 8. Snapshots of the mobile navigation system during use

4 Mobile Administration System

The novel feature in this context is actually the explicit provision of a mobile admini-
stration system for location data editing, except from the traditional non-mobile content
management and from-based data entry that is also offered. The support for mobile
administration of position data is crucial for indoors and outdoors location-aware infor-
mation systems relying on fine-grained positioning. While such a facility may seem
redundant, assuming the common practice of GIS where content management is done
off-site by positioning data over maps, as we explain below, the need for such a tool is
mandated by various practical constraints. Firstly, location sensing may display varying
accuracies at different physical areas. For instance, within indoor settings, WLAN accu-
racy is affected by many factors like material, room structure, crowd, and signal inter-
ference. During real-life installations, there have been rooms or corridors where we
gained 2 meters accuracy, and there have been halls and open rooms where we never
got something better than 5 meters. Secondly, the ability to use infrared beacons as
wraparounds to overcome the accuracy problems point-based sensing is limited by a
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number of practical factors, such as light reflections, room structure (ceiling height),
signal diffusion, power supply points, and the practical barrier of line-of-sight.

Similarly, when it comes to outdoor environments, the dual use of GPS and
WLAN positioning, to rectify GPS and WLAN blind spots, necessitated precise on-
site programming and validation of position data. Overall, while performing content
administration, authors should be enabled to practically evaluate the actual accuracy
of location sensing accomplished during navigation sessions, so as to more accurately
define: (a) the physical polygon of an information point that will trigger information
delivery (when the user falls inside); and (b) whether multiple information points
need to be collected into a single enclosing area (when we cannot get precision down
to non-overlapping smaller areas). Additionally, testing of signal collisions (conflicts)
among different infrared beacons is supported. The mobile administration system (see
Fig. 9) offers the following features:

[J Map display, showing the spatial distribution of information areas and points, the
current administrator position as tracked by the active point-based location sensing
technologies on site (WLAN and GPS in our case), while offering smooth zooming
and scrolling facilities.

[J Definition of areas and information points, editing of geometrical data for areas
including point editing and “drag & drop” facilities — the latter, also offered by the
spatial data editor of the content management, are elaborated in the next Section.

[J Start trajectory recording and displaying of various user paths (way points) from
both GPS and WLAN location-sensing technologies (see Fig. 9, left part).

[J Testing of infrared tag signals and marking corresponding active areas, detecting
conflicts, i.e. multiple signals at a certain position that encode different area identi-
fiers (see Fig. 9, middle part).

Muknveg, ag
GPS: ON-,

UKNVEG, apXalOoAOYIKOG XWPog
GPS: ON+,G WLAN: ON+,R

‘ '
.[ £ Clear trajectories
\ .'\‘ Start IF checks

\' Show GPS position

REC: w\ Show WLAN position

'AN, 31?’\

Fig. 9. Mobile administration in use (big arrow in middle part belongs to the map image)

The message displayed on top of the PDA screen explains whether GPS or WLAN
are active at the current position (label ON / OFF), if position display was chosen
(label + / -), and the respective location marker colour (label G for green, R for red).
The message prefixed with an /F concerns information for detected infrared signals,
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Fig. 10. Spatial content editing (Mycenae site); the horizontal line on top is part of the trespass-
ing limits defined by the administrator for security reasons

CFLCT(2) meaning a conflict because of 2 different incoming signals. Additionally,
for infrared signals, the respective areas are also highlighted (see Fig. 9, middle part -
areas are drawn with semi-transparent red polygons).When recording user positions
(REC indication), the sensing system chosen is shown (e.g. WLAN), together with the
number of different successive positions returned, e.g. 3/p. Finally, the main control
menu, activated by clicking on the map, is provided in Fig. 9, right part.

User Interface Automation. A very important remark is that the mobile administration
system relies entirely on the dynamically loaded location-sensing API components. For
instance, the specific identifiers displayed on the PDA, like “GPS”, “WLAN" and “IF”,
as shown within Fig. 9, are not hard-coded in our implementation but are extracted
during runtime from the APIs via Getld() so as to produce messages like “GPS: ON-,
G” and “WLAN: ON+, R”. Moreover, the construction of our mobile administration
User Interface is quite automated and parameterized. More specifically, given any point-
based dynamically loaded API, following the definitions of the loading configuration
file, we automatically add: (i) in the main menu a toggle option to tune position display
like “Show[Hide] <Getld()> position”; (ii) a toggle option in the “Start recording” sub-
menu as “<Getld()> On [Off]”, and (iii) an option “<Getld()>" in “Clear trajectories”
sub-menu. In a similar way, for area-based loaded APIs we add a toggle option in the
main menu to perform area identification (polling) and multiple signal (conflicts) checks
as “Start [Stop] <Getld()> checks”.
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5 Content Management System

They key feature of our content management system is that content administration is
facilitated through spatial data editing, providing a direct-manipulation graphical
editor to administer the semantic content and the geometrical data of information
areas and information points directly over the displayed maps. Information entities are
firstly positioned over the map using the mobile administration system or the spatial
editor of the content management system. Such dual administration mode, to spatially
position items both ‘on the desk-top’ and ‘on the move’ is not met in other systems. The
two methods are used in cooperation as follows: (i) the content management system is
used to define an initial approximate positioning and distribution of information areas
and information items over the map; (ii) the mobile administration system is deployed
later to fine-tune the positioning on-site, through the actual data provided by the location
sensing systems.

@ Home Page | 0 Dmriplion‘ Detailed Description D Sutimedti=l @ udion
Page type
Add new: |Text E{ | Lx H C; H G> I
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Preview: Audio

Path:

Fig. 11. Content editing opened from the spatial administration pane

Map area enclosingan  Menu showing all areas Area selected by Area entry automatically
information point of the current map clicking on the map selected for editing
7
iy T s

aread

New Area

mmm 9 =

Dragging an entire area allows Moving an area, causing automatic Dropping an area to a final
move or to deform shape move of its information points position will commit all changes

Fig. 12. Direct area manipulation with drag & drop facilities
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The main window of the content management system is shown during deployment
under Fig. 10; together with the map, all respective information areas and information
points are also rendered. The control panel at the right side provides operations for
opening the content editing forms, for all sorts of information types, as well as to edit
maps and navigation scenarios. The content editing panel, for authoring of multimedia
and multilingual information elements, is shown under Fig. 11.

The positioning adjustments, apart of typical displacements and polygon editing,
may require radical changes, such as moving information points outside particular
areas or joining multiple information points together into a new containing area. Un-
der Fig. 12 we show some of the real-time features for editing the geometrical aspects
of information areas, in particular selection, and drag & drop. More specifically, when
an entire area is moved, all encompassed information points are automatically moved.
In case that movement is not cancelled in the middle, the final positions of the infor-
mation points are committed directly to the underlying content database. Such direct-
manipulation facilities, offered by both the desk-top and the mobile versions of the
content management systems, proved to be very valuable for practical administration
of content spatial data. Item misplacements on maps and imperfect area definitions
were far more frequent than originally anticipated, and it turned out that without auto-
matic facilities, any approach relying on manual corrections directly on the database
would be clearly impractical for a project of this scale.

6 Device and Renting Management System

Existing location-aware mobile information systems do not deal with the issue of
explicit device renting and returning processes. Typically, users are pre-assigned a
particular device (organization-wide use) or they are required to input individual in-
formation after deployment via on-line forms (sporadic trusted use). The latter are not
applicable for protected, ad-hoc, commercial use, displaying high demands for quick
servicing, as in museums, galleries and exposition settings. Our platform supports
very fast device management and renting processes (charging of visitors is optional).
It has been design to meet specific requirements coming from the Greek Ministry of
Culture: ‘the system should support massive inquiries, e.g. incoming groups of 50 to
100 visitors; the delay for renting is considered unacceptable when it exceeds twice
the delay of issuing a ticket receipt’.

The option of letting the system run on devices all the time was impractical: it wasted
precious WLAN resources (bandwidth), it provided useless data to the visitor surveil-
lance system, and it introduced fake entries (‘noise’) to the statistics component. So,
practically, we had to find an error-prone way for unlocking, application activation, and
language selection in less than 15 seconds. In this context (see Fig. 13) we adopted a
variant of the process met in typical shopping transactions (right part): (i) WLAN restart
is activated by pressing a large on-screen button on the PDA (not shown); (ii) the bar-
code reader is used to get the PDA’s barcode; and (iii) by consulting a database map-
ping barcode to IP addresses, connection with the PDA is internally established and a
message is sent to it for unlocking and launching the information system with the se-
lected target language. The latter required the explicit registration of PDAs (labeled as
‘Device management’ in Fig. 13), as triplets of barcode, IP and MAC addresses, some-
thing that is supported by the device management system.
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Fig. 13. Device and renting management systems and processes

Our contribution in this context, besides the use of barcode readers as a way for
quickly renting the PDAs, is the enhancement of a well-known process by turning the
actual purchased products, i.e. the PDAs, to active items capable of internally com-
municating with the database to self-initialize and self-configure for real use.

7 Discussion

The development of our platform was driven by specific objectives that justify some
choices which look suboptimal at a first glance. In particular, we do not adopt the
most powerful location sensing methods around (there are commercial solutions with
claimed precision down to a few inches). This is due to our primary target: being able
to turn an existing infrastructure to a location-aware information context with mini-
mal technical interventions, very low installation cost, and quick turnaround time. We
assumed as a rationale common denominator for the target environments presence of
WiFi indoors and use of GPS outdoors, with availability of the respective chipsets on
the PDAs. Also, we decided that digital tags like infrared or radio beacons may be
sporadically employed as land-marking emitters. We selectively installed infrared
beacons, using a model with up to six LEDs per device, placed at the top corners with
a 45 degrees angle downwards (see Fig. 14).

~2.5m ~40cm

Y/ ~2.5m

Fig. 14. Typical placement and boxing of infrared beacons in room corners
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We focused in producing a tool to augment a variety of controlled environments into
location-aware information contexts: exhibitions, organizations, museums, universi-
ties, hospitals, hotels, etc. This technical focus was proved to be the decisive factor
enabling our platform to be applicable across the diverse museums and archeological
sites of Greece. Practically, we have put a separation line with third-party location
sensing technologies, treating everything from installation, configuration and calibra-
tion, to API licensing as something external to our platform. The only contact side
with our system was the need for compliance to specific generic APIs, via which our
platform became capable to deploy existing technologies without particular imple-
mentation dependencies. In any case, one cannot avoid dealing with the low-level
details of such technologies to guarantee maximal gains, since the trust value that is
incorporated in the respective location-sensing API should directly reflect real-life
experience after performing numerous tests and experiments in the real field.

Problems Faced. Since we had five thousand PDAs across different museums with
our software installed, we needed to address the issue of release updating after re-
quested changes and bug fixing. For this purpose we added in the database all execu-
tables and DLLs, thus handled automatically by our synchronization system, and
implemented a software updater to run locally at the PDA. This way, version upgrad-
ing became fully automatic and centralized. In outdoor settings, we observed consid-
erable delays (sometimes tens of seconds) when a group of more than 20 visitors exits
a WLAN blind spot; the delay was attributed to connection reestablishment at the
system level with the WLAN. We also had some unexpected GPS precision issues at
some areas, with accuracy frequently falling down to 8-10 meters. Fortunately, infor-
mation provision on archeological sites was decided with information spots very dis-
tant to each other; however, besides information delivery, a few visitors observed this
issue when reviewing their position on the map. Finally, in outdoor settings, having
more than hundred PDAs connected to the same access point causes severe delays on
WLAN positioning updates; these temporary stalls were bypassed since the GPS has
highest trust value. Nevertheless, there are still scenarios were GPS low accuracy
intervals appear either at network blind spots or at sites where the sporadic installation
of access points turns WLAN positioning quite inaccurate to alternatively trust it.

8 Summary and Conclusions

We have presented key components of an integrated platform for the authoring and
uptake of location-aware mobile information systems, putting emphasis on specific
novel features reflecting requirements that emerged in the course of large-scale real-life
deployment. The development of the overall platform required three years (2004-2007),
while authoring and installation for the 15 major museums and archeological sites of
Greece started at February 2007, and is completing during May 2008, with pilot use
scheduled for summer 2008. Due to the considerable size of the project, both in terms of
equipment (five thousands PDAs), as well as in terms of divergence of physical exhibi-
tion areas (e.g., hills, tombs, protective roofs, covered or open amphitheatres, halls,
corridors, glass rooms, forests, open stadiums, etc.), we had to work in close coopera-
tion with Ekahau for calibration sessions as well as for engine improvements, and with
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the manufacturers of infrared beacons for optimized customized solutions (both in terms
of h/w type, as well as in terms of SDK support). All computing equipment, peripherals,
networking and constructions are delivered by SIEMENS.

Amongst the most technically challenging issues was the accomplishment of
satisfactory location-sensing across all different settings. In this context, the conclu-
sions from our technical decisions discussed in the paper are: (a) the unified loca-
tion-sensing infrastructure for indoors and outdoors simplifies maintenance and
extensibility; (b) trust-based statically-prioritized multi-channel location sensing
solves many precision problems increasing significantly the robustness the position
tracking infrastructure, even though it puts an extra authoring overhead; and (c)
when tags are introduced to augment the location-sensing approach, they should be
programmed to identify locations or areas, i.e. return geometrical information,
rather than transmitting internal database keys or indices of particular information
items. Regarding content authoring, the support for spatial data editing and mobile
on-site editing and adjustment of position data, enabling to query and test location
values, proved to be very helpful. The latter is not only due to easier administration
of location-dependent content by being on site, but most importantly because of the
ability to rectify the frequent precision problems. Our location adjustment tool
works on top of, and in cooperation with, the Ekahau calibration system (site survey
tool). The latter prepares the ground for EPE location sensing, and the former al-
lows adapting initial positioning of exhibits to the real output of the location system
after its calibration phase.

Acknowledgements

Part of this work is funded by the Greek Ministry of Culture, via a subcontract from
SIEMENS to FORTH, for installation and deployment of the platform at fifteen mu-
seums and archeological sites across Greece, including Acropolis, Olympia Knossos,
Delphi and Mycenae. The total project budget is 11 Million Euros, with installations
and pilot deployment scheduled to complete before summer 2008.

References

Bahl, P., Padmanabhan, V.N.: RADAR: An In-Building RF-Based User Location and Tracking
System. In: Proceedings of IEEE INFOCOM 2002, vol. 2, pp. 775-784 (2002)

Blache, B., Chraiet, N., Daroux, O., Evennou, F., Flury, T., Privat, G., Viboud, J.P.: Position-
Based Interaction for Indoor Ambient Intelligence Environments. In: Aarts, E., Collier,
R.W., van Loenen, E., de Ruyter, B. (eds.) EUSAI 2003. LNCS, vol. 2875, pp. 192-207.
Springer, Heidelberg (2003)

Harle, R.K., Ward, A., Hopper, A.: Single Reflection Spatial Voting: A Novel Method for
Discovering Reflective Surfaces Using Indoor Positioning Systems. In: Proceedings of
ACM MobiSys 2003, International Conference on Mobile Systems, Applications and Ser-
vices, pp. 1-14 (2003)

Hightower, H., Want, R., Borriello, G.: SpotON: An Indoor 3D Location Sensing Technology
Based on RF Signal Strength, UW CSE 00-02-02, University of Washington, Department of
Computer Science and Engineering, Seattle, WA (February 2000)



An Integrated Platform for the MGT of Mobile Location-Aware Information Systems 145

Hightower, J., Borriello, G.: Particle Filters for Location Estimation in Ubiquitous Computing:
A Case Study. In: Davies, N., Mynatt, E.D., Siio, I. (eds.) UbiComp 2004. LNCS, vol. 3205,
pp. 88-106. Springer, Heidelberg (2004)

Krumm, J., Harris, S., Meyers, B., Brumitt, B., Hale, M., Shafer, S.: Multi-Camera Multi-
Person Tracking for EasyLiving. In: Proceedings of the 3rd IEEE International Work-shop
on Visual Surveillance (VS 2000), pp. 3-3 (2000)

LaMarca, A., Chawathe, Y., Consolvo, S., Hightower, J., Smith, I., Scott, J., Sohn, T., Howard,
J., Hughes, J., Potter, F., Tabert, J., Powledge, P., Borriello, G., Schilit, B.: Place Lab: De-
vice Positioning Using Radio Beacons in the Wild. In: Gellersen, H.-W., Want, R., Schmidt,
A. (eds.) PERVASIVE 2005. LNCS, vol. 3468, pp. 116-133. Springer, Heidelberg (2005)

Nord, J., Synnes, K., Parnes, P.: An Architecture for Location Aware Applications. In: Proceed-
ings of the 35th Hawaii International Conference on System Sciences - HICSS 35 2002,
IEEE, Los Alamitos (2002) in CD-ROM

Pfeifer, T.: Redundant Positioning Architecture. In: Computer Communications, vol. 28(13),
pp. 1575-1585. Elsevier Science Publishers B.V, North-Holland (2005)

Priyantha, Nissanka, B., Chakraborty, A., Balakrishnan, H.: The Cricket location-support sys-
tem. In: Proceedings of the ACM MOBICOM 2000, 6th International Conference on Mobile
Computing and Networking, pp. 32—43 (2000)

Savarese, C., Rabaey, J., Langendoen, K.: Robust Positioning Algorithms for Distributed Ad-
Hoc Wireless Sensor Networks. In: Proceedings of the General Track: 2002 USENIX An-
nual Technical Conference, pp. 317-327 (2002)

Savidis, A., Stephanidis, C.: Distributed Interface Bits: Dynamic Dialogue Composition from
Ambient Computing Resources. ACM-Springer Journal on Personal and Ubiquitous Com-
puting 9(3), 142-168 (2005)

Schwieren, J., Vossen, G.: Implementing Physical Hyperlinks for Mobile Applications using
RFID Tags. In: 11th International IEEE Database Engineering and Applications Symposium
(IDEAS 2007), Banff, Canada, September 6-8, pp. 154-162 (2007)

Sumi, Y., Etani, T., Fels, S., Simonet, N., Kobayashi, K., Mase, K.: C-MAP: Building a Con-
text-Aware Mobile Assistant for Exhibition Tours. In: Ishida, T. (ed.) Community Comput-
ing and Support Systems. LNCS, vol. 1519, pp. 137-154. Springer, Heidelberg (1998)



Calibree*: Calibration-Free Localization Using
Relative Distance Estimations

Alex Varshavsky!, Denis Pankratov!, John Krumm?, and Eyal de Lara!

! Department of Computer Science, University of Toronto
{walex s delara}@cs .toronto.edu, denis.pankratov@gmail.com
2 Microsoft Research
jckrumm@microsoft.com

Abstract. Existing localization algorithms, such as centroid or finger-
printing, compute the location of a mobile device based on measurements
of signal strengths from radio base stations. Unfortunately, these algo-
rithms require tedious and expensive off-line calibration in the target
deployment area before they can be used for localization. In this paper,
we present Calibree, a novel localization algorithm that does not require
off-line calibration. The algorithm starts by computing relative distances
between pairs of mobile phones based on signatures of their radio envi-
ronment. It then combines these distances with the known locations of a
small number of GPS-equipped phones to estimate absolute locations of
all phones, effectively spreading location measurements from phones with
GPS to those without. Our evaluation results show that Calibree per-
forms better than the conventional centroid algorithm and only slightly
worse than fingerprinting, without requiring off-line calibration. More-
over, when no phones report their absolute locations, Calibree can be
used to estimate relative distances between phones.

1 Introduction

The most widespread localization technology available today is the Global Po-
sitioning System (GPS) [7I17]. Although accurate in open environments, GPS
does not work well indoors, in urban canyons, or in similar areas with a limited
view of the sky. In addition, GPS is installed in only a small portion of the mobile
phones in use today. ABI research reported that the number of mobile phone
subscribers with GPS equipped devices constituted only 0.5% of the total num-
ber of subscribers in 2006, but it estimates that this number will grow to 9% by
2011 [T9]. As a result, several alternative localization algorithms have been pro-
posed, including centroid and fingerprinting [I8/3]. The main drawback of these
algorithms is that they require off-line calibration in the target deployment area
before they can be used for localization.

Calibrating a fingerprinting system is tedious and expensive, involving phys-
ically sampling signal strengths at many locations. For instance, a recent effort
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by Intel Research Seattle to sample the GSM radio environment in the Seattle
metropolitan area took 3 months to complete, costing about US$ 30,000 [3]. If
the locations of cell towers are not readily available, centroid methods need the
same type of calibration to compute the unknown locations of the cell towers.
Another disadvantage of relying on physical sampling is that it gives only a snap-
shot of signal strengths at a particular time. Cell towers can be added, removed,
blocked, renamed, or moved, partially invalidating an expensive calibration run.

In this paper, we present a novel localization technique, called Calibree, that
requires no such calibration or maintenance. Calibree takes advantage of a small
number of phones with known locations to determine locations of a larger set of
phones. Calibree has two stages. In the first stage, Calibree computes relative
distances between mobile phones that detect at least one GSM cell tower in
common by comparing their GSM signatures. We define a GSM signature as a
set of GSM cell towers that a phone detects and the signal strengths at which
the phone hears these towers. To estimate relative distances, Calibree computes
a regression formula in real time, based on a snapshot of GSM signatures and
absolute locations from a small number of phones. In the case when no phones
report their absolute locations, Calibree reverts back to using the last computed
regression formula.

In the second stage, Calibree combines the pairwise distance estimations into
a graph, in which nodes represent mobile phones and weighted edges represent
likely distances between the phones. If a small number of mobile phones are
able to report their absolute positions (e.g., through GPS), these phones are
anchored at their known locations. Calibree then computes likely locations for
all other phones by modelling the graph as a constraint problem and estimating
mobile phone positions in order to minimize overall constraint violations using
a mass-spring minimization method [4]. If no phones report their absolute loca-
tions, Calibree cannot compute absolute locations, but it can estimate relative
distances between pairs of mobile phones. This is useful for gaming and social-
mobile applications [16], where knowing a relative distance to another mobile
phone is sufficient.

When computing relative distances between phones, Calibree takes into ac-
count only the ranked list of cell towers that phones hear sorted by the signal
strength. Not using the actual signal strength as part of the relative distance
estimation makes Calibree independent of the particular phone model it is run-
ning on, as the relative ranking of cell towers has been shown to be independent
of the specific phone used [g].

We evaluated Calibree in the University of Toronto campus, located in down-
town Toronto, Canada and a quiet residential neighborhood, located on the
outskirts of Toronto. The results show that with only a small number of phones
having GPS, Calibree outperforms the centroid algorithm and is comparable to
the fingerprinting algorithm, achieving up to 147m median error. This result is
very promising because Calibree achieves similar accuracy to existing localization
algorithms, without requiring off-line calibration. Moreover, Calibree continues
to work well and outperforms both the centroid and fingerprinting algorithms
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when tested on measurements collected inside 20 buildings scattered around the
University of Toronto campus. This result shows that Calibree is effective at
propagating the absolute location information from phones located outdoors to
the phones located indoors. Finally, even when no absolute locations are known,
Calibree estimates relative distances between phones more accurately than the
centroid algorithm and only slightly worse than the fingerprinting algorithm.
The rest of this paper is organized as follows. We describe Calibree, centroid
and fingerprinting algorithms in detail in Section [2l and present our evaluation
results in Section Bl Section M discusses the differences between Calibree and
related research efforts. Finally, we present our conclusions in Section

2 Localization Algorithms

In this section, we describe Calibree, the fingerprinting and the centroid algo-
rithms. We compare performance of these algorithms in Section [3:2

2.1 Calibree

Calibree is a localization algorithm that estimates locations of GSM phones
based on a snapshot of all phones’” GSM signatures and absolute locations of a
small number of these phones. If no absolute locations are known, Calibree can
be used to estimate relative distances between any two mobile phones.
Figure [[]demonstrates how Calibree solves the problem of estimating absolute
phone locations. The anchored mobile phones obtain their locations through
GPS and feed these locations to Calibree, which uses them to estimate locations
of phones without GPS. Calibree has two stages. In the first stage, Calibree
computes a regression formula based on GSM signatures and known locations of
GPS-equipped phones, and then uses this formula to estimate relative distances
between phones without GPS that overhear at least one common cell tower. In

Actual relative
distance (from GPS) ..........---

Mobile phone at
estimated location

Mobile phone with
known location
(from GPS)

.....ooa-".

%',....-----"'. hdrelative

distance

Fig. 1. Absolute positioning of mobile phones using Calibree
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the second stage, Calibree uses a graph-based algorithm to estimate locations of
phones without GPS. We next describe these two stages in detail.

Estimating Relative Distances. In the first stage, Calibree computes relative
distances between pairs of mobile phones based on their GSM signatures. Recall
that a GSM signature consists of a set of GSM cell towers that a phone detects
and the signal strengths at which it hears these towers. Computing distances
based on pairs of GSM signatures involves extracting features from the signatures
and feeding the extracted values into a pre-generated formula.

We explored several possible features, including: number of common cells,
number of cells not in common, Spearman coefficient, Euclidean distance in
signal space, ratio of the number of cells in common to the total number of cells
and a boolean variable indicating whether the phones hear the same serving cell.

To identify which features to use, we experimented with a number of differ-
ent combinations of features, each time recording the median error of relative
distance predictions using a given set of features. We found three features that
both achieve good accuracy and that are insensitive to a particular phone model.
The features are:

Common cells: The number of cell towers that are common to the two GSM
signatures.

Uncommon cells: The number of cell towers that are not common to the two
GSM signatures.

Spearman coefficient: The Spearman coefficient [I2] between rankings of
common cell towers by signal strengths.

These features use information about cell towers and relative signal strengths
only. Previous studies have shown [§] that these parameters are cell phone model
agnostic.

Given GPS coordinates and GSM signatures from a number of phones, Cal-
ibree generates a formula for predicting pairwise distances between phones by
applying the multiple regression method to the features extracted from the GSM
signatures and the distances computed from the GPS coordinates. We experi-
mented with polynomials of different degrees. The evaluation procedure was the
same as for selecting the features. We observed that while polynomials of high
degrees often suffer from overfitting, a degree two polynomial gives consistently
good performance and results in more accurate predictions than a linear function.

Figure 2 shows the general form of the formula that Calibree uses for relative
pairwise distance estimations. In this formula, x; stands for the value of the
ith feature. The constants a;j, b;, and d are fitted from the GPS coordinates

3 3 3
Distance(z1, x2, x3) E E i TiT; + g bixi +d
i=1 j=i i=1

Fig. 2. The general form of the regression formula for relative pairwise distance esti-
mates
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and GSM signatures of phones with GPS. These constants are recomputed each
time the graph is built, which makes Calibree implicitly adaptive to changes
in cell tower configurations. Once Calibree computes the constants a;;, b; and
d, it is ready to estimate relative distances between pairs of mobile phones.
Note that when two mobile phones overhear no common cells, the Spearman
coefficient is not defined and the Common cells feature always evaluates to 0.
Therefore, Calibree does not estimate relative distance between phones that
detect no common cells, but rather assumes that these phones are located far
away and lets the graph-based algorithm deal with these cases.

Estimating Absolute Locations. To compute absolute positions of mobile
phones, Calibree uses the relative distance estimates obtained from the previous
step as well as the absolute positions of a small number of mobile phones with
GPS. With this data, Calibree builds a graph, in which nodes represent mobile
phones and weighted edges represent estimated distances between mobile phones.

The graph models a geographic coordinate system: each node has a corre-
sponding latitude/longitude coordinate and the distance between nodes is cal-
culated using the Haversine formula [15]. Calibree initializes the coordinates
with the actual mobile phone positions for the GPS-equipped phones and with
random values for other phones. This initial placement of nodes results in a
discrepancy between the weights on the edges and the distances between nodes
in the graph. The goal of Calibree is to find a placement of nodes such that
the overall discrepancy is minimized. Calibree doesn’t change the coordinates of
mobile phones with GPS during its runtime since these are known to be very
close to correct.

To better understand the problem, imagine that every pair of nodes with an
edge between them is connected using a spring with a relaxed length equal to
the estimated relative distance between the corresponding mobile phones. As
Calibree adjusts the locations of the nodes, it recomputes the lengths of the
springs based on the Haversine formula, which calculates the distance between
two latitude/longitude coordinates. Calibree’s goal is then to find a placement of
nodes such that the lengths of the springs are as close as possible to the relaxed
lengths of the springs. More formally, if we denote two nodes as = and y, the
relaxed spring length as 7., and the current spring length as c;,, Calibree needs
to find a node placement that minimizes the error function:

Err = Z Z T2y — Cayl (1)
Ty

Calibree minimizes this function by iteratively refining node coordinates. Each
spring exerts a force on the pair of the nodes that it connects. The magnitude
of the force is taken to be the difference between the current and the relaxed
lengths of the spring. We denote the direction of the force from node y to node
x by a unit vector unit(x,y). The force on node x from node y is then:

Foy = |ray — Cay| X unit(z,y)
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The net force on node x from all other connected nodes is just the sum of all

individual forces:
y#T

Once Calibree calculates the net force, it is then ready to move the node in the
direction of that force. However, applying the full force on the node would result
in oscillations in node positions because many of the current node positions are
incorrect. Therefore, Calibree applies only a portion of the original force on the
node. The portion of the applied force is controlled by a parameter d. Finding
the right value for § is important, because large values will result in large oscil-
lations of node positions and consequently Calibree may not reach equilibrium
altogether, while small values will result in slow convergence. We experimented
with different values of § and found that a value of 1.0 x 108 provides a good
compromise between the speed of convergence and no oscillations.

Formally, if we let coor, be the vector coordinate of node x, the new coordinate
after applying the force is:

coory = Ccoory + 0 X I,

Calibree stops minimizing the error function when the refinement of node
coordinates results in a negligible change in the total error Err, controlled by
another parameter tolerance. For smaller values of §, Calibree needs to use
smaller tolerance values, or otherwise Calibree might terminate prematurely.

A special case occurs when a pair of nodes has no relative distance predic-
tion. This is a result of two mobile phones detecting no common cell towers.
In this situation Calibree assumes that the two phones are more than a certain
threshold distance away. To compute this threshold we looked at the cumulative
distribution function of distances between mobile phones that detect no cells in
common and picked the 25" percentile, which turned out to be about 500m.
Pairs of nodes that correspond to mobile phones that detect no common cells
therefore have a special spring connecting them that exerts force only if the ac-
tual distance between nodes is smaller than 500m. This is because Calibree does
not know how far the two nodes are, but it does know that the nodes are likely
to be at least 500m apart. Formally, the force between nodes = and y that detect
no common cells is calculated as:

o 1500 — cqy| X unit(z,y) if czy < 500
0 otherwise

It is possible for Calibree to end up in a local minimum equilibrium, in which
node position refinements are small, but the overall error Err is still large. We
used an optimization that proved to work consistently well in pushing Calibree
towards global equilibrium. With our optimization, when Calibree achieves a
local equilibrium state, instead of terminating, it repositions a randomly chosen
non-fixed node in the average of the current locations of all its connected nodes.
This is repeated several times with different mobile phones.
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> input: graph G = (V,E) and relative distance estimation function r
> output: coordinates of nodes in V
CALIBREE-ABSOLUTE(G, 1)

1 Errey, «— o0

2 repeat

w

E’I"T’pTEv — Errcur

4 for each z in V
5 do
6 if  has a fixed location
7 then continue
8 F—0
9 for eachy# 2 in V
10 do
11 if (z,y) € E
12 then F «— F + |ryy — Cay| X unit(z,y)
13 else F — F 4+ max((500 — czy) X unit(z,y),0)
14 CcoOTy — coory + 0 X I
15 Erreur — Error(G)
16 until |Errprey — Erreur| > tolerance

Fig. 3. The pseudo-code of a graph-based stage of Calibree

Figure Bl shows the pseudo-code for the graph-based stage of Calibree. We
leave out the above optimization for simplicity. The algorithm receives as input
two parameters: (a) G, a graph with a set of nodes V and a set of edges E and
(b) 7, a pre-computed function of relative pairwise distances between nodes. The
algorithm computes a new set of coordinates that minimizes the total error as
defined in Equation[Il The outermost loop runs until the error difference between
two successive iterations is less than the tolerance value. The inner loop keeps
calculating the net force exerted on each node and updating their coordinates in
the direction of the force. Error function on line 15 calculates the current total
error of graph G.

CALIBREE-ABSOLUTE, shown in Figure B, works correctly even when no ab-
solute phone locations are known. In this case, although the orientation of the
nodes is arbitrary, the algorithm may be used to estimate relative distances
between any two nodes in the graph.

2.2 Fingerprinting

The fingerprinting algorithm [I] relies on the fact that signal strengths observed
by mobile phones exhibit temporal stability and spatial variability. In other
words, a given cell tower may be heard stronger or not at all a few meters away,
while at the same location the observed signal strength is likely to be similar
tomorrow and next week.

The fingerprinting algorithm requires a calibration phase, in which a mobile
phone moves through the target environment, recording the strengths of signals
emanating from radio sources (e.g., GSM cell towers). At the end of calibration,
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the fingerprinting algorithm creates a mapping from radio measurements to lo-
cations where these measurements were observed. Since the fingerprinting algo-
rithm does not model radio propagation, a fairly dense grid of radio scans needs
to be collected to achieve good accuracy. The original RADAR experiments,
for example, collected measurements of WiFi signal strengths about a meter
apart [I]. In our implementation we collected measurements every two meters
on average.

Once the calibration phase is complete, a mobile phone can estimate its loca-
tion by performing a radio scan and feeding it into the fingerprinting algorithm,
which estimates the phone’s location based on the similarity between the phone’s
radio scan and the measurements recorded during the calibration. The similar-
ity of signatures can be computed in a variety of ways, but it is common to use
the Euclidean distance in signal space [ITI3]. The fingerprinting algorithm then
estimates the location of a mobile phone to be the location of the measurement
in the mapping with the smallest Euclidean distance in signal space to the radio
scan. If a cell tower is not present in one of the measurements, we substitute its
signal strength with the minimal signal strength found in this measurement.

2.3 Centroid

To estimate phone locations, the centroid algorithm [3] needs to know the lo-
cations of GSM cell towers. However, since this information is typically kept
confidential by service providers and it is not available to third parties, the cen-
troid algorithm has to estimate positions of cell towers by reverting to the same
physical sampling of the radio environment employed by the fingerprinting al-
gorithm. Once the physical sampling is complete, the centroid algorithm can
estimate locations of cell towers in the environment by positioning a cell tower
in a location where the signal strength from that cell tower was observed the
strongest. In our experiments, we used the same calibration data for the centroid
algorithm as we did for the fingerprinting algorithm.

Once the positions of cell towers are known and a mobile phone performs a
radio scan, the centroid algorithm computes the location of the mobile phone
as an average of locations of cell towers that appear in the radio scan. Typi-
cally, giving a higher weight during averaging to cell towers with stronger signal
strength yields better localization accuracy.

3 Evaluation

In this section, we describe our data collection process, present our experimental
results and then discuss the usage model of Calibree.

3.1 Data Collection

To evaluate the accuracy of our localization algorithms, we collected GSM mea-
surements on the streets of the University of Toronto campus. The university covers
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an area of approximately 1km? and it is located in the downtown core of Toronto,
Canada. We gathered additional traces covering a residential area of similar size
located on the outskirts of the city. To test the localization accuracy of Calibree
indoors, we also collected several measurements inside 20 university buildings.

To collect the measurements, we used a Pocket PC T-Mobile MDA and an
AudioVox SMT 5600 phone, connected to a Holux GPSlim236 GPS via Blue-
tooth. Both the PDA and the phone ran Intel’s POLS [3] data collection software,
which gives access to identities and signal strengths of up to 8 GSM cells. We
walked through the target area at a speed of 2 meters per second and sampled
the radio environment and GPS unit at a rate of one sample per second.

We collected two sets of traces for each area, to be able to train and test our
algorithms on different traces. Full traces for the downtown and the residential
areas contain about 6000 and 5000 measurements, respectively. Since different
network operators use different cell towers, Calibree, fingerprinting and centroid
algorithms work only when training and testing traces use the same operator.
To support multiple operators, separate traces need to be collected for each
operator. We collected all traces using Rogers, a single GSM network operator
available in Toronto, Canada.

3.2 Experimental Results

In this section, we compare accuracy with which Calibree, the fingerprinting
algorithm and the centroid algorithm estimate absolute phone positions and
relative distances between phones.

Absolute Positioning. We trained Calibree “on-line” by randomly picking a
number of points from the testing trace, simulating mobile phones with GPS, and
using their GSM signatures and known locations to train the regression formula. To
test the three algorithms, we randomly picked 50 points from a testing trace, simu-
lating 50 mobile phones, estimated their absolute locations using each of the three
algorithms and calculated the localization error using the actual phone locations
from the trace. For example, if Calibree picks 25 points to train the regression for-
mula and another 50 points for testing, it will use all 75 points to construct and solve
the mass-spring graph. The 25 points that Calibree uses for creating the regression
formula do not change their location during the runtime of Calibree and are not
included in the calculation of accuracy. To reduce random effects and smooth the
graphs, we repeated this procedure 40 times for each experiment. The following
experiments use downtown traces unless otherwise specified.

Figure [ plots the 50th and 95th percentile error of Calibree as a function of
the number of phones with GPS. The results show that although the localization
accuracy generally improves with the larger number of phones with GPS, the
error levels off at 25 GPS-equipped phones. Note that 25 phones with GPS in
the area of 1km? is not too many, given that the average population density of
Toronto including residential areas is 4000 people/km? and it is much higher in
the downtown area.

Figure [{ and Figure [ show the cumulative distribution function (CDF) of
absolute localization error for the fingerprinting algorithm, the centroid algo-
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Fig. 4. The effect of the number of phones with GPS on the 50th and 95th percentile
localization error of Calibree
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Fig. 5. Cumulative distribution function of absolute localization error of Calibree, the
fingerprinting and centroid algorithms, evaluated in the downtown area

rithm and Calibree with 25 phones having GPS, evaluated in the downtown
and the residential areas, respectively. In the downtown area, the fingerprinting
and centroid algorithms achieved comparable accuracy to previously reported
implementations, 112m and 200m median error, respectively. Calibree achieved
147m median error, which is better than the centroid algorithm and slightly
worse than the fingerprinting algorithm. In the residential area, the errors are
larger for all three algorithms; however, the general picture looks very similar -
fingerprinting algorithm and Calibree show good performance, achieving 138m
and 214m median error respectively, while the centroid algorithm does poorly
with 335m median error. These results are very encouraging because Calibree
achieves similar accuracy to existing localization algorithms, without requiring
off-line calibration. We note that, with 25 phones acting as real time calibration
points, our calibration density is much less than that of the fingerprinting or
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Fig. 7. Median localization error for areas of different size as a function of the number
of GPS devices in the area

centroid algorithms, yet Calibree still achieves accuracies in the same range as
these much more labor-intensive algorithms.

We conjectured that there is a correlation between the area size under con-
sideration and the number of GPS-equipped phones required to achieve similar
localization accuracy. To test this correlation, we experimented with limiting
the traces collected to only half and quarter of the original area size. Figure [
shows the median localization error for area sizes of 1km?, 0.5km? and 0.25km?
as a function of the number of GPS-equipped phones in the area. The results
confirm that it is typically the case that increasing the target area requires more
GPS-equipped phones in the area to achieve comparable accuracy. For instance,
Calibree achieves 123m median error with 10 GPS devices in the area of 0.25km?2,
149m median error with 15 GPS devices in the area of 0.5km? and 147m median
error with 25 GPS devices in the area of 1km?.
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Fig. 8. Cumulative distribution function of absolute localization error for mobile
phones located indoors

Finally, we tested the localization accuracy of Calibree, the fingerprinting and
centroid algorithms on measurements collected inside 20 buildings of our univer-
sity. The training of Calibree was performed as explained previously by picking
25 random points outdoors and estimating the regression formula. For testing
all algorithms, we used 20 testing points, each collected in a different build-
ing. Because we knew where the buildings are located, we marked the ground
truth of each of the 20 testing points manually in our trace. Figure [ shows
the CDF of absolute localization error for each of the three algorithms. Calibree
achieves better localization accuracy than both the fingerprinting and centroid
algorithms, reaching 151m median error vs. 165m median error for the finger-
printing algorithm and 203m for the centroid algorithm. Interestingly, the 151m
median error that Calibree achieves on indoor measurements is very close to the
median error of 147m that Calibree achieves on measurements taken outdoors.
The results suggest that Calibree is effective in propagating the absolute location
information from phones located outdoors to the phones located indoors.

Relative Positioning. In this section, we show that even when no phones re-
port their absolute locations, Calibree is effective at predicting relative distances
between phones. Note that although our regression formula computes distances
between mobile phones that detect at least one common cell, Calibree is also
able to predict distances between phones that have no cells in common. To com-
pute relative positions, the centroid and fingerprinting algorithms first compute
absolute phone positions and then calculate relative distances directly. Calibree,
on the other hand, was trained using GSM signatures and absolute locations
from 25 phones used in previous experiments.

Figure [@ shows the CDF of estimated relative distances between phones for
Calibree, centroid and fingerprinting localization algorithms. The results show
that Calibree is able to estimate distances between phones with a similar accu-
racy to that obtained by the centroid and fingerprinting algorithms, without the
need to compute absolute locations first.
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Fig. 9. Cumulative distribution function of pairwise distance estimation errors for Cal-
ibree, fingerprinting and centroid algorithms

3.3 Discussion

Although we developed and tested Calibree off-line with stored data, we envision
it as a real time Web service in its final form. Mobile clients would transmit their
measured signal strengths and, if available, their GPS coordinates, to a central
Calibree server. The server would run our algorithm and make the computed,
absolute coordinates available to authorized subscribers. Clients with satisfac-
tory GPS availability would not need the Calibree service, because they already
know their location. These clients could be enticed to contribute their data by
micro-payments, discounted subscriber rates, discounted location data for other
users (assuming authorization), or an offer of free position data from Calibree
whenever they lose GPS satellite connectivity. For privacy, GPS data and the
associated signal strengths could be transmitted to the service completely anony-
mously, although this would complicate the process of giving compensation for
those users. Alternatively, or in addition to regular GPS-equipped users, the
service could exploit GPS and signal strength data from taxis, police cars, mu-
nicipal vehicles, garbage trucks, and delivery vehicles, many of which are already
equipped with GPS and cell phones. Cell phone companies and ordinary users
could set up static GPS and cell phone stations to transmit absolute coordinates
in regions of particular need, although Calibree ideally exploits only mobile users
to avoid the need for extra infrastructure.

4 Related Work

The Calibree localization algorithm is related to several research efforts in ubiqui-
tous computing and sensor networks. We next describe key distinctions between
these efforts and ours.
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4.1 Relative Distance Estimation

Several projects have suggested ways to compute ranging estimates between wire-
less devices. In SpotON [6], tags use received radio signal strength information
as an inter-tag distance estimator. Relate [B] uses a combination of ultrasound
and radio communication to infer relative position and orientation between spe-
cialized USB dongles. Calibree differs from these efforts in the way it computes
relative distances between nodes. Instead of using peer-to-peer measurements
between devices, Calibree estimates distances between devices based on mea-
surements of signals from static beacons — cell towers in our case.

The technique Calibree uses for estimating pairwise distances was inspired by
the NearMe wireless proximity server [§]. NearMe showed that it is possible to
calculate the relative distance between WiFi devices based on their WiFi signa-
tures. In contrast, Calibree applies this technique to GSM instead of WiFi, and
it uses the computed distances to find absolute phone locations with help from
GPS measurements from a small number of phones. Furthermore, Calibree takes
advantage of a network of pairwise distance estimates to refine the location re-
sults, while NearMe stopped after computing just individual pairwise distances.

4.2 Graph-Based Location Estimation

Self-mapping [9] is a graph-based algorithm for mapping radio beacon (e.g.,
WiFi APs or GSM cell towers) locations given a small seed of known beacon
locations and a set of radio scans. The main idea behind self-mapping is that
if a radio measurement contains two beacons, these beacons are located within
twice the maximum transmission range of each other. A better distance estimate
may be obtained by using a radio propagation model. Self-mapping combines
the estimated distances into a graph and solves for beacon positions using an
iterative error minimization algorithm.

A number of related localization techniques have been developed for sensor
networks, mainly to improve network routing. Some of these approaches assume
that a small number of beacon nodes with known locations are available [T3JI0]
and compute locations of other nodes in the network. Other approaches assume
no such knowledge and compute only the relative node locations [2IT4].

Calibree applies similar techniques to localize GSM mobile phones instead of
radio beacons or sensor nodes. However, Calibree estimates relative distances be-
tween phones using a regression formula derived in real time from a set of GSM
signatures and their absolute locations. In contrast, self-mapping estimates dis-
tances between beacons based on a simple radio propagation model, while sensor
network efforts either rely on sheer node-to-node connectivity or estimate rel-
ative distances using peer-to-peer measurements of time of flight [10] between
sensor nodes. Finally, Calibree uses a different graph-based algorithm for con-
straint satisfaction: a variation of the Vivaldi algorithm [4].

Vivaldi is a distributed algorithm for predicting communication latency be-
tween Internet hosts without requiring explicit round trip time measurements
between them. For that purpose, Vivaldi assigns each host a synthetic coordi-
nate such that distances between the coordinates accurately predict the latency
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between hosts. Vivaldi uses round trip time measurements to estimate relative
distances between network nodes, combines these measurements into a graph
and then solves the graph constraint system using a distributed version of the
mass-spring minimization method. In contrast, Calibree estimates relative dis-
tances based on phones’ measurements of GSM cell towers and it calculates
absolute, not relative, phone positions based on a seed of known locations of
GSM signatures measured by devices with GPS.

5 Conclusions

In this paper, we presented Calibree, a novel GSM localization algorithm that
does not require the tedious calibration phase that normally accompanies cell
tower localization algorithms. Calibree uses a relatively small number of GPS-
equipped mobile phones to compute the locations of mobile phones without GPS.
Calibree takes advantage of the fact radio signatures are a reasonably good ba-
sis for computing the relative distances between mobile phones that detect at
least one cell tower in common. Our algorithm combines these relative distance
measurements with GPS measurements from some of the phones in an error-
minimization procedure to compute the absolute locations of all the phones.

Our experimental results showed that the accuracy of Calibree is comparable
to traditional, calibration-intensive algorithms for cell phone localization. Even
as the number of cell phones equipped with GPS grows, Calibree will remain
relevant, as it works for phones that are located indoors or otherwise unable to
detect GPS satellites. Calibree is also an effective technique for computing the
relative locations of a group of phones even if none of them have GPS. This can
be useful for proximity-based applications and games.

Extensions to Calibree could include a technique to enforce spatial continuity
of the inferred locations. As it is, Calibree computes locations based on measure-
ments from a single instant in time. It may be possible to improve accuracy and
robustness by smoothing or filtering location estimates across time, using proba-
bilistic motion models. Such models could include path constraints on the mobile
nodes, such as a network of streets, railways, and pedestrian paths. Considering
both time and path constraints, it may even be possible to compute absolute
locations from a sequence of relative locations by finding the unique set of abso-
lute paths that could give rise to the inferred relative paths. Calibree could be
extended to deal with the error inherent in GPS. As it is, the algorithm assumes
that GPS measurements are always correct, although we know that GPS has its
own error characteristics, including occasional outliers. The spring-mass scheme
could be easily extended to account for some error in the GPS estimates.
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Abstract. Location modelling is central for many pervasive applica-
tions and is a key challenge in this area. One major difficulty in location
modelling is due to the nature of evidence about a person’s location; the
evidence is commonly noisy, uncertain and conflicting. Ontological rea-
soning is intuitively appealing to help address this problem, as reflected
in several previous proposals for its use.

This paper makes several important contributions to the exploration
of the potential power of ontologies for improving reasoning about peo-
ple’s location from the available evidence. We describe ONCOR, our
lightweight ontology framework: it has the notable and important prop-
erty that it can be semi-automatically constructed, making new uses of
it practical. This paper provides a comprehensive evaluation on how on-
tological reasoning can support location modelling: we introduce three
algorithms for such reasoning and their evaluation based on a study of 8
people over 10-13 days. The results indicate the power of the approach,
with mean error rates dropping from 55% with a naive algorithm to 16%
with the best of the ontologically based algorithms. This work provides
the first implementation of such an approach with a range of ontological
reasoning approaches explored and evaluated.

Keywords: Ontological reasoning, location conflict resolution, ontolog-
ical algorithms.

1 Introduction

Accurate location information plays a critical role in context-aware systems.
Depending on the application, it may be preferred to have location information
presented at different levels of granularity: for example, when Bob’s manager
wants to have a phone discussion with Bob, she may only want to know if he
is at work or not: this may be inferred by his location, being either within the
workplace building or not. By contrast, Bob’s daughter may want to know a
finer grain value for Bob’s location—Bob may be happy for her to know his
precise location at all times—such as at the kitchen sink to have her homework
book signed. To take just one other example, a Follow-me-music application
may need to model Bob’s location accurately at the room level to the deliver
desirable service. Being able to determine accurate locations and to tailor the
desired grain-size of location to users and contexts is not trivial. This is especially
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true in a multi-sensor environment, as more uncertainty may be introduced in
resolving a location value from multiple location sensors [IJ2I3]. The challenges
of achieving accurate location modelling and the demands of privacy mean that
it is important to address the problem of modelling people’s location in ways
that enable reasoning over granularity levels and in ways that support accurate
modelling from multiple sources.

A number of researchers have tackled the problem of modelling locations with
ontologies, for example [I5I6IT], but few focus on the issues of resolving conflict-
ing context evidence and reasoning across granularity of locations. EasyMeeting
[4] supports privacy at different grain-sizes of location by defining appropriate
personal privacy policies, but has limited support for conflict resolution. Wishart,
Henricksen and Indulska [7] proposes an obfuscation approach that can “adjust
the granularity of different types of context information to meet disclosure re-
quirements stated by the owner of the context information.” The literature,
however, did not report an implementation of an actual location ontology in a
working prototype.

For conflict resolution for locations, Hightower and Borriello [I] compares
the accuracy of three algorithms that uses Particle filters to estimate locations.
It focuses on physical sensors. By contrast, our infrastructure includes both
physical and virtual sensors, and we exploit the potential of an ontology to
automatically determine and resolve conflicting location information. Myllymaki
and Edlund [2] presents an conflict resolution algorithm to determine locations
of a user from the evidence of multiple mobile objects. Indulska et al [3] adopts
a similar approach to [2] and their work uses two additional confidence factors:
discounting the weights of the sensor sources that previously provided incorrect
readings and accounting for activeness of each sensor type. Both include a step
to filter out location values that spatially contain another one, but the actual
underlying approach is not documented.

Previous work, described above, explores various promising aspects of ontolog-
ical reasoning in context-aware computing. We introduce a new role for ontolo-
gies: interpretation of the typically noisy and contradictory evidence available
about location. Our implementation of this approach is called ONCOR. At the
heart of ONCOR is a location ontology—extending MIBO (Middle Building On-
tology) [§]. In this paper, we will refer to that ontology as the building ontology.

The rest of the paper is structured as follows, Section [2 outlines common
challenges in interpreting sensor evidence inside a multi-sensor environment.
Section Bl then introduces and explains the motivation for the design of three al-
gorithms that ONCOR uses to resolve conflicting location values. Then, Section ]
describes the design of our empirical evaluation of those ontological reasoning
algorithms, with the results in Section [{] followed by our conclusions.

2 Challenges in Interpreting Sensor Evidence

There are many sources of noise and uncertainty in reasoning about location
from the evidence that can be collected by the many available sensor types. As a



164 W. Niu and J. Kay

basis for the design of new ways that an ontology can address these difficulties,
we identify three categories of problems in interpreting location evidence sources.

Granularity variance. This category describes the situation where there is a
set of evidence, at different granularity levels. For example, a Bluetooth™
sensor with a ten-metre range may detect Bob’s phone, giving evidence of
his location at the granularity of a wing of the building, Level 1 East, while
a login sensor may provide evidence he is at a finer grain location, Room
100. If Room 100 is within Level 1 East, this does not represent conflict and
a building ontology has the potential to reason that this is so. Similarly, if
Room 100 is in Level 1 West, there is a conflict and a building ontology has
the potential to reason that this is the case.

False positive. This occurs when the available evidence is wrong. There are
many ways this can happen. One important case occurs with sensors, such
as Bluetooth detectors which may detect Bob’s phone on two levels of a
building, with one sensor on Level 3 providing evidence and another on
the floor above also giving evidence. A building ontology may be able to
determine that these two pieces of evidence are in conflict. User behaviours
may also cause false positive evidence: for example, Bob may leave his phone
in Alice’s office, giving a stream of evidence that he is still in her office. If
Bob then starts using his machine in his office, the activity sensor’s evidence
of his location conflicts with the evidence from his phone location. A building
ontology can be used to infer that this is a conflict.

False negative. This describes the case where evidence is missing. There are
many potential causes: for example, a sensor may fail temporarily; there may
be network latencies or failures. Importantly, people’s behaviours may play
a role, for example, when Bob turns off his phone, or its battery fails. One
case may present when the Bluetooth sensor on Level 3 West stops delivering
sensor readings and the sensors one floor above and below detect the presence
of Bob’s mobile phone. We may infer that the Bluetooth sensor on Level 3
West has stopped working and that Bob is indeed located between Level 2
West and Level 4 West (i.e. Level 3 West). This may require the ontology to
specify the third dimension of the spatial relation.

Certainly, all of these can occur in combinations. For example, a login sensor
may provide evidence Bob is in Room 100, while two Bluetooth detectors may
give evidence that his phone is both on Level 1 East and Level 2 East. The first
two pieces of evidence may have granularity variance, the third is a false positive.
An ontology of the building has the potential to support reasoning about the
evidence, determining whether it is conflicting. In addition, ontological reasoning
has the potential to help in the resolution of conflicting evidence.

3 ONCOR Approach to Location Reasoning

We now describe the way that our ONCOR ontology has been used to explore
how ontological reasoning might tackle the challenges arising from the classes
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Middle Building Ontology

SpacelnAFixedStructure
MultiRoomUnit LevellnABuilding
School of Information Technologies Building Ontology

SIT Building > &~

FixedStructure

SingleRoom Building

isPartOf

Room 320 ' Room 220

Fig. 1. A sample of the building ontology (bottom) extending MIBO (top). Each un-
labelled arrow represents an isA relationship. There is no semantic difference between
solid and dotted lines; dotted ones are only for visual clarity. The full building ontology
consists of a total of 573 location instances.

isPartOf /" isPartOf

of conflict and uncertainty in modelling location from a collection of sensor
evidence. First, however, we note that the ONCOR, ontology has two parts: a
handcrafted, general ontology for buildings (Figure [l top) and a generated part
that captures the structure of a particular building (Figure [[l bottom). We have
previously described the way that we created the ontology [8]. A key property
of ONCOR is the careful separation of the costly handcrafted but reusable parts
and the use of automated analysis of information about buildings to generate
the remainder of the ontology for a new building and to make it easy to handle
the addition of new sensors. While our previous work explored ways to build the
ontology, this paper moves beyond the representation to consider how to exploit
ontological reasoning.

We now introduce our three approaches to ontological reasoning about lo-
cation based on diverse sensor evidence. For each, we first explain the design
motivation, then provide an illustrative example followed by some discussion of
that approach, its expected power and limitations.

Closest Common Subsumer (CCS). This algorithm is motivated by the
goal of determining the finest grain location that is consistent with a set
of evidence. For example, if Bob’s presence is inferred by sensors in both
Level 3 West and Level 3 East with similar uncertaintyl, CCS may find

1 As the focus of this work is on the ontological reasoning, and since this is orthogonal
to the reasoning about the arbitrary collections of uncertain evidence, we treat all
evidence as equally reliable. However, the Accretion/Resolution approach [9] under-
lying this work affords support for a flexible range of such reasoning approaches.
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Level 3 as the finest grain location containing both of these. This algorithm
uses the location ontology to find the closest common subsuming location:
this is similar to the lowest common ancestor concept in graph theory. This
algorithm may be valuable in cases where an application requires location
at a certain grain-size and, with this algorithm, it is possible to determine
if a set of data can give a consistent location at the required granularity.
In addition to providing an indication of the level of conflict in data from
different sensors, the algorithm can be used to resolve a value for location
that is consistent with all available evidence.

Granularity Harmoniser (GH). This algorithm is motivated by the common
inconsistency of granularity variance seen in multi-sensor networks. So, for
example, if Bob’s presence is inferred by sensors in Level 3 and Room 300,
GH would return Room 300 as it is contained in Level 3. GH uses a location
ontology to determines whether or not a list of locations are all on the direct
isPartOf ontological path (e.g. Level 1 West isPart0f Level 1). If they are
all on the direct ontological path, it returns the finest-grained location in
the list. Otherwise a conflict is reported, and a designated conflict resolver is
used to resolve the inconsistency. Not only can this algorithm effectively har-
monise granularity variance, it also reveals other forms of conflicts in sensor
evidence that typically occur in a multi-sensor environment. The simplicity of
this algorithm also facilitates the important aspect of scrwﬁabz’lit7 enabling
end applications to provide simple and natural explanations of this reasoning.

Democratic. The assumption underlying this approach is that noisy data tends
to be less common than accurate data. So, for example, within the locations
of Room 300, Room 400 and Level 3 West, when they are grouped by physi-
cal levels of a building, Room 400 belongs to a minority group, as the others
are all on Level 3. Therefore, it is discarded. This algorithm groups the lo-
cation values according to the set of subsuming locations at the same level
of granularity (e.g. Level 1, Level 2, Level 3). The groups that contain less
evidence, or the minorities, are discarded. The democratic algorithm may
eliminate some false positive sensor evidence described in Section 2l It may
fail if false sensor evidence sources overweigh the genuine ones.

The Granularity Harmoniser (GH) and Democratic algorithms are used more like
filters: they do not guarantee complete conflict resolution, but try to filter out
certain conflicts. Each algorithm excels, in terms of both accuracy and precision,
in different contexts. When precision is within an acceptable range, CCS may be
a good candidate for accuracy. When deployed sensors have overlapping location
ranges but differing in granularity, GH can be a good filter in the process of
interpreting the evidence. Depending on the setup of a sensor infrastructure, the
Democratic algorithm may help filter false positive sensor evidence. Algorithm [I]
is the pseudocode of an algorithm that uses Democratic and GH approaches as
filters.

2 Definition of “scrutable”. Capable of being understood through study and observa-
tion; comprehensible, http://dictionary.reference.com/browse/scrutable
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Algorithm 1: An algorithm that adopts the Democratic approach

Input : evidencelList, each evidence consists of a timestamp and a location

Output: A location, from an evidence source in evidenceList

/* Non-finest grain-sizes could be a wing, a level or a building */
1 foreach grainSize in non-finest grain-sizes in a spatial ontology from

coarse-to-fine order do

2 groups = group evidenceList by grainSize to a mapping like {"level 1":
le1, e2 .|, "level 2": [en, €nt1 .|, .. "level K": [em, €mt1 -]}

3 mazSize =0

4 foreach group, evidenceSources in groups do

5 L maxSize = max (|unique locations in evidenceSources|, maxSize)

6 foreach group, evidenceSources in groups do

7 if |unique locations in evidenceSources| < mazSize then

8 L L remove group from groups ; /* remove the minority */

9 evidenceList = evidence sources for each group in groups
/* filter out granularity-variance conflicts */

10 resolvedLocation = granularityHarmoniser (evidenceList)

11 if resolvedLocation # null then

12 L return resolvedLocation

/* If conflict still exists, use the Point algorithm [I0] , i.e.
return the most recent piece of evidence */
13 return point (evidencelList)

4 Evaluation—Experimental Design

In this section we describe the design and setup of an experiment aiming to
obtain a gold standard of movements of people inside a building. This is to
exploit and evaluate the potential of the ontology: the managing of multiple
evidence sources, with varying levels of reliability, range, and characteristics
that may potentially lead to conflicting information. Similar experiments have
been carried out using robots, e.g. [I|]. The clear advantage of robots is the
accurate and precise position traces. However, they behave quite differently from
real humans—whose locations are what we ultimately want to determine—and
their actions might not be generalisable to humans. Hence, we conducted this
experiment with actual humans. The word entry is used throughout the rest of
the paper referring to a user-logged message.

4.1 System Design

Two systems were designed for this study: the School of Information Technolo-
gies Interactive Map (SITIM) and the Location Log Feedback system.

SITIM has been designed for simplicity and ubiquity. SITIM allows users to
log a location entry with three or less (correct) mouse/stylus clicks: one for
selecting a floor level, one for a place and the other one for an intended action.
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Tabs are used to allow a larger viewing space and greater clicking area, as well
as to provide more flexibility for incorporating additional information, such as
inserting supplementary maps.

Level1 ' Level2 QEITKR Level4 | FVP
[12:13:26] arrival, Desk 3W32 Bob's Office (324)

Bob's Office (324) |
[ Deparure | }
|

[what for?] |

Fig. 2. A screenshot of SITIM when a user, who knows Bob, clicks on Room 324 on
the map at the “Level 3”7 tab

Figure [2] is a screenshot of SITIM after the user clicks on Room 324 on the
map at the “Level 3” tab. The system displays a personalised name of the room
at the upper-centre region and in the pop-up message. The most recent user-
logged and sensor-generated locations are displayed both as dots on the map
(pointed out by the arrows in Figure ) and in text at bottom-left and top-left
corners respectively.

System feedback is an important means to engage users and prevent confusion,
especially with a non-traditional interface. This is addressed by: using a range of
interactive Web programming features, displaying the most recent user-logged
entry (e.g. [12:12:26] arrival, Desk 3W32) and sensor-generated locations
(e.g. [18:27:24] Level 3 West), and reporting the user’s entry capture status
(e.g. whether the entry is successfully recorded or not).

In addition to a week-long practice during the pre-experimental period, system
design decisions were made to minimise potential user mistakes. These include:
allowing users to undo the immediate erroneous entry; allowing the user to log
their top 10 most frequently visited places (FVP); and displaying a one-click
entry box for departure after an arrival entry, following the assumption that
a user would depart the place they last arrived at. With the introduction of the
FVP page and departure floating box, a location can be logged with two and
one click respectively.

Participants were asked to review their log at the end of each day. They
used the Location Log Feedback page (Figure B) to review the log to identify
inaccurately logged location data. Feedback was given via an online interface
that consisted of the logged entries for the day, a list of sensor-generated location
data, two multiple choice questions on how informative the logged data was for
that day and input areas for users to give comments. The two multiple choice
questions are for participants to assess the completeness and accuracy of their
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Location Log (total time: 576 minute: 74 12:23 Present Desk 3W32 (Sys)
(a) (b) d  (e) :
ID Time (gap) (C)A:tion Location Comments Z5  12:24  Found Level 3 West (BT)
76 12:25 Lost Level 3 West (BT
1 10:55 (0) arrival (leaving/coming to uni) Desk 3W32 = © eve e=(BY)
77 12:26 Lost Desk 3W32 (Sys)
2 11:23 (28 d t ffee/drink: Desk 3W32
(@8 eparture (coffee/drinks) = 78 12:26 Present Level 3 West (BT)
3 11:30(6) | arrival Room 126 79  12:26  Found Level 3 West (BT)
4 11:39 (9) departure Room 126 80 12:27 Found Desk 3W32 (Sys)
5 11:40 (0) arrival Room 125 li 81 12:28 Lost Desk 3W32 (Sys)
82 12:28 Lost Level 3 West (BT)
6 12:11 (30)  departure Room 126 [should be Room 125
83 12:29 Found Room 304 (BT)
(g) 7 12:13 (2) arrival Desk 3W32 84 12:30 s Room 304 (BT)
8 12:27 (14)  departure (meeting/seminar) Desk 3W32 |seminar and tutoring g5 12:31 Lost Level 3 West (BT)
\ 9  17:07 (279) arrival (back to office/desk) Desk 3W32 86 16:09  Found Room 304 (BT)
87

10 20:31 (204) departure (leaving/coming to uni) Desk 3W32

16:09 Found Level 3 West (BT)

Fig. 3. A sample view of the feedback page. The table to the left shows user-logged
entries: (a) is the ID column that numbers each entry, (b) shows time of each logged
entry as well as the gap between this one and its preceding entry, (c) shows the action
and purpose, if given, of the entry, (d) is the location logged, (e) is for users to give
comments for each entry, (f) is the duration for the day and (g) shows the two high-
lighted rows that are potentially erroneous. The table to the right lists the evidence
sources from sensors: (1) is the ID column, (2) is the timestamp of the evidence source,
(3) is the sensor message, (4) lists the inferred location as well as the sensor type (i.e.
BT for Bluetooth sensors, Sys for activity sensors and Login for login sensors) and (5)
shows the highlighted rows, temporally close to the 8th logged entry clicked by the
user; it highlights the rows that are less than 2 minutes away (i.e. 2 minutes backward
and forward) from the clicked entry with a darker green colour, and those that are less
than 20 minutes away with a lighter green colour.

own logged entries. The first question asks them to assess the reliability of the
data they logged and the second one asks about the reliability of the logged data
after applying corrections they provided.

4.2 Location Modelling and Sensor Infrastructure

Location models, along with user and device models, are kept in the Perso-
nis modelling server [9]. Each location in the building is semi-automatically pop-
ulated into the server by parsing the building maps in Scalable Vector Graphics
(SVG) format, including an ID, a MIBO class (see top of Figure [Il), its parent
location, its child locations and its coordinates on the map.

There is a number of sensors that can be used to monitor people’s indoor
locations for a range of accuracy and precision, as reviewed in [I0]. Our infras-
tructure is set up to have a representative range of sensor types, taking account
of pragmatic considerations, such as minimal maintenance, simple setup and
minimal user interaction.

Bluetooth Sensors. For sensing in the range of for roughly 10 metres, they consist
of Bluetooth dongles that periodically scan for surrounding Bluetooth-enabled
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devices and report the list of detected devices. They occasionally fail to pick up
some signals in range and may suffer from overlapping detection.

Activity sensors. For sensing at the desk/room grain-size, they are programs
installed on the users’ machines to report their activity/inactivity based on
keyboard /mouse movements and activation of screensavers.

Login sensors. For sensing at the desk grain-size, are programs that monitor
users logging in and out of machines in computer laboratories. Since the
machines in the laboratories are shared by many people, users normally take
extra care in logging off when they are physically away. Login sensors report
less frequently than activity sensors, but provide reliable readings of users’
presence in the laboratories.

4.3 Experimental Procedure

The study took place in the School of Information Technologies building on the
University of Sydney campus. It ran for 10-13 days with a mean of 11 days for
each participant. There was an exception for the author participant who had
34 days of logged data. Before the experiment, each participant was given a
tutorial on how to use a Tablet PC, the SITIM system and the feedback page.
The first week was allocated for the participants to familiarise themselves with
the systems and logging. The data collected during this week was excluded from
the analysis.

At the end of each day, the participants were reminded by email to verify their
logged data and to self-assess the accuracy of it. While users were able to com-
ment on the logged entries any time during the day, the two self-assessment ques-
tions were required to be done at the end of the day. The experiment conductor
would then review each participant’s feedback to ensure reasonable responses.

There were eight participants, including one of the authors, for the experi-
ment: seven males and one female. Their ages were between 22 to 35. There were
one undergraduate and seven postgraduate students with Computer Science re-
lated majors. All of them regularly worked inside the building.

Logging a location consists of the following steps:

1. The participant selects the tab of the level in the building where they are
currently located.

2. Then the participant clicks on the location they want to log on the map.

3. A confirmation message then pops up just below the cursor asking for the
participant’s intended action, which is one of: arrival, departure or stay
(see Figure[): arrival and departure are the primary actions; stay would
only be used if one forgets to indicate their arrival on time, i.e. delayed
arrival. The participant can optionally indicate their purpose for that action
from a drop-down menu. This enables the participant to add semantics to
the data, which facilitates understanding of the log at the end of the day.

4. After a location, an action and an optional purpose for the action are se-
lected, a message box would pop up with the information to be sent to the
Personis server. The entry is delivered automatically after eight seconds,
unless the participant decides to retract the action, by clicking “Undo”.
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Each participant was asked to log their locations whenever they moved from one
place to another inside the building, with a few exceptions: going to the toilet,
short trips that normally took less than two minutes (e.g. getting water) and in
transit from one place to another.

5 Analysis on User Data and Sensor Data

5.1 User-Logged Data

As described in Section[£3] each participant was asked to comment on the logged
data for any abnormality as well as self-assess it by answering two multiple choice
questions at the end of the day. Feedback was mostly on erroneous entries (e.g.
wrong locations) and omissions. For the cases when participants were able to
provide corresponding corrections, they were manually put into the logged data.

For the self-assessment questions, an answer of 5 indicates the highest relia-
bility with more than 90% of accuracy and 1 is the least reliability with less than
25% of accuracy. The mean scores were 4.6 and 4.9 for participants’ views on,
respectively, the reliability of their logged data and the reliability of the logged
data with their corrections incorporated. Only the days that participants indi-
cated more than 90% of accuracy, which account for 101 out 111 days, are used
for error rate analysis for better data integrity.

Then we analysed the actual logged data by examining each pair of consecutive
entries. There are three possible logging actions: departure, arrival and stay.
Combined with a boolean value of whether two consecutively logged locations
are the same, there are 18 different combinations. They are assigned to four
different classes of time: stationary, transit, unknown and error.

Stationary time. It denotes the amount of time that the participant was sta-
tionary at a place. This category includes two combinations of entries: arrival
X—departure X and stay X—departure X, where X is a place. Even though
there is uncertainty about the time of arrival, the time between stay and
departure for a location still indicates the person being at that location. This
is the only category of time taken into account for accuracy calculation.

Transit time. It is the amount of time that the participant was travelling from
one place to another. It is represented by departure X—arrival Y. This
category of time is excluded from analysis for two pragmatic reasons: the ac-
tual locations during travelling are difficult to determine and verify; and it ac-
counts for a relatively small proportion of time (around 3%, see Figure
which outweighs the high uncertainty.

Unknown time. It denotes the amount of time that the location of the partic-
ipant could not be inferred from the entries. This category is represented by
departure X—arrival X. Possible explanations for this type of entry were:
participants went out of the building; they took short trips around their
work space; or they failed to log both arrival and departure of another
place. Manual inspection of the data revealed that 90% of the cases could be
accounted for by the first two explanations. That leaves the rest of the 10%
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Fig. 4. Mean distribution of the number of entries and the length of time

to be potentially erroneous entries. This class of time is also excluded from
analysis as the actual destination of the participant is unknown.

Error time. It is the amount of time when the participant made one or more
errors in logging an entry. This category of time consists of all 14 other com-
binations. One example combination is departure X—departure Y. This
implies that the user failed to put in an arrival entry when arriving the
place Y. This category accounts for about 4.6% of overall entries and the ma-
jority (2.4%) of them imply one human error. It indicates that participants
were generally careful when putting in each entry.

Figure and Figure summarise the distribution of the logged data in
terms of the numbers of entries and amount of time, respectively, for each class.
So, stationary accounts for 51.4% of total number of entries and 78.5% of the
time, which is about 6.5 hours from 9am—5pm, working hours. Most of the un-
known time, which accounts for about 15.5% of the time,was because of partic-
ipants going out of the building. And there is a relatively small amount of error
and transit time, about 2.9% and 3.5% respectively.

5.2 Sensor-Generated Location Data

A diverse range of sensor and device evidence was gathered during the study:
38414 messages from 16 Bluetooth sensors sensing 16 Bluetooth-enabled devices
(5 mobile phones, 8 Tablet PCs and 3 laptops), 13252 messages from 12 activity
sensors and 57 messages from the login sensors.

Table [l summarises the classes of sensor evidence collected during the study
in percentage of time. We classify the evidence into three categories: no evidence,
unanimity and conflicting evidence. The last category is further divided into the
granularity variance conflict and all others. No evidence denotes the amount of
time that had no sensor evidence inferring the participant’s location. Time clas-
sified as Unanimity means that when there is only one location value from the



Location Conflict Resolution with an Ontology 173

Table 1. Classification of sensor evidence in percentage of time

Conflicting evidence

Participant No evidence Unanimity Granularity variance Others
A 0.1% 14.4% 71.2% 14.2%
B 0.0% 17.6% 71.6% 10.7%
C 0.3% 51.6% 32.2% 15.9%
D 0.0% 42.6% 48.3% 9.0%
E 4.1% 28.5% 65.0% 2.4%
F 0.2% 21.9% 59.0% 18.9%
G 0.0% 26.0% 73.8% 0.2%
H 0.0% 0.2% 0.0% 99.8%
Average 0.4% 24.6% 57.0% 18.0%

sensor evidence, i.e. no ambiguous evidence sources. Granularity variance, de-
scribed in Section 2] represents the amount of time when the ambiguous evidence
sources are overlapping in granularity difference. Others denotes the percentage
of time with all other types of conflicting evidence sources; more than 99% of it
was false positives.

The high percentage of granularity variance (57.0%) was because each partici-
pant was detected by at least one Bluetooth sensor and one activity sensor when
they were using their computer at their work space. Participant C’s and D’s data
have more unanimous evidence than the other three. This is because their Tablet
PCs would enter stand-by moddd more often, causing their system sensors to be
the sole sensing devices. Participant E’s higher percentage of No evidence time
(4.1%) was mainly due to their time spent in a research laboratory outside of
the Bluetooth sensor coverage. Because the work spaces for participants A, B,
C, F and H could be detected by Bluetooth sensors from different floors of the
building—especially for participant H—they had more non-granularity-variance
conflicting evidence than Participants D and E. Participant G changed locations
least frequently throughout the study; they only stayed at two places during the
study: their work space (97%) and a seminar room (3%).

5.3 Algorithms Compared

In this section we compare accuracy of algorithms that use ONCOR and three
other algorithms: Point, Time Decay and Bias. We focus on resolving location
values across different levels of granularity. In our case, we use four different
grain-sizes of locations: Room/Desk (e.g. Room 300, Desk 3W30), MultiRoomU-
nit (e.g. Level 3 West), LevellnABuilding (e.g. Level 3) and Building. Only the
results of the first two grain-sizes are presented in this paper, as they represent
the grain-sizes of locations detected by the sensors described in Section 2] and
are, therefore, more interesting.

3 Each Tablet PC would enter stand-by mode after 30 minutes of inactivity on battery.
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Point selects the most recent piece of evidence generated by any sensor. It is the
least computationally expensive algorithm for resolving a location value with
sensor data. Its simplicity has attracted many systems using single grain-size
sensors, such as commercial infrared badge location systems, reviewed in [10].

Time Decay is based on exponential decay of time to weigh each evidence
source. Multiple evidence sources for each unique location value are aggre-
gated in favour of the most weighed evidence source for each location value
as well as the locations with more repetitions. Equation () calculates the
exponential decay of each given evidence source based on their timestamp,
where the adjusted decay constant (\) is set to be 0.01. Equation (@) dis-
counts the adjusted weights of evidence sources of other location values from
the maximum weight for the current location value, where n is the total num-
ber of evidence sources, m is the number of evidence sources of the location
value whose weight is being calculated:

w; = N(tz) = 6_)\ti (1)

Z?:m—‘rl Wi

BE— (2)
n

Bias selects the participant’s personal work space if it is found in the evidence

sources. Otherwise it returns the most recent evidence source. This algorithm
is biased towards the place where the user tends to spend more time.

TD(wi. m..n) = max(wWiy. m) —

It is sometimes not possible to resolve the location of desired grain-size with
the existing sensors, and this may be caused by system faults or lack of sensor
coverage. When a user, for example, is not actively using a machine that either
runs an activity sensor or is monitored by a login sensor, then the finest-grained
location value for that user is not likely to be generated. Thus, a resolver which
estimates the best possible location value that can be achieved is also used. A
best possible location is defined as the best matched location value—in terms
of grain-size difference from the user-logged location—from the list of evidence
sources. So, for example, if the user-logged location is Room 100 and the list of
possible locations from sensor evidence are Level 1 and Level 3, Level 1 would be
the best matched location value. For all cases, when there is no evidence found
in the designated time frame, the last resolved location value would be used.

When comparing the resolved location values from sensors against the user-
logged location value, both location values are normalised to the desired grain-
size whenever possible. For example, if the user-logged location is Room 300, and
the resolved value from sensors is Level 3, it would be counted as an erroneous
sensor value for Room/Desk and MultiRoomUnit grain-sizes, as Level 3 can
not be normalised to a finer-grained location. However, it would be correct for
LevellnABuilding and Building grain-sizes, as both Room 300 and Level 3 would
be normalised to Level 3 and the Building respectively.

Location Reasoning at Room/Desk Grain-size
Figure Bl shows the error rates for running five algorithms and the Best Possible
resolver on the participants’ data to resolve for the location at the Room/Desk
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Fig. 5. Error rates for different resolvers reasoning at Room/Desk grain-size

level, in the order of the mean error rates. The x axis denotes the eight partic-
ipants and their average. The y axis is the percentage of the error rates that
each algorithm resolver has on each participant’s location data. For example, for
participant A, the Point algorithm is able to resolve a location value for that
participant when they were in the building with an error rate of 67.5%, the
Democratic and Granularity Harmoniser (D&GH) algorithm (see Algorithm [I])
reduces it to 20.3% and the Best Possible is 19.2%. The results of CCS (Closest
Common Subsumer) are excluded from the chart for its poor performance, which
would reduce the visual clarity. It constantly performed more than 40% worse
than the Point algorithm.

The ONCOR algorithms—Granularity Harmoniser (GH) and D&GH-—gener-
ally have lower error rates than Point and Time Decay (TD). Participant H is an
exception, because their work space constantly received inter-floor Bluetooth sig-
nals (false positive evidence) which resulted in extremely high non-granularity-
variance conflict (99.8%). On average, GH reduces the error rates of Point and
TD from 54.5% and 45.2% to 24.9% by harmonising granularity variance in sen-
sor evidence. The D&GH algorithm filters out some false positive noise before
resolving granularity variance, hence further reduces the error rates. The Bias
algorithm performs comparably to D&GH because it favours the participants’
work spaces, where they spent most of the time.

Location Reasoning at MultiRoomUnit Grain-size

Figure[d analogous to Figure [ illustrates the error rates generated by a list of
resolver functions in reasoning about location at the MultiRoomUnit grain-size.
CCS is, again, excluded. Note the high error rates on Point (44.9%), TD (24.2%)
and GH (44.9%) algorithms for participant H.
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The Point and TD algorithms now have comparable error rates. GH performs
the same as Point, because GH only filters out granularity variance before using
the Point algorithm for the other conflicting evidence. There are currently two
granularity levels in our sensor infrastructure: Room/Desk and MultiRoomUnit,
so GH would only differentiate itself from Point when reasoning at the finer
grain-size. D&GH has slightly better mean error rates than Bias at this grain-
size, mainly due to its ability to filter out more false positive noise. For instance,
it is able to filter out the evidence value of Level 2 East from the possible locations
of Level 1 East, Level 1 Middle and Level 2 East, which can not be done with
the other algorithms. The location values resolved by CCS, in most cases, are
too coarse-grained to be useful in this sensor infrastructure.

Participant E and F spent more time away from their computers, usually in
a laboratory, the common room, or areas nearby their work spaces. This often
prevented the sensors from getting their finest grain locations, which resulted
in higher error rates for their best possible results. Bias and D&GH show clear
improvements over the other algorithms for participants A, B, C and H because
they have more non-granularity-variance conflicting evidence than participants
D, E and G.

6 Conclusions

The key contribution of this paper is the exploration of a new role for ontological
reasoning in pervasive computing: we have tackled one of the foundation prob-
lems, modelling location from a diverse range of sensors, each of which produces
evidence at varying levels of noise and uncertainty. We have introduced three
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algorithms for ontological reasoning about location, explaining the motivation
for their design and linking this to the challenges in interpreting sensor evidence.

Our approach takes careful account of pragmatic issues. In the case of the
ontology, we have created ONCOR so that, while the core ontology is hand-
crafted, it can be extended to a large range of building ontologies. The parts of
the ontology that need to be created afresh for each new building are generated
semi-automatically. This approach means that there is modest cost in taking
the approach to a new building and in altering the infrastructure, as sensors are
added or altered. Also important to our approach is that the ontological rea-
soning is amenable to create simple, natural explanations: this makes it possible
for a system to explain its operation to a user. This is critical for user control,
for example enabling individuals to select, or tune, the algorithms that work
effectively for their behaviour and the classes of evidence available about them.

As the locations were semi-automatically extracted from SVG/XML-based
building maps, some geometric properties can be retained in the ontology as at-
tributes (e.g. coordinates and area for each polygon) or relations (e.g. isPartOf,
hasPart). Even though we chose to use symbolic location descriptions (e.g. Room
310) rather than coordinates, it is feasible to integrate our current model with a
coordinate model, such as that described in [I1], provided that the coordinates
represent polygons with containment relationships, like our symbolic model. So,
for example, we can extract the set of vertices in coordinates for each place when
parsing the SVG/XML maps and put them in each place model. In that case,
the system can then translate coordinate-based positions with simple computa-
tional geometry (e.g. Point-in-Polygon algorithms) into a finest-grained contain-
ing symbolic place, and then would still be able to make use of the ontology-based
algorithms.

We have implemented our abstract ideas in ONCOR, giving a system and
framework for testing our ideas. This has enabled us to see how, in practice, they
perform in interpreting the location evidence. This shows that ONCOR is able to
resolve location values at different levels of granularity with a semi-automatically
generated working location ontology. Our experimental evaluation compared the
performance of these algorithms against a gold standard, created by participants
in our study.

From the experimental results, GH reduced the error rates of the Point al-
gorithm by over one half on average, from 54.5% to 24.9%, demonstrating the
the power of an ontology in resolving granularity variance. D&GH further re-
duces the mean error rate of GH from 24.9% to 16.1%, showing the ability of
the ontology to resolve false positive sensor evidence. In terms of the other type
of conflict, false negative, it is yet to be explored.

Even in cases where ontological reasoning does not give minimal errors, it
can provide more generic, less context-dependent reasoning in a dynamic en-
vironment. By contrast, the Bias algorithm can only work well for people who
spend more time at their work space. With an approach like ours, based on onto-
logical reasoning, it becomes possible to reason across granularity levels. There
has been considerable work on ontological reasoning and modelling for pervasive
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environments [SI2I4[7], reflecting the intuitive appeal of such approaches. Our
work goes beyond the earlier proposals to the implementation and evaluation
of location reasoning across granularity levels to conclude a person’s location,
exploring and comparing different ontological algorithms. Our empirical study
provides insights into the ways these algorithms operate for different people with
different behaviours.

Ontological reasoning appears to offer much promise for pervasive computing
because it seems to provide a way to deal with key problems, including reasoning
about a person’s location, based on a diverse set of evidence from different classes
of sensors. This paper has demonstrated the ways that a low cost ontological
reasoner can be constructed, building on the ONCOR framework, and how it
has the potential to reduce the error rate in reasoning about location.
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Abstract. To support the deployment of ubicomp systems, the ubiquitous com-
puting research community has developed a variety of middleware platforms,
meta-operating systems and toolkits. While there is evidence that these systems
share certain abstractions, it is not realistic to use the same platform in all envi-
ronments; systems and applications specialized for specific environments and
applications will always be required. In this paper we present a methodology for
interoperability that allows developers to innovate and evolve their platforms
while allowing others to build interoperable applications. Our approach is based
on our design of the Ubicomp Common Model (UCM) and an implementation
of this model called the Ubicomp Integration Framework (UIF). Our aim in this
work is to provide clear evidence that the UCM unifies the capabilities of ubi-
comp systems based on an evaluation and analysis of its use in integrating sev-
eral existing systems into a composite campus environment.

1 Introduction

As Weiser’s vision for ubiquitous computing (ubicomp) [1] becomes a reality, we see
an increasing number of ubicomp systems deployed in campuses, class rooms [2],
hospitals [3], meeting rooms [4], and the home [5]. To support these deployments, the
ubicomp research community has developed a variety of middleware systems, meta
operating systems [4, 6] and toolkits [7], all exhibiting features and functionality
suitable for their target domain. Although there is often commonality in the core ab-
stractions or functionality of these systems, the community is still a long way from
agreeing on a common approach and model, and further still from the adoption of a
common platform or toolkit. While we believe that in the long term a common plat-
form will be developed, we feel it is impractical for practitioners to agree on such a
platform while the ubiquitous systems field continues to evolve. Further, we argue
that even in the long term, the use of the same middleware platform in all smart
spaces is not realistic as there will always be cases where systems specialized for
specific applications and locations will be deployed in particular environments. Given
these facts, it is clear that there will always be a variety of ubicomp platforms and
hence, there is a need to develop a methodology that supports the integration of these
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platforms. This will allow some application developers to continue to create environ-
ment-specific applications, while others can create applications to integrate ubicomp
systems, or span sites and administrative domains. Further, it ensures that systems
developers can continue to evolve their platforms while supporting a growing applica-
tion developer community.

To address this need we have, over the past two years, developed and implemented
the Ubicomp Common Model (UCM), with the primary goal of providing a meta
middleware that enables developers to build applications that can span existing ubi-
comp systems in multiple domains [8, 14]. Our aim in this paper is to provide an
evaluation of that model and its implementation and to provide clear evidence that the
UCM unifies the capabilities of ubicomp systems for such inter-environment interop-
erability. Partly this is to support our claim that our approach addresses the needs of
those who aim to support interoperability between environments, but also, we feel our
work offers valuable lessons for those who develop new ubicomp applications and
platforms, or those who wish, like us, to bridge and compose existing platforms. To
do this, we describe our experience integrating several representative ubicomp sys-
tems [4, 7-9] into a single, integrated smart space using our platform. The Ubicomp
Integration Framework (UIF), highlights the ease of integration, performance and use
of our core UCM abstractions.

We believe our work is of value to three groups of researchers within the ubicomp
community. Firstly, for those who develop ubicomp systems, our work provides a
rigorous analysis of a systems model as well as a validated approach to integrating
existing ubicomp systems. Secondly, for application level researchers, our work offers
an approach that not only allows them to develop applications that make use of exist-
ing ubicomp platforms, but also provides a stand-alone platform with validated ab-
stractions and a comprehensive programming model. Finally, by reflecting on several
existing platforms and their abstractions and then developing a meta-level model we
believe we have synthesized a comprehensive model and abstraction that reflects
ubiquitous systems experimentation over the last 6-10 years.

The paper is organized as follows. In Section 2 we review the abstractions that
formed the basis for the Ubicomp Common Model. Section 3 then describes the de-
sign and implementation of the Ubicomp Integration Framework used in our evalua-
tion with a focus on the integration adapters. In Section 4 we describe our design
process and the four representative integration adapters we developed. Section 5
summarizes lessons learned from our integration experience. Section 6 presents re-
lated work and Section 7 concludes the paper.

2 The Ubicomp Common Model (UCM)

While there will always be a variety of ubicomp systems designed for certain places
and application domains, interoperability is critical for application mobility between
smart spaces, public and guest access, and environment composition. Our approach to
interoperability is to create a bridge between existing ubicomp systems abstractions
and a shared model for ubicomp environments called the Ubicomp Common Model
(UCM). This model can be used to design stand alone systems for application devel-
opment or in gateways and integration frameworks for cross domain interoperability.
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The UCM design is based on our survey of several ubicomp systems [9] and first
hand development experience [19]. From this work we developed the following set of
high level abstractions that we have found to be useful for ‘native’ ubicomp applica-
tion development and common to several existing ubicomp systems:

e Environment. An environment model is required to encapsulate the available
components, types of context and services, and entities in the environment such as
users, places and devices. The environment model is often handled by a service
discovery system [8], but in some systems, a subsystem that handles more complex
models of the environment is provided [5, 10].

o Entities are base-level abstractions representing people, places, computing devices
and other things such a groups and activities. They can be specialized to environ-
ment-specific entities such as game players, living rooms, class rooms, mobile
phones and meetings as needed.

¢ Entity Relationships have been shown to be a valuable type of context for discov-
ering computing resources associated with entities in the environment [11, 12].
These include location-based, geometric, social, and activity-related relationships.

¢ Context is relevant information about an entity’s situation. Context can include
values such as location, temperature, direction, or time, or higher level inferred
context such as user activities and goals [12, 13].

e Services or functionality often explicitly associated with devices, actuators or
software services. Most ubiquitous systems either provide their own service infra-
structure or build on existing service oriented systems.

e Events that can signal a change of state such as a door closing, a light turning on or
a slide change in a presentation. Events can also be signaled or due to entity rela-
tionship changes. Several platforms support events as separate abstractions in their
own right [4, 6].

e Data or Content, like context, may also be related to an entity. Content could
include a photo of the user, or documents a group has been working on. Some sys-
tems handle content as a type of context while others treat certain content like
documents as an entity associated with a time, place or activity (e.g. [4]).

Using these abstractions, we designed the UCM, an entity-centric model for both applica-
tion portability between environments and ubicomp system integration. It is entity-centric
in that the context information, computing capabilities, and component information in the
model are all associated with a physical or virtual entity: a person, place, device, or the
enclosing environment itself. The UCM consists of three related aspects called the Envi-
ronment State, Meta-State and Implementation illustrated in Figure 1. The core UCM is an
ontology described using the Web Ontology Language (OWL) [14] along with a set of
rules for use in the Jena general purpose reasoning engine [15].

The Environment State includes entities modeled by the supporting system, the rela-
tionships between entities and their current context values. Context values need not be
simple primitive types such as strings and integers, but also more complex data struc-
tures described using the Resource Description Framework (RDF). These data struc-
tures could indicate a range of values, or an indication of timeliness and accuracy. An
example of Environment State RDF is shown in Figure 2.



Evaluation and Analysis of a Common Model for Ubiquitous Systems Interoperability 183

aSSOCiatidW\th
:—Nemamemn Environment Meta State

= owns
Capability

1
- hasContext 5/ /A

Environment State

contextAttribute

exposes

ContextValue Entity

= location
= temperature N
| L fires
L state

LocationValue

Servicelnterface ContextType

aggregates

Environment

Implementation exposes Capability
&

———p property
———# sub-property
—> subclass

ContextSource

Fig. 1. Environment State, Meta State and Implementation aspects of the Ubicomp Common
Model

<campus :CampusBuilding rdf:ID="coffeeShop">
<location:location>
<location:Position>
<ucm:name>position</ucm:name>
<ucm: javaType rdf:datatype="&xsd;string">
ca.ubc.cs.uif.prototype.types.WorldPosition</ucm:javaType>
<location:latitude rdf:datatype="&xsd;double">
49.260537157736785</1location:latitude>
<location:longitude rdf:datatype="&xsd;double">
-123.24801921844482</location:longitude>
<ucm: time rdf:datatype="&xsd;long">0</ucm: time>
</location:Position>
</location:location>
<ucm:containedIn rdf:resource="&campus;ubcCampus” />
</campus : CampusBuilding>
Fig. 2. Example RDF describing a coffeeShop with static location context, and a static contain-
edIn relationship with the ubcCampus place. The coffeeShop has a static context campusLoca-

tion context value data structure containing latitude and longitude properties.

Note that the UCM does not define all possible context types or quality; rather it is
a core ontology intended for specialization by an integrator or standards group to
define the context types for a specific environment or application domain. The inter-
pretation of a given context value data structure will depend on the specialization of
the UCM model for a given domain such as a campus, home, office or classroom.

Other systems have shown (e.g. [16]) that pervasive applications must be able to
reflect on an environment model to determine the computing capabilities and context
available at run time. In the UCM capabilities are defined as the context types, event
types, and service interfaces. Applications can use information in the Environment
Meta-State to determine whether presence or location context is available for a user,
or whether lighting or projection services are available in a given room for example.
A context type capability can also include information on the timeliness, accuracy and
quality of the events signaled or context values returned by a request.

Inspired by the entity aggregation servers of several existing systems (e.g. [8, 11])
the Environment Implementation aspect links entities to implementation components
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of various types that expose capabilities. Service components expose interfaces, Con-
text Sources expose context types, and Event Sources exposing event types. These
capabilities are then inherited by the aggregating entity in the meta-state. The Imple-
mentation aspect is used only for integration; implementation components and the
entity-component aggregation relationships are not exposed to applications.

Because of space limitations, we refer the reader to a more detailed overview of the
analysis and the UCM design in [9] and [17]. In the following section we describe our
meta-middleware platform used to evaluate the UCM’s suitability for integration and
application development: the Ubicomp Integration Framework.

3 The Ubicomp Integration Framework

The Ubicomp Integration Framework (UIF) meta-middleware is an implementation of
the UCM to provide a platform for both application developers and ubicomp system
integrators. Application developers use the UIF API to build native UCM applications
while integrators can create adapters and configure the system to exploit the existing
facilities of one or more existing ubicomp systems. This section describes the archi-
tecture and implementation of the UIF and integration adapters.

Boundary

Web Services Facade

Ubicomp Integration Framework

Enterprise
Application
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Environment Compositior
Logic

Native Components Reasoner

‘ Model anc

—
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Fig. 3. Ubicomp Integration Framework Architecture

The UIF is a tiered enterprise server application as shown in Figure 3. The system
performs three essential functions. (1) It serves as a repository for knowledge about a
composite environment model. This “knowledge” consists of information contributed
directly by an integrator, ubicomp system adapters at run time, or deduced by an inte-
grated reasoning engine and integration rules. (2) The UIF dispatches method calls
from applications to the appropriate adapter or internal components based on the raw
and inferred data in this repository. (3) Finally, the system manages event subscrip-
tions for clients of the composite model, ensuring subscriptions are propagated to the
components and maintained as long as a component and its integration adapter is
available.

The Facade subsystem provides a SOAP-based [18] web service interface to appli-
cations for cross-domain interoperability. Application calls to the Facade are dele-
gated to the middle tier. The middle tier contains the Environment Composition Logic
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(ECL) subsystem, responsible for maintaining subscriptions for clients and dispatch-
ing calls to other subsystems based on queries to the Model subsystem. Queries for
entities based on their types, capabilities and static context are handled directly by the
Model since this information is maintained in the UIF knowledge base. Method calls
to get or set context values, invoke a service, or subscribe to an event are dispatched
to a component hosted by the UIF or an adapter. The adapter is chosen based on the
component that supplies the chosen entity’s capability (context, event, service).

The Model subsystem maintains the current environment model including the
UCM itself, specializations of the UCM, entity instances, static context values, capa-
bilities, and component descriptions and their relationships. Based on rules supplied
with the UCM and an integrator, the integrated reasoning engine establishes new
relationships depending on entity types and context values in the model [17]. The
Native Component subsystem hosts internal “native” UCM components instantiated
either on startup, or when first accessed by an application. A typical use of a native
component by an integrator is to provide a composite service, or a specialized context
inference capability for the integrated environment.

Method calls destined for an adapter are dispatched by the Message Broker. Adapters
transform the method call to and from the integrated system’s data structures and APIs
as needed. To support asynchronous events, applications call a subscribe Web Ser-
vices method to supply subscription parameters specific to the event type. The adapter
marshals the subscription to the native system and maintains an internal mapping from a
UIF subscription to a native subscription. When an event is signaled by the integrated
ubicomp system, its adapter marshals the event data to a common UIF EntityEvent data
structure, and sends it to the UIF. The ECL looks up the associated subscriber and either
queues the event for the application or sends it directly using a web service interface.

The UIF was implemented using the JBoss Java 2 Enterprise Edition (J2EE) server
[19]. This system is a fairly standard platform used for enterprise application integra-
tion. The Model subsystem wraps the Resource Description Framework (RDF) store
and general purpose rule-based reasoning engine supplied with the Jena Semantic
Web Framework [15]. The initial model of the environment consisting of static entity,
context and component descriptions and loaded at start up along with UCM rules and
environment specific rules supplied by an integrator. The Broker communicates with
Adapters using Remote Method Invocation (RMI) [20] so they can be distributed in
the environment. In the following subsection we describe the design of our adapters in
more detail.

3.1 Adapter Design

Key to our approach to integration is the use of adapters which sit between our
model and an underlying ubicomp system. The adapter interface shown in Figure 4 is
designed to encapsulate the functionality of an existing ubicomp system. Adapters
ensure the integration framework holds the exposed entities and capabilities of the
integrated system, maintain component, event subscription and entity identifier map-
pings between our model and the integrated system, and marshal method calls to and
from the integrated ubicomp system on demand. Adapters initiate a connection
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with the UIF by calling adapterStarted()in the AdapterListener interface.
The AdapterListener add/removeComponent and add/removeEntity meth-
ods are called to add and remove entities and components to the model as they are
discovered in an integrated system. Aggregation links between entities and compo-
nents may be established by the adapter in the ComponentInfo data structure, or
specified in an integration rule installed in the framework.

public interface Adapter String[] getRelatedEntities(
extends Remote { String componentId, String id,
boolean start (boolean reset); String relationship);
void stop(); void addEntityRelationship (
boolean check() ; String componentId, String id,
ContextValue getContextValue ( String entityId,
String componentID, String relationship);
String entityId, public void addEntity (
String attribute); EntityInfo info);
void setContextValue ( public void removeEntity (
String componentID, String entityId);
String entityId, }
String attribute,
ContextValue value) ; public interface AdapterListener
DataObject invoke ( extends Remote {
String componentId, void adapterStarted (
String entityId, String adapterName,
String serviceType, Adapter adapter) ;
String methodName, void fireEvent (
DataObject[] inArgs); String adapterName,
int[] subscribe ( String sourceld,
String componentId, String subscriberId,
String subscriberId, EntityEvent event);
EventSubscription(] String addEntity (
eventSubs) ; EntityInfo eInfo);
public void unsubscribe ( void removeEntity (
String componentId, String entityId);
String subscriberId, String addComponent (
EventSubscription[] ComponentInfo cInfo);
eventSubs) ; void removeComponent (

String componentId) ;
(continued...) }

Fig. 4. Adapter and AdapterListener interfaces

Several method calls support direct interaction with the underlying system. The
get/setContextValue calls access context values for the specified context attribute
in the integrated system. The getRelatedEntities/addEntityRelationship
access and update entity relationships. The invoke method calls a service associated
with an entity in the integrated system and the subscribe method supports event
subscription  Adapters signal events to by calling the listener fireEvent method.
All of these method calls include the component id, and the entity id of the aggregat-
ing entity.

Two method calls, addEntity and removeEntity are called when an application
adds or removes an entity from the model. This can occur when an application regis-
ters a new user with the model, or when a new place of interest is added for example.
The new entity information is broadcast to all adapters in case they need to update
their native model with this new information. Using the adapter interfaces described
here, we implemented four adapters to create a composite integrated campus envi-
ronment as shown in Figure 5. In the next section we report on this experience.
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Fig. 5. Integrated environment deployment. The UIF coordinates communication between
applications, and distributed adapters.

4 Deployment Experience: An Integrated Campus Environment

To evaluate our model in terms of its completeness for application development and
integration we created a prototype deployment and two test applications. The envi-
ronment deployment emulates an campus-scale ubicomp environment by integrating
four existing systems: the MUSEcap platform [21], the Context Toolkit (CTK), [8],
iROS [4], and the Equip Component Toolkit (ECT) [7]. The UIF acts as an intermedi-
ary between the four ubicomp systems as shown in Figure 4.

Rather than inventing our own unique applications, we aimed to support applica-
tions inspired by previous work on the Active Campus Explorer [2] (described in [9])

MUSEcap and Context Toolkit
user and place context ECT camera control iROS events for multibrowsing

Users. Shared Browser | Photo

Matt Finke (in)

vinny (out) [l
rodger (out)
daniel (out)
nicole (in)

Home | URL: | m

Google Search

T Feeling Cucky |

Le]

Lab Status Lab Status

‘Sound LevekLow Light Level: Dark ‘Sound LevekLow Light Level: Dark.

(a) (b)

Fig. 6. Lab Monitor Application User Interface. The integrated systems shown provide differ-
ent capabilities to the application.
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and the other systems we integrated. Our “Lab Monitor” application is inspired by the
Context Toolkit In/Out Box [13] and the iRoom Multibrowse [22] applications. The
Lab Monitor user interface, shown in Figure 6, performs two primary functions. First,
it monitors our lab by providing information about who is present (left pane), the
current sound and lighting levels (bottom pane), and allows users to take a photo of
the lab as shown in Figure 6a. This will allow remote users to see who is present and
whether there is a meeting going on for example. Secondly, it allows users to share
web pages with others in the lab by broadcasting URLSs to other Lab Monitor applica-
tions as shown in Figure 6b.

This application makes use of features from each of the four underlying systems.
User identity is supplied by our MUSEcap system. User presence in the room is sup-
plied by an In/Out widget from the Context Toolkit (CTK) using an RFID sensor.
Sound and light levels are also supplied by CTK widgets and appropriate sensors. To
share web pages with other users, it broadcasts URLs using the iROS Event Heap. A
web camera is controlled by an integrated Equip Component Toolkit component. This
integration was accomplished using four adapter implementations described next.

4.1 Adapter Implementation

To integrate the ubicomp systems using adapters we first determined the appropriate
interface for an adapter to access the underlying system. The following table summa-
rizes our adapter functionality categorized by the UCM abstractions.

System/
Abstraction

Context Toolkit
(CTK)

Equip Component
Toolkit (ECT)

iROS

MUSEcap

Environment
Model

Discoverer

Equip Dataspace

ICrafter sub system,
and EventHeap

Session interface
to database

Relationships

relates places to
users.

tained-in the meeting
room

Entities Static locations, Implied place (lab) Host device in Place markers,
users where components ICrafter service users
are located description
Entity InOutWidget Not supported Host device con- User friends,

place marker
ownership

Context User location, Component proper- | iROS State API (not User location,
user presence, ties (not imple- implemented) user identity,
room sound, light mented) presence, place
level, temperature marker location

Services Context Widget Camera Service Browser service, Chat service
Services (not interaction event
implemented)s service

Events Relationship Property changes Interaction event User or place
changed, context (not implemented) marker Near
changed event

Data/Content (Not supported) Get photo service DataHeap (Not Place marker

method implemented) content

The CTK adapter uses the CTK BaseObject class to communicate with the Discoverer
and Context Widgets in our deployment. We borrowed the DataspaceMonitor class used
by the ECT environment editor applications to communicate with components coordi-_
nated by the ECT Dataspace. The iROS adapter uses the Event Heap client API to han-
dle events and make ICrafterService calls. We then added any “missing” or implicit
static entities into the model. This included entities like the Lab (place) where the ECT
and iROS systems were deployed and the users supported by the CTK components. We
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then described the components (Service, ContextSource, EventSources) of the inte-
grated systems using our Component model abstractions. These components and their
capabilities were added to the model at startup in an RDF file, or by the adapter at run
time. Adapters were implemented to maintain component, entity and event mappings,
transform method and maintain the composite environment.

Clearly we did not attempt to map all of the available functionality of the chosen
platforms. Rather, our efforts focused on exercising our UCM abstractions to gain a
better understanding of the integration development process, abstraction mappings
and tradeoffs such as adapter complexity vs performance, which we report on next.

4.2 Adapter Complexity

To evaluate how well our UCM abstractions capture those of an underlying system
we considered the complexity of adapter development. We found that the develop-
ment of adapters work became easier with more experience and as previous imple-
mentations were refactored for greater reuse. We estimate that the time required to
integrate basic functionality (less than 6 components) of a Java-based system was
about 2 weeks. This development time depends on the programming model and API,
the documentation available, and the capabilities to be integrated. The MUSEcap
adapter was created without any code shared by other adapters and is about 1200 lines
of code. The CTK, iROS and ECT adapters share about 400 lines of code, and added
about 850, 1050 and 550 lines of additional code respectively. Overall we found that
the UCM abstractions provided adequate coverage of the underlying systems’ capa-
bilities, and adapters were straightforward to develop. We intend to gather more evi-
dence to support both conclusions with a wider study involving additional systems
and integrators as the platform is made available to other research groups.

4.3 Performance

Next, we considered the performance and the overhead of the integration framework.
Applications such as PlaceMedia and the LabMonitor will poll the UIF for new context
values, or to retrieve events using the web services interface. They then call services,
send events or set context based on events received or user input. To gain insight on the

1600 4

1400

1200
2 1000 —e_CTK
% 800 | —=ECT
- 600 4 iROS

400 |

200 |

0 +—B=—= i ! :
0 20 40 60 80

Average Frequency/Polling Applications

Fig. 7. Average latency vs. average frequency of web services calls by applications. Each ap-
plication polls the server once per second.
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system’s responsiveness to application requests, we measured the average time taken to
get context supplied by the Context Toolkit, to call a service supplied by ECT or send
an iROS event when calling the UIF once per second. We varied the number of polling
applications between 5 and 80, and measured the average latency of synchronous web
service calls to three integrated systems, the Context Toolkit, ECT and iROS. The re-
sults are shown in Figure 7.

In our deployment we hosted iROS, ECT and the CTK on a single 2.13 GHz Pen-
tium Core Duo system with 1 GB RAM, the MUSEcap platform and the UIF in a
second 3.4 GHz Pentium D with 2 GB RAM. Simulated applications were run on a
tablet PC with 1GB of RAM and a 1.5 GHz Pentium M processor; all machines were
on the same LAN. The model consists of 535 data triples; the inference engine uses
278 rules. These tests represent a best case response time; before each test we re-
started the system and did not change the model. The system was primed with a light
test to cache query results. At higher application loads (60-80), we found that the
server response time increases to over one second; applications are making requests
faster than the server can respond. Overall we found that the system response is less
than 100ms for loads of up to 40 or 50 concurrent applications.

Table 1. Components of UIF overhead for a call to an ECT component through the UIF frame-
work. These average values are based on 3000 samples taken at about 20 per second.

Component Average time (ms) | Overall Distribution
Web to Logic Tier 1.096982 3.39%
ECL subsystem 0.491013 1.52%
Model Query 0.95558 2.95%
RMI Broker 2.576806 7.97%
Native ECT call 0.010512 0.03%
Internal time taken 5.130892 15.86%
Web Services* 27.21426 84.14%
Total Latency 32.34515 100.00%

* calculated by subtracting the measured average internal time from the
latency measured by the application

We then examined the overhead of the UIF system in some detail by instrumenting
key subsystems in the framework and measuring the average time taken for an appli-
cation to call an ECT service through the UIF. As table 1 indicates, we found that the
largest component of overhead was related to the use of the web services middleware
and network latency taking more than 84% of the average time taken. Internally our
system contributed just over 5 ms to the average time taken to execute a call; most of
this time was used by the RMI adapter request and adapter marshalling.

Finally we considered the responsiveness of the UIF while undergoing changes to
the model managed by the Jena inference engine. The model changes when applica-
tions add new users to the model, or when components are added or removed by an
adapter for example. In this experiment, summarized in Figure 8, one application adds
then removes a place entity to and from the model every 10 seconds. We measured
the latency of a gerContext call from 10 other applications made every 2 seconds. The
latency of the first few calls after a model change increases to more than 1 second
then falls back to under 100ms as shown. After model changes, queries to the model
become the largest component of overhead.
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Fig. 8. Model changes trigger forward reasoning, which causes context requests to wait for
more than a second until the reasoner has completed forward reasoning and the write lock is
released

5 Discussion

Based on the experience and analysis reported in the previous section, we discuss our
findings with respect to the use of the core Ubicomp Common Model abstractions,
and reflect on the implementation of the Ubicomp Integration Framework.

5.1 Ubicomp Common Model Abstractions

In the process of evaluating the utility of the core UCM abstractions to integrate sev-
eral systems we have learned a number of lessons web believe will be useful for both
ubicomp systems developers and integrators:

A comprehensive and flexible environment model aids application resource dis-
covery. It is important for an environment model to not only contain components (as
in the ECT Dataspace, or the CTK Discoverer) but also entities, relationships, con-
text, and entity capabilities. We found that some applications will add and remove
entities such as places of interest, or newly registered users to an integrated model.

Maintaining consistency between a composite model and integrated systems’ is
challenging. Since several abstractions in an integrated composite model such as enti-
ties and relationships are missing or only implicit in an underlying system, it can be
challenging to maintain consistency. This is especially the case for dynamic context that
needs to be reflected in a composite model for resource discovery. In our system, adapt-
ers must add and remove (implied or explicit) entities and components as they are dis-
covered; the UIF infers relationships between them using integration rules.

An entity abstraction is a natural way to aggregate capabilities but not compo-
nents. Based on our experience we have found that it is natural to aggregate capabilities
such as service interfaces, context and events types around entities, however we found
that there is not a one to one relationship between entities and components: the imple-
mentations of these capabilities. More than one entity will often aggregate a component,
inheriting its capabilities. For example, a single InOut CTK component was associated
with both users and the “place” entity the component served. These n-to-n relationships
can present challenges for managing event subscriptions where a single UCM event
may be supplied by multiple components.
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Make entity relationships explicit as they are an important subclass of context.
The Cooltown system highlighted the use of entity relationships to create web links
between related entities allowing users to browse their changing environment [11].
We found that it was valuable to make these relationships explicit in our integrated
model. Entity relationships supported by iROS in event and service description fields
for example, made it possible to find the devices ‘contained-in’ the ‘lab’ that the Mul-
tibrowse service exposes.

Applications are not only consumers, but also producers of context and events.
While most systems manage context derived from sensors in the environment, we
have found that it is common for applications to not only consume such context, but
produce it. For effective integration, application-supplied context must be propagated
to the underlying system for use by native applications. Applications are also a source
of events; the Lab Monitor application, like Multibrowse [22], can send user interac-
tion events to other UIF applications and iROS services.

Most ubicomp systems share a common set of events. While several systems have
highlighted the importance of event abstractions [4, 6], we have also found that several
systems share certain event types. Context Tookit update events, like ECT component
property changes, are signaled when context values change. When new components are
added or removed from a system, the environment model (e.g. Discovery subsystem,
Dataspace) will signal applications in case they rely on their capabilities. So far we have
found the following high level event types to be common between systems: Con-
text/relationship changed, entity added/removed, capability changed. Based on our
experience, the consistent implementation of these canonical events will reduce the need
for applications to poll for changes allowing applications to more readily respond to
changes in the environment.

In general we found that the UCM abstractions were a superset of the systems’ we
integrated. This is not surprising since we attempted to develop unified abstractions
based on these systems and others. While we found few abstraction mismatches, we
did find it necessary to compensate for missing abstractions either in the adapter im-
plementation or the UIF system configuration. We came to realize that there are a
range of approaches to environment integration: One is to compensate for missing
abstractions in underlying system(s). Another is to provide information about the
integrated system’s capabilities without any compensation for missing abstractions. In
the former case, the integration system can provide information about implied entities,
interpret context data to create and maintain missing entity relationships, and support
composite services. In the latter case, the integration system can simply provide a
mechanism for accessing the existing capabilities of an underlying system. An inte-
grator may elect to compensate for some missing abstractions such as static entities
but not others. Our aim here is to support the full range of integration approaches
since we integrate several systems with varying capabilities into a single composite
environment. To achieve this, a flexible model for ubicomp environments such as the
UCM is required.

5.2 Ubicomp Integration Framework Implementation

In this section we reflect on the ease of application development, performance and the
use of the Ubicomp Integration Framework as a stand alone system.
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Application Development. Our experience in using a single API to interact with
multiple systems has several advantages. Developers need only learn and use one set
of abstractions, and only one API instead of four or more. This should reduce the
learning curve and increase the portability of applications. However, these benefits
come at a cost: the performance overhead associated with the use of meta-middleware
like the UIF and the development of flexible adapters to maintain the integrated
model and marshal method calls to and from the integrated systems. In a typical de-
ployment, we expect that UCM application developers will be largely isolated from
the cost of implementing adapters since they can be created independently.

Performance. In section 4.3 we reported mixed results on the overall performance of
the UIF system. On one hand, the internal performance of the system was adequate,
but the overall performance factoring in the cost of web services middleware, network
latency, and the use of an inference engine may seem discouraging. However, since
we used off the shelf components for model management, reasoning and web ser-
vices, we are encouraged by these results! With some additional optimizations these
issues can be readily addressed. For example, with a suitable caching scheme and
background reasoning it should be possible to trade off query response times for
freshness of the environment model. By choosing light weight protocols, and by pro-
viding APIs to batch more than one context or service call at once, the cost of web
services calls can be reduced. Based on our experience with web-based UCM/UIF
applications, we have found that a single server-based application can serve multiple
users, reducing the load on the integrated model.

The UIF as a Stand Alone System. In our design of the UIF, we aimed not only to
support abstractions of an underlying system, but to compensate for missing abstrac-
tions. To this end, some of the missing functionality of an underlying system can be
implemented directly using the UIF. For example, an integrator can add static entities
and relationships found to be useful abstractions but missing from systems such as
ECT or only implicitly supported in iROS event fields. “Native” UCM services can
broadcast messages to users by calling single users messaging services. Based on our
experience a system designed around the core abstractions of the UCM may not only
serve as an integration platform, but could serve as the basis for a reference ubicomp
system implementation. We aim to explore this possibility in collaboration with other
practitioners in the ubicomp systems community who have begun to use our platform.

6 Related Work

Addressing interoperability within and across smart spaces is an ongoing challenge that
continues to be investigated by both research and standards groups. Component and
service-level operability have been addressed by standards groups such as the Open
Systems Gateway Initiative (OSGi) [23] for example. The ReMMoC [16] system iso-
lates mobile applications from the heterogeneity of available service infrastructures.
Similarly, Friday et al. [24] described the requirements for an infrastructure to hide the
heterogeneity of various service platforms. Unlike service oriented approaches, the
UCM provides not only a service interface, but an interface to additional abstractions
found to be useful such as entities and context.
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SpeakEasy/Obje [25] uses mobile code and a small set of agreed upon interfaces to
address data interoperability where components will download the code needed from
another to translate one data format to another. The UCM focuses on control flow
interoperability using an intermediary such as the UIF. The PatchPanel provided con-
trol level interoperability by intercepting and translating messages relayed using the
iROS Event Heap [26]. The UCM is designed to provide a uniform API across envi-
ronments as a whole, not just translate messages between event sources and sinks.

Other researchers have proposed large scale, global infrastructures for ubiquitous
computing, to allow applications to move seamlessly between environments. The
Context Fabric proposed a global infrastructure for querying and subscribing to con-
text [27]. The Nexus Project proposed to unify environment models into a global
federation for location aware application access by integrating various sensor and
information sources [28]. More recently researchers have proposed the use of Grid
technologies to support wide area ubiquitous computing [29]. Unlike these systems
the UCM aims to unify the core abstractions required for interacting with individual
smart spaces independent of their implementation. Once this is achieved, the more
ambitious goal of federating smart spaces should be more attainable.

Ubicomp systems aim to provide a complete and easy to use programming model
for application developers. This model can vary from a consistent way to find and
access available distributed context sources [8], to an API for accessing a high fidelity
model of an augmented physical world [5, 10]. Our integration model aims to provide
the necessary set of abstractions required to support both simple and higher fidelity
environment models according to the capabilities of an integrated system.

Recognizing that a common understanding of the types and quality of context avail-
able is a key requirement for interoperability, researchers such as Henrickson et al. have
begun to formalize models for context independent of the implementation [30]. More
recently, several groups have used semantic web standards such as the Web Ontology
Language (OWL) [14] to model context as relationships between entities and context
values [31, 32]. Unlike these models and their supporting systems the UCM aims to
unify the abstractions of existing ubicomp systems. In our work aim to facilitate a de-
gree of application portability using a single API, while maintaining the native APIs of
these systems for environment-specific applications.

7 Conclusions

In this paper we have presented our evaluation of the Ubicomp Common Model, a
core set of abstractions for ubicomp environment interoperability based on both an
analysis of existing systems [9] and implementation experience [21]. We provided
evidence of the UCM’s completeness for application development, and demonstrated
the feasibility of integrating existing ubicomp systems with the UCM. Overall we
found that adapters were not overly complex to implement, and reported that while
there are some performance tradeoffs, they can be readily addressed. Finally we pre-
sented several lessons learned related to the use of our abstractions for ubicomp sys-
tems integration and application development. In future work we aim to continue to
address some of the tradeoffs of integration highlighted here, advance the design of
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the UCM and apply it to other integrated environments to address interoperability
between current and future ubicomp systems.
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Abstract. In wearable computing environments, a wearable computer runs vari-
ous applications using various sensors (wearable sensors). In the area of context
awareness, though various systems using accelerometers have been proposed to
recognize very minute motions and states, energy consumption was not taken into
consideration. We propose a context-aware system that reduces energy consump-
tion. In life, the granularity of required contexts differs according to the situation.
Therefore, the proposed system changes the granularity of cognitive contexts of
a user’s situation and supplies power on the basis of the optimal sensor combina-
tion. Higher accuracy is achieved with fewer sensors. In addition, in proportion
to the remainder of power resources, the proposed system reduces the number of
sensors within the tolerance of accuracy. Moreover, the accuracy is improved by
considering context transition. Even if the number of sensors changes, no extra
classifiers or training data are required because the data for shutting off sensors
is complemented by our proposed algorithm. By using our system, power con-
sumption can be reduced without large losses in accuracy.

Keywords: Wearable computing, wearable sensors, context awareness, power
consumption.

1 Introduction

The downsizing of computers has led to wearable computing attracting a great deal
of attention. Wearable computing is different from conventional computing in three
ways[]]: (1) Hands-free operation: information can be obtained without manual op-
eration because the computer is worn. (2) Power always on: the computer is always
available because the power is always on. (3) Daily-life support: daily activities can be
supported because the computer is worn all the time. Along with the progress in wear-
able computing, recently, many context-aware systems with various kinds of sensors
have been introduced, such as systems with an electromyograph [2]], electrocardiogram
[3], GSR (Galvanic Skin Reflex) [4]], and hand-made devices [3]. In particular, one of
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the purposes in the Porcupine project[3] is reduction in power consumption. A switch-
ball device takes the place of an accelerometer. One switch ball outputs binary data de-
pending on whether it is tilted or not, and nine switch balls go in all directions. Power
consumption is very low because of its simplicity, but the accuracy is significantly infe-
rior to that of an accelerometer. This is because an accelerometer has better resolution
than that of other devices.

Context-aware systems are applied to many services: health care[4], recognition
of workers’ routine activity[6], and support of assembly and maintenance tasks[[7]]. A
health-care system[4] recognizes situations of life habits in real time using a heat sen-
sor, GSR sensor, accelerometer, electric sphygmograph, GPS, geomagnetic sensor, and
gyroscope. The system recognizes contexts and advises the user about how to make
improvements in one’s life.

A nurse’s routine activity recognition system[6] supports his/her routine work. They
have to memorize what they did in a day to communicate with each other and not
make a mistake such as giving a dose of medicine needlessly. However, the system
seems messy and mistakes might occur. This system recognizes nurses’ activities with
an accelerometer and their locations with RF-ID receivers.

In the above examples, the accelerometer plays an important role. We consider that
the accelerometer is best among current sensors for recognizing behavioral contexts, but
the architectures for using accelerometers are not optimal, especially in terms of power
consumption. Though the number of sensors in conventional systems are predetermined
and fixed, if some sensors can be turned off flexibly, that leads to a reduction in power
consumption without much deterioration in accuracy.

In this paper, we propose a context-aware system that changes the combination of
accelerometers considering energy consumption. Previously, we have developed the
CLAD (cross-linkage for assembled devices) device, which is a relay device between
wearable sensors and a wearable computer. CLAD manages the power supply to the
sensors[§]. By utilizing CLAD, the proposed system can manage sensors to achieve a
high accuracy of activity recognition with a low energy consumption.

This paper is organized as follows. Section 2 describes advanced research contribut-
ing to this system. Section 3 presents the system structure. The performance of our
system is discussed in Section 4. Finally, Section 5 concludes our research.

2 CLAD

We have proposed CLAD[8]] which is a relay device positioned between a wearable com-
puter and wearable sensors. CLAD manages the connected sensors to achieve (1) flexible
power supply control for energy saving, and (2) flexible error control for achieving suf-
ficient sensed-data accuracy. The CLAD prototype is shown in Figure [Il The size of
CLAD is W76 x H13 x D70 mm, and the size of the sensor is W45 x H12 x D12 mm.

CLAD has its own power source and manages connected sensors. The voltage and
current to detect power shortages and overcurrents are monitored . Each sensor has a
microcomputer (CPU) to process commands from CLAD. Information about the sensor
(type, accuracy, output range, start-up time, operating voltage, and operating current) is
stored in the CPU. CLAD has the following characteristics.
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Fig. 1. CLAD prototype

— Alternative device retrieval and changeover
CLAD detects sensor anomalies from consecutive outlying data points and sen-
sor data interruptions, for example. In such cases, CLAD identifies an alternative
device by referring to the sensor profile information, and CLAD activates it.

— Power-supply control
CLAD always monitors its internal power source. If CLAD detects a power short-
age, power consumption is reduced by stopping the power supply to some of the
sensors on the basis of a user-defined policy.

— Overcurrent detection
If an overcurrent is detected, CLAD stops all power supplies for safety.

— Error detection
CLAD detects problems such as outlying data and dying sensor batteries. CLAD
notifies the PC of such problems, so applications can deal with them individually
such as by displaying a message recommending a battery change.

— Pseudo data generation
When a sensor is turned off and there is no alternative device, CLAD generates
pseudo data from learned data and the correlation to other sensors. This function
improves operational reliability.

The most distinctive function of CLAD is the pseudo data generation. Generally, there
are three answers in response to missing data.

— Listwise deletion
No sensed data is used when at least one piece of missing data is included. In our
assumption, a data complementation is used in case a sensor has broken down. This
method cannot be used because missing data comes consecutively in that situation.
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— Pairwise deletion
Sensed data is used after removing only missing data. However, a change in sensed
data dimension is caused, which requires several restrictions on context recog-
nition algorithms. Therefore, this is not an appropriate answer as a generalized
mechanism.

— Imputation
Sensed data is used after complementing missing data with other values. Doing
that does not change the dimension of sensed data, so the user of CLAD need not
consider the data complementation.

Considering these characteristics, CLAD uses the imputation for data complementa-
tion. An example of pseudo data generation for a context-aware system with five ac-
celerometers is shown in Figure[2l This example supposes that sensor 5 is shut off by a
breakdown. The pseudo data is generated as follows.

Step 0. Construct pair database
CLAD has already collected sensed data (pair vectors) for all contexts and constructed
a database of pair vectors (pair database).

Step 1. Acquire cognitive vector
When the input contains missing data for some reason such as sensor breakdown, the
missing data is removed, and we call the remaining data a cognitive vector.

Step 2. Extract pair vector from pair database
The system finds the pair vector in the database that is nearest the cognitive vector by
using the k-NN (k-nearest neighbor) method.
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Step 3. Extract pseudo data from pair vector

The data for sensor 5 (missing data) is replaced with that of the extracted pair vector.
Then, a complemented vector is generated and will be used as input of a context-aware
system.

In pseudo data generation, the distance is calculated among working sensors between
cognitive vector X = (214, T1y, 12, -+, L, - -, Tsa, Loy, L52) and pair vector P; =
(pilwaphyaphzv' © 5 DPijs 'apiswapisyapisz) (Z =1, 7N) The subscripts: 1z or
5y indicate x-axis of sensor 1 or y-axis of sensor 5, and each component such as x,
is a scalar value. IV is the number of samples in the pair database. If our mechanism
uses Euclidean distance for calculating the distance between a cognitive vector and
pair vector, classifying the contexts when the data of working sensors for two contexts
are nearly equal and only missing data differs is difficult. Therefore, we focus on the
correlation among worn sensor values, and the k-NN method achieves more accurate
data complementation by using the correlation. We use the Pearson product-moment
correlation coefficient:

correlation(z,y) (i —7)(y: —7) Sz £ y).

Jzz (@ —x) SN (i -9

Generally, an absolute value of 0.0 - 0.2 for the correlation coefficient means there
is scarcely any correlation, 0.2 - 0.4 means some correlation, 0.4 - 0.7 means good
correlation, and 0.7 - 1.0 means strong correlation.

This method applies the k-NN method to all working sensors and uses the sum of the
Euclidean distance divided by the correlation coefficient defined as correlated distance
d. The correlation is calculated from variance of the pair data. Data of sensor m is
complemented with data of sensor m in the pair vector whose d,, ; is minimum, as the
following equation shows.

{ pi; }
dm i = ) .
, Z correlation(Tp,, ;)

jEworking

In this method, Euclidean distances among strongly correlated sensors carry much
weight and scarcely correlated sensors carry little weight. At last, we find the nearest
pair vector Pr—_q,gmin, (d,)» and the system outputs the complemented cognitive vector
C= (Clwuclyaclza' t G aCSwaC5yaCSZ)'

e (j € working)
J p1; (j € mal functioning)

Someone might think that using multiple classifiers for each sensor combination is
as practical as our approach. However, an advantage of our approach is that it works
independently of classifier. The data of a classifier is always assumed to be complete,
and a classifier does not require any configurations. If a better classifier is found in the
future, integrating it with our proposal would be easy.
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3 System Structure

The purpose of pseudo data generation is to manage hardware errors of sensors (miss-
ing data) to maintain the accuracy of context recognition. On the other hand, even when
no sensor breaks down, power consumption can be reduced by turning off redundant
sensors. Therefore, we focus on the event when cognitive context (context to be recog-
nized) and required accuracy level differ according to situations and applications. We
propose a context-aware system, which achieves low battery consumption by consider-
ing the situation. In this section, we describe the details of our system and how to reduce
power consumption on the basis of the situation. Please note that we have already pub-
lished a paper on pseudo data generation in [§]]. When multiple sensors are loaded for a
context-aware system, a result in [§]] has demonstrated that unnecessary sensors appear
thanks to pseudo data generation. This paper has constructed it as a system. In addition,
that we consider the followings for a better contribution.

3.1 Required-Accuracy-Based Power Saving

Required accuracy is different according to the situation. For example, while the high-
est accuracy is always required in fine-grained services, some users prefer low power
consumption (long battery lifetime) in daily activities. In detail, we set a threshold of
accuracy. In a serious situation (aerospace, battlefield), we set the accuracy at 90%.
Then, the best sensor combination is the least number of sensors needed to satisfy the
threshold. On the other hand, in a normal situation, the threshold is set at a lower value.
In this way, setting a threshold, we flexibly arranged the trade-off between accuracy and
power consumption compared to how the conventional system would have worked only
at full power.

However, turning off sensors simply leads to low power consumption and low accu-
racy. Hence, subsequently, we propose mechanisms to reduce power consumption while
maintaining accuracy.

3.2 Context-Granularity-Based Power Saving

Conventional context-aware systems require many sensors to recognize contexts with
high accuracy. However, in life, not all trained contexts will be a choice. In detail,
while a health-care system needs to recognize many detailed contexts, an information-
presentation system on an HMD (Head Mounted Display)[9] just has to judge whether
there is movement. Recognizing such easy contexts with fewer sensors is possible.

In this paper, we define context group which is a subset of trained contexts. For ex-
ample, given situations shown in Figure 3 Situation 1 is used in an application that
needs to know whether the user is moving. When a user is forbidden by a doctor to ex-
ercise strenuously, Situation 2 is used for an application to alert the user in case of high
levels of activity. Besides, Situation 3 is used for a health-care application to calculate
calorie consumption by recognizing detailed contexts. This method works as follows.
First, a user selects a situation according to his/her circumstances or active applica-
tions. Second, our system finds the sensor combination whose number of active sensors
is least while fulfilling the threshold of accuracy in the same manner as that described in



A Context-Aware System that Changes Sensor Combinations 203

Situation 1
o )

static dynamic

walk

bike descend
ascend

stand

lie

(T . .
%‘ Situation 2
static light action

é?bsfl‘acf

walk
descend| | fun
ascend bike

kneel hard action

sit

N J
ﬁ Situation 3 ﬁ W

stand bike
0
" e 5o \/ \ /
groups

ascend descend
kneel contexts
\ sit run J
Fig. 3. Context groups
Table 1. Context transitions
Previous context Possible context
walk walk, run, stairs, bike, lie, kneel, sit, stand (all contexts)
run walk, run, stairs, bike, stand
stairs walk, run, stairs, stand
bike walk, bike, stand
lie walk, lie, kneel, sit, stand
kneel walk, lie, kneel, sit, stand
sit walk, lie, kneel, sit, stand
stand walk, run, stairs, bike, lie, kneel, sit, stand (all contexts)

Section 3.1. If there is no situation that the user needs, he/she can define a new situation
by regroup contexts. For example, when a user wants to know the context of whether
another user is dead, he/she makes lying, kneeling, and sitting a group and makes other
contexts another group. When the former context-group lasts for a long time, you may
judge if a user is in a critical condition. Judging life and death plays an important role in
a wearable system. Detecting death is efficient for military purposes and elderly citizens
living alone. Using only one sensor to recognize contexts in Situation 1 is sufficient. By
turning redundant sensors off and by complementing data for them, we achieve a low-
power-consuming context-aware system with any classifier and training data.

3.3 Context-Transition-Based Power Saving

Focusing on transitions in a person’s actions, people basically continue the current con-
text, and that restricts the next context that occurs. A context transition from the re-
sult of our preliminary evaluation by 5 people (3 men and 2 women) with 9 contexts
(walking, running, descending steps, ascending steps, bicycling, lying, kneeling, sitting,
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and standing) is shown in Table[Il From Table[] the candidates of context after bicy-
cling are expected to be “go on riding a bike” or “get off a bike”. Lying and kneeling do
not happen often in life. For using these characteristics first, we list context candidates
from all the contexts shown in Table[Il Second, a classifier is trained for all previous
contexts. When a user trains a classifier for recognizing walking, training data includes
only walking, running, stairs, and standing (see Table[I)). The other contexts are trained
likewise. Finally, when a user is bicycling, the system recognizes contexts using the
trained classifier for bicycling. In this way, restricting candidates of possible contexts
based on the current context achieves a high recognition accuracy. This means that our
system requires fewer sensors, and power consumption can be reduced. When the num-
ber of cognitive contexts have increased, this mechanism becomes more effective. In
addition, context transitions are automatically constructed by using a record of daily
activities with sensors on at full power.

3.4 Algorithms for Context Recognition

There have been many kinds of algorithms for recognition. Our context-aware system
uses Support Vector Machine (SVM)[10] as a classifier. We also implemented sev-
eral classifiers such as Memory Based Reasoning (MBR) and Self-Organizing Maps
(SOMs)[[IT]]. The tendency of evaluation results is the same among all classifiers, and
SVM achieves the best total accuracy among them, so we use SVM for the explanation.

SVM is a classification algorithm that often provides competitive or superior accu-
racy for a large variety of real-world classification tasks[[10]. Consider the problem of
separating a set of training data (x1,y1), (€2, y2), - - -, (€ s, ys) into two classes, where
x; € RY is a feature vector and y; € {—1,+1} is its class label. Supposing that the
classes can be separated by the hyperplane w - ; + b and no knowledge about the data
distribution is given beforehand, the optimal hyperplane is the one with the maximum
distance to the closest points in the training dataset. We can find the optimal values for
w and b by solving the following problem:

1 9
m1n§\|w\|

subject to y;(w-x; +0)>1,Vi=1,--- n.

The factor of 1/2 is used for mathematical convenience. By using Lagrange multipliers

Ai(i =1,---,n), the expression is rewritten in this way:
N N N
max Z)\Z — Z )\iAjyiyjﬂ?;TCEj, subject to Zyiozi = 07 /\z > 0.
i=1 ij=1 i—1

That results in a classification function

f(x) = sign (Z ANiYi®i - + b>. (1)

i=1

Most of the \; take the value zero. Those f(x;) with nonzero \; are so-called support
vectors, all of which are on each hyperplane. In cases where the classes are not sepa-
rable, the Lagrange multipliers are modifiedto 0 < A\; < C,i = 1,- - -, n, where C'is
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the penalty for misjudgement. This arrangement is called soft margin and is the reason
SVM performs well.

The original optimal hyperplane algorithm proposed by Vapnik was a linear clas-
sifier. To obtain a nonlinear classifier, one maps the data from the input space R" to
a high dimensional feature space by using  — &(x). However nonlinear classifiers
were created by applying the kernel trick to maximum-margin hyperplanes. Assum-
ing there exists a kernel function K (z,z’) = &(z) - #(’), a nonlinear SVM can be
constructed by replacing the inner product x - x by the kernel function K (x, :L") in
Eq.[Il Commonly used kernels are polynomials K (x, ') = (yx -« + ¢)?, the Gaus-
sian Radial Basis Function (RBF) K (z,z) = exp(—||z — 2||2), and the sigmoid
K(x, ') = tanh(yx - + ¢).

We have examined the kernels while changing their parameters: penalty C: 5,000,
50,000, and 500,000; v in RBF and sigmoid: 0.0001, 0.005, 0.001, 0.01, 0.1, and 1; and
constant ¢ in RBF and sigmoid: 0, 0.1, and 1. No kernel exhibited better performance
than that of linear classification, and a C' of 50,000 exhibited the best performance. The
extension of a 2-class SVM to the N-class can be achieved, e.g., by training N SVMs,
one class will be separated from the others.

4 Evaluation

In this section, we evaluate our system on the basis of accuracy and power consumption.

4.1 Evaluation Environment

To evaluate our system, training data and test data were captured by five different test
subjects who wore five sensors: both wrists, both ankles, and hip. They acted according
to the scenario shown in Table 2l Each instruction is very simple. Instructions have a
high degree of freedom in activity, such as stopping halfway or walking to talk to other
people. This scenario includes the following nine basic activities: walking, running, as-
cending steps, descending steps, bicycling, lying, kneeling, sitting, and standing[3)]. The
former four activities are dynamic and the latter five are static. The worn sensors were
three-axis accelerometers[12]. The sampling frequency was 20 Hz. The algorithm for
context awareness is Support Vector Machine (SVM) described in Section 3.4. Raw data
and hand-labeled contexts of two test subjects in the scenario are shown in Figure[dl As
shown in the figure, though general actions are similar to each other, detailed actions are
different. The subject of the upper part of the graph in the figure sometimes stops while
walking. On the other hand, there is little change in contexts for the subject of the lower
graph. In addition, before riding on a bicycle, the subject in the upper graph stands, and
the subject in the lower graph walks. In this way, the data used in a evaluation contains
various characteristics, so this data is suited for the evaluation.

Generally, using a context-aware algorithm, raw data would not be used but prepro-
cessed for extracting the feature values to grasp the meaning of sensed data. Supposing
time ¢ = T now, the constructed context-aware system uses mean p;(7") and vari-
ance o;(T") for 20 samples of 15-dimensional sensed data (cognitive vector) ¢;(T") (i =
1,- -+, 15) retraced from time ¢t = T
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Characteristic vector Z(7T') is normalized using the following equation for 30-dimen-
sional vector X (T') = [u1(T), - - -pu15(T),0(T) - - - 015(T)], where M and S are the
mean and the standard deviation of X, respectively.

Table 2. Scenario performed in evaluation

Instruction: Go to buy a juice at the co-op by bicycle

Outdoor phase|Laboratory — down stairs — to bicycle shed through corridor —

to co-op by bicycle — buy juice from a vending machine — back to the lab.
Instruction: Read a journal and rest. Then, go upstairs for a job

Indoor phase [look for a journal on bookshelves — read the journal on a chair —

take a rest on a sofa — recall a job and run upstairs — back to the lab.
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Fig. 4. Raw data and hand-labeled context of test subjects
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Table 3. Power consumption @ 5.18 V'

Hardware |Power consumption [mW]|
CLAD only 92.204
Inactive sensor 11.396
Active sensor 40.922
X(T)-M
z(r) = X0

After this conversion, the mean and variance of Z(7") become 0 and 1, respectively.

The logged data in the scenario were manually labeled, 20% of which becomes train-
ing data and the data for complementing while the remaining 80% of the data is used
for testing. The amount of the data used for complementing is much less than that in
testing, so our proposal makes a significant contribution without using all possible data
sets of all remaining sensors. In addition, the pair database is easy to construct because
its data need not be labeled.

4.2 Results

First, we measured power consumption of our hardware: CLAD and sensors. The results
are shown in Table B} Each inactive sensor consumes 11.4 mW as a standby power
requirement. “CLAD only” means the power consumption for CLAD itself without any
sensor. According to this table, 297 mW are consumed in full-power operation (5 active
sensors and CLAD).

Evaluation of Context Group. The first result is the accuracy of the context groups
described in Section 3.2. The results are plotted in the group x group confusion matrices
shown in Figure Al These results were obtained with five active sensors and without any
complementing. Each cell indicates the number of positives per activity (with the true
positives diagonally), the accuracy indicates the percentage of true positives over each
activity. The matrix makes the difficulty of each context clear: which context is easily
recognizable. As you see, the accuracies are vastly different by a context: bicycling and
lying are high, but descending and kneeling are low. For this result, the clear point is
that a more abstract group achieves a better classification percentage.

As a second result, the accuracy in changing the complementing method for each
context-group is plotted in Figure [6l The horizontal axis indicates 31 combinations of
active and inactive sensors (() means active, a blank means inactive). The vertical axis
indicates the accuracy of context recognition. The partitions in the graph indicate a
border between active sensors. As mentioned above, the more abstract a situation is,
the more the accuracy increases. As sensors are turned off, the accuracies decreases,
but their decreases are small due to the complementing mechanism, as described in
Section 2. For a comparison, we show the accuracy without our complementing. In this
case, inactive sensor data is replaced with an average of the other active sensor data. If
not complemented well, the decreases are significant[8]]. For this result, in Situation 1
with more than one sensor, the accuracies are the same as that at full power. Situation 2
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Accurac
Accuracy Y
Static 22346 | 1675 | 879 | 89.75%
Static 22561 | 2339 90.61% . .
Light action 1571 | 23694 | 673 | 91.35%
Dynamic 2564 |53835| 95.28% Hard action 474 | 821 |32707| 96.19%
(a) Situation 1: 92.94% on average (not (b) Situation 2: 92.43% on average (not
over all data but contexts) over all data but contexts)
Accuracy
Walking 17513| 75 | 102 | 155 | 308 | 12 | 68 | 147 | 1578 | 87.75%
Running 132 | 2001 | 118 | 98 0 ] 0 ] 13 | 84.72%

Descending 580 13 | 2340 | 20 0 0 0 0 46 78.02%

Ascending 489 | 14 | 15 | 2457 | 5 0 0 0 0 82.45%

Bicycling 304 | 4 6 23 |31141 o0 0 35 | 127 | 98.42%
Lying 4 ] 0 ] 0 |5684( 0 44 | 28 | 98.68%
Kneeling 130 | 0 0 22 | 138 | 0 |1841| 21 | 168 | 79.35%
Sitting 147 | 0 (] 3 35 | 46 | 20 |[7183 147 | 94.75%
Standing 835 | 51 | 23 | 41 | 160 | 0 | 223 | 51 |7856| 85.02%

(c) Situation 3: 87.69% on average (not over all data but contexts)

Fig. 5. Confusion matrices for each situation

exhibits the same tendency as that of Situation 1. Though Situation 3 also has the same
tendency, the accuracies on the whole are worse than that of other situations because of
the cognitive complexity. In short, the power consumption can be reduced by turning off
sensors while maintaining the accuracy, and the accuracy increases with an appropriate
situation. Optimal sensor combinations in each situation are shown in Table 4l The
tolerances of accuracy are supposed to be 94, 90, and 87%. We assume that the tolerance
is the accuracy decided by the user or application; under severe conditions, tolerance
will be high, or tolerance may be low for a long battery lifetime in daily life. In each
situation with each tolerance, our system selects the fewest number of sensors so that the
accuracy of a combination satisfies the tolerance. In the present circumstances, we need
to determine an optimal sensor combination for each situation by actual measurement
in the same manner as that shown in Figure[6l Power consumption is calculated from
Table[3 (e.g., with four active sensors, the power consumption becomes 92.2 + 40.9 x
4 4+ 11.4 ~ 267[mW].) The reduction rate is the percentage of power consumption
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Fig. 6. Accuracy vs. sensor combination in each situation

Table 4. Optimal sensor combinations and their power consumption

... |No.of| Combination of |Accuracy Power Reduction
Tolerance|Situation . .

sensors|  active sensors [%]  |consumption [mW]| [%]

1 3 |L-wrist, Hip, R-leg| 94.30 238 19.9
94% 2 5 ALL SENSORS | 92.72 297 0
3 5 ALL SENSORS | 87.38 297 0

1 1 R-leg 92.03 179 39.8

90% 2 2 R-leg, R-wrist 91.50 208 29.8
3 5 ALL SENSORS | 87.38 297 0

1 1 R-leg 92.03 179 39.8

87% 2 2 R-wrist, R-leg 91.50 208 29.8

3 3 L-leg, Hip, R-leg | 87.08 238 19.9

that is reduced compared to that in full power. Note that if no combination achieves the
tolerance, the system works with five active sensors. Even with 94% tolerance, power
consumption is 20% reduced in Situation 1. Moreover, with 87% tolerance, not all five
sensors are not required in all situations.

Evaluation of Context Transition. The accuracy of context recognition considering
the human context transition in Table [[] is shown in Table Bl These results were ob-
tained with five active sensors. According to the result, the accuracy was improved for
all contexts. For example, when a user changes his/her action from bicycling to walk-
ing, the system made 75 mistakes for running and 147 mistakes for sitting without
considering transition. However, considering the context transition, running and sitting
were excepted from the context candidates. By removing unimaginable contexts, from
bicycling, walking was recognized to be 91.74% (3.99% improved). Accuracies when
context transition is applied in all sensor combinations are shown in Figure[Zl The envi-
ronment is Situation 3 (9 contexts). Each axis is the same as that of Figure 6. According
to Figure[7] the accuracies in all combinations were improved (2.55% on average). A
combination of a smaller number of sensors, which has not been selectable because
of low accuracy, becomes selectable, e.g., an accuracy at full power before applying
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Table 5. Change in accuracy by context-transition

Accuracy
Before| After
walk 87.75190.49  Previous context|Next context
Before| After
run 84.72 (87.10
walk 87.75191.74
descend | 78.02 |82.31 . .
run ascend | 82.45 [84.21 bicycle bicycle |98.42 [98.58
X ’ ’ stand 85.02 |88.89

bicycle |98.42198.47 walk 2775 193.19

Previous context|Next context

Accuracy

stand 85.02 (88.17 lie lie 98 68 (99,24
walk 87.75 (92.32 kneel
. kneel 79.35 |191.14
run 84.72 188.03 sit it 94.75 |97 53
stairs descend | 78.02 (84.35 stand ) ’ ’

stand 85.02 |187.52

ascend 82.45 (85.79
stand 85.02 {89.31
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Fig. 7. Accuracy vs. sensor combination before and after applying context-transition

context transition (87.38%) is overtaken by that of 3 sensors after applying context
transition (88.91%).

Finally, we consider a combination of all mechanisms. A context-granularity-based
method and a context-transition-based method can co-exist. Considering the context-
transition of context groups in this paper is difficult. Static and Dynamic groups can
change to each other in Situation 1. Static, light action, and hard action groups can also
change to each other. However, when there are more contexts to recognize, there will be
many context groups. In such a case, by using our proposals at the same time, restricting
transitions between context groups results in a better performance. Further evaluation
and power measurement is part of our future work.

5 Conclusion

We have constructed a context-aware system that changes sensor combinations consid-
ering the energy consumption. By assuming the granularity of cognitive contexts differs
according to situations, we defined “context group” by including some similar contexts.
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In addition, we focused on a transition in human actions to improve the accuracy by re-
ducing the number of the candidates of possible contexts. The proposed system changes
the granularity of cognitive contexts of a user’s situation and manages the power sup-
ply on the basis of an optimal sensor combination. From the evaluation, clearly, not
all sensors are needed to recognize required contexts according to situations. As a re-
sult, our system has achieved a reduction in energy consumption. The advantage of our
system is that even if the number of sensors changes, the system does not require any
extra classifiers and training data because the data for sensors that have been shut off is
complemented by our proposed algorithm.

As future work, we plan to propose a mechanism for automatic change of the current
situation. In our current system, we have to change the situation by hand or another
device. The system may be able to decide the current situation by using co-occurrence
information among contexts. In addition, context transition is applied according to a
binary decision. There is a method limiting context with conditional probability such
as in a Bayesian network. Such probabilistic approaches have flexibility, but they have
the weakness of unexpected events such as change of context, which rarely happens.
This problem is our ongoing study. Furthermore, we think our approach is applicable to
wireless sensors that use sleep commands. We also plan to evaluate power consumption
of wireless sensors.

Acknowledgements

This research was supported in part by a Grant-in-Aid for Scientific Research (A)
(17200006) and Priority Areas (19024046) of the Japanese Ministry of Education, Cul-
ture, Sports, Science and Technology, and by the IPA Exploratory Software Project
entitled “Development of a Rule Processing Engine for Constructing Wearable
Applications.”

References

1. Miyamae, M., Terada, T., Tsukamoto, M., Nishio, S.: Design and Implementation of an Ex-
tensible Rule Processing System for Wearable Computing. In: Proc. of the 1st IEEE Intl.
Conference on Mobile and Ubiquitous Systems: Networking and Services (MobiQuitous),
pp- 392—400 (August 2004)

2. Toda, M., Akita, J., Sakurazawa, S., Yanagihara, K., Kunita, M., Iwata, K.: Wearable
Biomedical Monitoring System Using TextileNet. In: Proc. of the 10th IEEE Intl. Sympo-
sium on Wearable Computers (ISWC 2006), pp. 119-120 (October 2006)

3. Shen, C.L., Kao, T., Huang, C.T., Lee, J.H.: Wearable Band Using a Fabric-Based Sensor
for Exercise ECG Monitoring. In: Proc. of the 10th IEEE Intl. Symposium on Wearable
Computers (ISWC 2006), pp. 143—144 (October 2006)

4. Ouchi, K., Suzuki, T., Doi, M.: LifeMinder: A wearable Healthcare Support System Using
Users Context. In: Proc. of the 2nd Intl. Workshop on Smart Appliances and Wearable Com-
puting IWSAWC 2002), pp. 791-792 (July 2002)

5. Laerhoven, K.V., Gellersen, H.W.: Spine versus Porcupine: a Study in Distributed Wearable
Activity Recognition. In: Proc. of the 8th IEEE Intl. Symposium on Wearable Computers
(ISWC 2004), pp. 142-149 (October 2004)



212

6.

10.
11.
12.

K. Murao et al.

Naya, F., Ohmura, R., Takayanagi, F., Noma, H., Kogure, K.: Workers Routine Activity
Recognition using Body Movement and Location Information. In: Proc. of the 10th IEEE
Intl. Symposium on Wearable Computers (ISWC 2006), pp. 105-108 (October 2006)

. Stiefmeier, T., Ogris, G., Junker, H., Lukowics, P., Troster, G.: Combining Motion Sensors

and Ultrasonic Hands Tracking for Continuous Activity Recognition in a Maintenance Sce-
nario. In: Proc. of the 10th IEEE Intl. Symposium on Wearable Computers (ISWC 2006), pp.
97-104 (October 2006)

. Murao, K., Takegawa, Y., Terada, T., Nishio, S.: CLAD: a Sensor Management Device for

Wearable Computing. In: Proc. of 7th Intl. Workshop on Smart Appliances and Wearable
Computing IWSAWC 2007) (June 2007)

. Ho, J., Intille, S.S.: Using Context-Aware Computing to Reduce the Perceived Burden of

Interruptions from Mobile Devices. In: Proc. Conference on Human Factors in Computing
System (CHI 2005), pp. 909-918 (April 2005)

Vapnik, V.: The Nature of Statistical Learning Theory. Springer, Heidelberg (1995)
Kohonen, T.: Self-Organizing Maps. Springer, Heidelberg (1996)

Wirelss Technologies, Inc.: http: //www.wireless-t.jp/



Providing an Integrated User Experience of Networked
Media, Devices, and Services through End-User
Composition

Mark W. Newmanl, Ame Elliottz, and Trevor F. Smith**

!'School of Information, University of Michigan, Ann Arbor, MI 48109
mwnewman@umich.edu
21DEO, 100 Forest Ave., Palo Alto. CA 94301
ame.elliott@mac.com
3 Transmutable Networks LLC, 4742 42nd Ave SW #326, Seattle, WA 98116
trevor@transmutable.com

Abstract. Networked devices for the storage and rendering of digital media are
rapidly becoming ubiquitous in homes throughout the industrialized world. Ex-
isting approaches to home media control will not suffice for the new capabili-
ties offered by these digitally networked media devices. In particular, the
piecemeal interaction provided by current devices, services, and applications
will continue to engender frustration among users and will slow adoption of
these technologies and the more sophisticated pervasive technologies that will
surely follow them into the domestic environment. To address this challenge,
we present OSCAR, an application that supports flexible and generic control of
devices and services in near-future home media networks. It allows monitoring
and manipulation of connections between devices, and allows users to construct
reusable configurations to streamline frequently performed activities. A lab-
based user study with 9 users of varied backgrounds showed that people could
use OSCAR to configure and control a realistic and fully operational home me-
dia network, but that they struggled when constructing certain types of reusable
configurations. The results of the study show that users were enthusiastic about
adopting a system like OSCAR into their own media-related practices, but that
further research and development is needed to make such systems truly useful.

Keywords: End-user composition, domestic technology, universal remote con-
trol, home media network.

1 Introduction

Networked devices for the storage and rendering of digital media are rapidly becom-
ing ubiquitous in homes throughout the industrialized world. Today’s devices, such as
personal video recorders (e.g., [20]), media rendering devices (e.g., [19]), portable

* All work was conducted while authors were employed at the Palo Alto Research Center
(PARC) http://www.parc.com

J. Indulska et al. (Eds.): Pervasive 2008, LNCS 5013, pp. 213 2008.
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media players (e.g., [1]), and electronic picture frames (e.g., [4]), to name just a few,
will soon be joined by further waves of devices with even greater built-in networking
capabilities. It is reasonable to view these collections of devices as an early beachhead
in the advancing front of pervasive computing in the domestic environment and be-
yond. Given that future generations of technology will almost certainly be layered
atop today’s technology [8, 18], it is our view that the successful integration of media
networking into the practices and preferences of home users will be critical to the
ultimate success of the multiple overlapping visions of the “smart” or “aware” home
[11, 14]. The currently emerging “digital” home is characterized not yet by it’s ability
to sense and react to the presence and patterns of its occupants but by its potential to
place a wide range of functionality at the fingertips of its users.

This rapid emergence of networked home media devices has been driven by a con-
fluence of factors. On the one hand, data networks in the home are becoming more
powerful and are growing to include not only traditional computing devices like desk-
top and laptop computers, but also media-oriented consumer electronics devices such
as those listed in the previous paragraph. At the same time, media itself is being trans-
formed into a digital commodity that can be accessed on demand in a variety of ways
from a variety of sources, both inside and outside the home network.

In this paper, we describe a system whose goal is to cut through the entanglement
of dealing with growing and changing networks of devices and media in the home
environment. We present the design and evaluation of OSCAR (see Fig. 1), an end-
user tool for device and media control and composition. In the next section we discuss
previous research on the design of technology for the home and derive guidelines for
the design of networked media, devices, and controls in such environments. Follow-
ing that we present OSCAR and describe its functions and user interface. A user study
involving nine users drawn from the local community is then described and its results
analyzed to assess the effectiveness of OSCAR and explore avenues for further re-
search. We then present related work and conclude.

Fig. 1. OSCAR allows end-users to discover, connect, and control media devices and services in a
home network, as well as create re-usable compositions for quick access to common functions
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1.1 Designing for the Home

A number of studies have attempted to understand the impact of digital technology on
domestic life and project the most promising avenues for future development. These
studies have revealed the home as the site of multiple overlapping activities that un-
fold across time and involve the coordination of different resources and actors.
Venkatesh, et al. have described the home as a set of overlapping “centers” [25] (ear-
lier called “sub-environments” [24]) that have differing relationships to the technical
“space” of the home. Household occupants appropriate both “technical” (e.g., com-
puters, networking equipment, televisions) and “non-technical” (e.g., doors, tables,
mantelpieces) resources in various ways to support their multiple practices, as has
been described for communication [5], household coordination [21], work [26], and
entertainment [10], In addition, these resources are accreted over time rather than all
at once [8, 18] and are often repurposed into different roles multiple times throughout
the course of their useful life [10].

Taken together, these studies paint a picture of the home as a site where members of
individual households compose resources in creative ways to accomplish the particular
patterns of their own household’s version of daily existence. In keeping with this image
of the home, we have focused our efforts on supporting end-user composition of varied
resources in the media domain. It should be noted at this point that we do not intend to
equate “media” strictly with “entertainment.” Returning to Venkatesh’s “centers,” we
can see that media technologies are (or are becoming) central to household activities
such as “communication,” “work,” “information,” and “learning,” and likely will play
an increasing role in other activities as well. Our goal, therefore, is a generalized system
and user interface for creating, monitoring, and controlling media-oriented devices and
services in the interest of a variety of activities.

1.2 Near-Future Home Networking Scenario

The following scenario illustrates both the benefits and challenges of near-future
home media networks with respect to managing resources to accomplish multiple
overlapping activities.

Alice is sitting in her living room on a Saturday afternoon reading news on her
laptop. She decides she would like to listen to some music, so she navigates to
her favorite online music service and arranges to have some music streamed di-
rectly to her living room speakers. A short while later, the doorbell rings. En-
grossed in the news, she does not wish to get up, so she directs the webcam
above the front door to send its output to a digital picture frame that is mounted
on the wall next to her. Seeing a delivery person on the screen, she remembers
that she is expecting a package, so she connects her laptop’s microphone to the
intercom speaker next to the front door to say “Hold on, I'll be right there.” The
delivery person’s “OK” is heard through the living room speakers as Alice
leaps off the couch to head for the door.

The experience presented in this scenario is one of convenient, seamless access to a
variety of resources both within and without the home. The benefit to Alice is that she
is able to connect and control her available devices and services with little effort and
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minimal advance planning. There are a number of challenges to realizing such an
integrated user experience.

As discussed earlier, the devices and networking technologies to accomplish each
part of this scenario are rapidly coming to market. There is some uncertainty about
whether such devices will provide sufficient interoperability guarantees to work to-
gether, but others have been addressing this problem (e.g., [9, 23]) and we assume
their eventual success as the baseline for the current project. What remains is to pro-
vide the user interface for effecting and controlling compositions. By providing a
single integrated user experience for interacting with each device individually as well
as the network as a whole, we endeavor to overcome the problem of piecemeal inter-
action.

“Piecemeal interaction” describes the experience of using different applications,
often with very different user interface styles, to interact with and control the different
devices and services with which one interacts. In the scenario above, this would occur
if Alice needed to use one application to control her streaming music and a different
one to connect the webcam to the picture frame. Much of interacting with today’s
technology is characterized by piecemeal interaction. Different applications, different
devices, and different software platforms have different user interfaces and in many
cases each has to be mastered by users in order to get things done. This situation is
poised to become worse as networked devices and services proliferate into the homes
and daily lives of more and more people. Solving the problem of piecemeal interac-
tion is critical to the ultimate realization of the visions of calm, well-integrated ex-
periences of computation that characterize the enterprise of pervasive computing. As
we shall describe in the next sections, OSCAR is an end-user tool for composition and
control of networked devices and services that overcomes piecemeal interaction to
provide an integrated user experience of interacting with multiple devices.

2 The OSCAR User Interface

OSCAR was designed as a next-generation prototype of a universal remote control for
composing and controlling networked devices in the home. It consists of software
running on a touchscreen-based tablet device such as the one shown in Fig. 1. The
form factor was chosen because it is portable and touch-operated, and thus comfort-
able to use while seated on a couch or easy chair, yet large enough to afford users an
uncluttered view of all the controls and information needed to carry out complex
configuration and control interactions. While our design focused on the tablet form
factor, we believe OSCAR's functions can easily be replicated on other devices such
as laptops, desktops, or smartphones.

The tablet used for our prototype features a 30.7 cm (12.1 in) LCD screen operated
via touch input, runs Windows XP Tablet PC Edition, and has an 802.11b network
interface. As OSCAR was designed to simulate a new, unfamiliar device with new,
unfamiliar capabilities, it was made to use the entire screen and to hide all of the OS
widgets and controls so that users were largely unaware that they were interacting
with a computer application running on a conventional PC.

For our prototyping efforts and user studies, we created a testbed that consisted of
a simulated “home.” Our home was contained entirely in one large room, with areas
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marked off for the “living room,” “kitchen,” and “front door.” The home was popu-
lated with a number of networked devices (e.g., TV screen, digital picture frame,
security webcam, speakers in several room) and services (e.g., software-based collec-
tions of music and photos), all of which were live and accessible to OSCAR.

Both OSCAR and the testbed devices and services were implemented atop the
Obje Framework [10], which is a mobile-code based interoperability framework pre-
viously developed in our lab at PARC. The dependence on Obje does not limit the
generality of OSCAR's contribution, as the solutions provided by OSCAR are appli-
cable with little modification to a number of more widely available interoperability
platforms such as UPnP [23], Jini [27], and Zeroconf [13]. All that is required for
OSCAR is the existence of discoverable networked services that implement standard-
ized interfaces for providing and accepting data streams.

OSCAR provides users with three basic capabilities: (1) browse, select, and control
individual devices; (2) connect devices, services, and content together; and (3) create,
edit, and invoke reusable service compositions. We will describe each in turn.
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Fig. 2. OSCAR allows users to browse and select among all devices and media sources that
have been discovered on a home network. Users employ the Devices & Media List (a) to select
a device or media item to obtain its user interface, connect it to other items, or use it as part of a
reusable configuration called a Setup. After a number of Setups have been created, the Setups
List (b) can be used as a starting point for carrying out common activities.

2.1 Browse, Select, and Control Individual Devices

OSCAR presents a list of all devices it has discovered (see Fig. 2a), and the user can
select one in order to view its details. The details include the control user interface
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that is downloaded automatically and displayed to the user. The details also show any
connections or setups that involve this component. In addition to allowing the user to
manipulate the control user interface, the user can choose to create a new connection

or setup based on this component.

2.2 Connect Devices, Services, and Content Together

OSCAR allows the user to make connections among providers and consumers of data.
The user selects either endpoint of the desired connection first, and is then prompted
to select among a restricted subset of compatible endpoints in order to complete the
connection. After the connection is constructed, OSCAR presents a control panel
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Fig. 3. OSCAR allows users to monitor and control connections among media and devices,
including both device-to-device connections and media-to-device connections. For each con-
nection, the user can monitor and change the status of the connection (e.g. from “Active” to
“Stopped”), access the controls for the individual devices and/or media-rendering services
involved in the connections, or replace either the source or destination with any other device or
media on the network by pressing Change and selecting from among the options presented.
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screen that allows the user to monitor and manipulate the connection (i.e., start, stop,
and restart) and also presents the user with a single, collected view of the user inter-
faces for each of the components involved in the connection. Referring to the scenario
presented earlier, Alice can choose to create a new connection using the den picture
frame, at which point she is prompted to select a source for the connection. After the
front door camera is selected, Alice is presented with a screen that allows her to pause
or restart the camera connection, and also provides user interfaces for controlling the
settings on the camera and picture frame.

Content items such as media files or documents are presented as first-order entities
in OSCAR, which means they can be connected with devices and services directly
(see Fig. 3). Thus, a connection between a streaming movie that is being served by a
remote video-on-demand service and a local TV display would be constructed and
managed in exactly the same way as a connection between a security camera and the
TV. Collections that contain multiple media sources (e.g. music files or digital im-
ages) can be used as sources for a connection in OSCAR. In those cases, OSCAR
automatically generates a playlist and provides the user with controls for navigating
among the items in the list. For example, Alice can browse through her Music Library
aggregate to find music to listen to, and she could select the Beatles subfolder (also an
aggregate) as the source. After picking the den speakers as the sink, the first song
begins to play while the remaining songs are loaded into the playlist and presented to
Alice along with controls to skip to the next song or choose a different song in the list.

2.3 Create, Edit, and Invoke Reusable Compositions

Being able to connect arbitrary devices and media together is important to allow users
to create unplanned connections, to freely reconfigure devices, and to take advantage
of new or transient resources like recently purchased equipment or portable devices
that normally live outside the home. After a period of use, however, it is likely that
most users will find regular patterns of connections that they wish to re-use on a regu-
lar basis. OSCAR supports the notion of setups, which describe how components are
to be found, selected, and connected together in order to carry out a routine activity
such as “See who’s at the front door,” or “Listen to NPR in the kitchen.”

A setup consists of source and a destination “slots” (see Fig. 4). Each slot contains
a query that is executed when the setup is invoked in order to generate a set of candi-
date components. Each slot also contains a selection rule that dictates how the active
component or components will be selected from among the candidates at invocation
time. Selection rules include “present candidates to user and prompt for selection,”
“choose at random,” and “sort candidates by one or more criteria and then pick the
highest ranked component(s).” When the setup is invoked, or “Run,” the source and
destination queries run and the selection rules are applied. After both source and des-
tination slots have been populated with a playlist or a single component, a connection
is made between them.

Eventually, most of the household’s common patterns of activity will be encapsu-
lated in a Setup, and the household members will be able to use the Setup List (see
Fig. 2b) as a convenient access point for all of their home’s functionality.



220 M.W. Newman, A. Elliott, and T.F. Smith

Destination Candidate List:

@ — YO o

Ingredient List Smart List
. ' Speaker in Kitchen

.I Speaker in Living Room

Selection Options:

@ show items and let me choose

@ Pick one item at random

Devices x
& Media Il Connections Il Setups
/ Name: |Here there and everywhere
When this Setup is run, it will choose the Device & Media to connect from the Candidate Lists.
You can set Selection Options to determine how the Setup will choose from the Candidates.
0 A
ISuuRuandldile List:
'
'
'
'
: The Beatles in Music Ubeary
H Source Candidate List:
'
' (@ & — "
; e — 0«
' Ingredient List Smart List
'
'
'
The Beatles in Music Library
'
: (Remove )
'
'
'
'
1 Selection Options:
1 @ Show contents and let me choose
: @ Add all contents to playlist
'
1 @ Pick one item from contents at random
A
.
.
.
y
‘\
' :
S q
.
.
. Save
. I
.
v
A 1 :
AN Selection Options:
.
N © show contents and let me choose
.
\
.
s @ Add all contents to playlist
‘\
. ’ .
s | © Pick one item from contents at random
J

Fig. 4. OSCAR allows users to create reusable compositions of devices and media called Sez-
ups. Each Setup consists of a Source and a Destination, and each Source and Destination in turn
consists of a list of Candidates and a Selection Option. The list of candidates specifies the
media source and/or devices that can be selected for the relevant role when the Setup is later
Run. The Selection Option determines how the Setup will choose from among the candidates
for a given role when the Setup is Run.

3 User Study

The OSCAR design process consisted of a number of phases, including the generation
of personas and scenarios; development of a paper prototype followed by an expert
evaluation; development of a medium-fidelity mockup prototype followed by a sec-
ond expert evaluation; and the development of an initial interactive prototype fol-
lowed by a usability study with 9 users. Space does not permit us to describe this
process or its results in detail, but the resulting system and user interface was de-
scribed in the previous section.

In this section, we describe and report findings from a final user study that was
conducted to assess OSCAR’s usability as well as to probe users’ perceptions of the
desirability of integrating OSCAR’s functionality into their own media practices and
to gain insights for future design. Although this was the “final” user study conducted
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as part of the OSCAR project, the study was designed to contain both summative and
formative aspects. The summative goals were to assess the usefulness of the functions
provided by OSCAR (e.g., making ad hoc connections among devices and creating
reusable “setups” for encapsulating common activities) and to assess the usability of
the basic approaches taken by OSCAR to presenting those functions (e.g., presenting
setups as bipartite constructs consisting of source and destination with candidate lists
and selection options). The formative goals consisted of exploring avenues for further
design by understanding the breakdowns experienced by users when carrying out
tasks and by engaging with users to understand how OSCAR might be used within the
contexts of users’ existing practices. In order to study these various aspects, we ob-
served users carrying out a number of tasks, administered a questionnaire, and con-
ducted an in-depth follow-up interview.

3.1 Participants

Nine participants were recruited from the local community by an external focus group
recruiting firm. In order to understand how OSCAR would be used by less computer-
savvy individuals, users were screened such that none were professional programmers
or system administrators. Only one high-tech worker (a mechanical engineer) was
included in the sample, the remainder represented a variety of professions including
hotel clerk, real estate broker, homemaker, and carpenter. Other than the mechanical
engineer (ME), no users reported any regular use of computing beyond email, web,
and basic office applications, and only two users (the ME and one other) reported
having primary responsibility for setting up and maintaining their own home networks
(if they had one). Users were also screened such that all were either regular (n=4) or
avid (n=5) consumers of media as determined by the number of hours of TV watched
per week, CDs purchased per month, and movies watched per month. Infrequent con-
sumers' of media were excluded. Gender and age were distributed fairly evenly across
participants (gender=5m/4f; age range=24-51, mean=35.6). None had seen or re-
ceived any information about OSCAR before the study.

3.2 Study Sessions

Each participant individually came to our lab for a 90-minute session. The basic
physical configuration used in the study is shown in Fig. 5. After a brief preamble in
which participants were introduced to “their house” and its devices, they were handed
OSCAR and asked to perform the four multi-part tasks shown in Table 1. Users re-
ceived no training in the usage of OSCAR beyond the description “Imagine you just
purchased this device at a local Circuit City [a popular US consumer electronics
store]. All you know that it is operated with your finger and that it is supposed to
allow you to control all the devices in your home.” During completion of the tasks,
users were asked to think aloud. After the completion of all tasks, we asked users to

! Infrequent media consumers were those who watched less than 10 hours of TV/wk, purchased
less than 2 CDs/month, and watched less than 2 movies/month. Digital downloads were not
screened for, though several users reported at least occasional downloading.
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Fig. 5. The study setup used for the OSCAR user study. Top left: the two test observers with a
participant. Top right: A participant using OSCAR. Bottom left and right: the testbed room,

showing the “living room,” “kitchen,” and “front door”.

Table 1. Participants in the OSCAR user study carried out four multi-part tasks using the

OSCAR client to connect and control devices in the OSCAR testbed environment

TASK

INSTRUCTIONS

1

Play the welcome message on the Living Room Speakers.

2

Show a picture from your recent trip to Australia on the Living Room TV.
Then show a different photo from the same trip.

3a

Someone has just rung the doorbell. See who it is by displaying the image
from the webcam outside the front door on the picture frame just inside the
front door.

3b

Now make it so that you or someone you live with can easily do this again,
without having to redo it from scratch. Give it a name so that you will re-
member what this does.

3c

Now make it so that when the doorbell rings, you can decide to either show
the image from the webcam on the picture frame OR the living room TV.

4a

Someone you live with is more motivated to clean when they are listening to
music. Make a recipe that will allow them to play all of the songs by the
Beatles on the Kitchen speakers.

4b

The person you made this for asks you to change this so that they can listen to
other music, too, and do it any room of the house. Change the recipe so that
they can pick the artist and the speakers when they activate the recipe.

complete a questionnaire indicating on a 5-item Likert scale their level of agreement
or disagreement with 16 statements regarding OSCAR’s usability and usefulness.
Questions 1-10 were derived from the System Usability Scale [2], and the remaining
six were devised by us to assess users’ overall acceptance of OSCAR. Following the
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questionnaire, we interviewed users to gain further insight into their experiences with
and assessments of OSCAR. Two team members were present for each session and
participated in all observations and interviews. Each session was videotaped and re-
viewed for understanding critical incidents and selected interview responses.

3.3 User Study Results

Subjective results. Participants’ responses to the test questionnaire indicated a posi-
tive response to OSCAR, in particular to statements like “I would find this system
very useful in my own home,” (“strongly agree”: n=5, “somewhat agree”: n=4) and “I
would like to have this system if it were available (“strongly agree”: n=4, “somewhat
agree”: n=5). These statements of overall acceptance were made despite the fact that
participants gave OSCAR a fairly mediocre score in terms of usability. The composite
SUS score of 63.3 out of 100 (stdev=11.46, max=87.5, min=47.5) indicates that users
were not impressed with OSCAR’s usability. Nevertheless, they expressed enthusi-
asm for incorporating OSCAR into their own media systems, warts and all.

Task Performance. The amount of help required by each user to complete each task
is shown in Table 2. The results show that users were able to complete nearly all tasks
without significant help. In only one case was a user completely unable to complete a
task (3a) without a direct intervention by the test observers. In 12 out of 63 task at-
tempts a small amount of help was required. We defined a “small amount” of help as
any comment by a test observer that revealed a system state (“it's waiting for you to
do something™) or called attention to a particular UI element (“what do you think
'Run' would do in this case?”)

Most users required a small amount of help to complete Task 4b. Referring again
to the task instructions in Table 1, recall that Task 4b asked users to modify the
Setup they had created in Task 4a and then test it out. There were two interrelated
issues that gave users difficulty when completing this task: selecting the appropriate
candidate devices/media sources for inclusion in the Setup, and choosing the correct
selection options. Taken together, this can be expressed as the difficulty of specify-
ing list/rule combinations. Interestingly, mastery of these issues was also required
for the completion of Task 3c, which was completed without help by all but one
user. The differences between 3c and 4b were twofold: (1) 3c dealt only with de-
vice-device connections, whereas 4b required users to connect a media source
(song) to a device (speakers) and (2) 3c only required users to specify a list/rule
combination for the destination slot, whereas 4b required them to specify such
combinations for both the source and destination.

Analysis. Drawing from the difficulties users experienced with Task 4b as well as
observations and comments made during the study sessions, we were able to see a few
areas where users experienced problems using OSCAR.

Some of the problems experienced derived from straightforward user interface de-
sign problems, such as a modal dialog box that users did not perceive was waiting for
them to provide input. Such issues could be easily fixed with another design iteration.
In addition, there were a couple of overarching issues that point to more fundamental
challenges in designing end-user composition systems for the home.
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1. Users were unsure how to create Setups that would produce the desired results.
In fact, in some cases they remained uncertain even after they had created a “correct”
solution. There were two particular issues that caused apprehension among users: (a)
defining list/rule combinations and mapping decisions made during Setup creation
(e.g., “Show me and I will choose”) with behaviors that would occur when the Setups
were “Run;” and (b) creating compositions involving one or more aggregations of
media sources (e.g., song files) and understanding how those aggregations would be
used during the setup. While incremental Ul redesigns might be able to ameliorate
these problems to some extent, they derive from the inherent difficulty of designing
rules that will react to future states to produce desired outcomes. This is a style of
thinking that is familiar to programmers but much less familiar to non-programmers.
In order to address this issue, we believe that users must be provided with means to
conduct rapid, lightweight experiments within OSCAR to view the results of their
Setup designs before committing to “Run” them. This could be accomplished, for
example, by implementing a “Test” function to sit alongside the “Run” function in the
Setup Details screen.

2. Users believed they correctly accomplished the task when they had achieved
only a partial solution. This occurred largely because they were able to produce the
effect they believed they wanted (e.g., hearing the Beatles “Yellow Submarine” on the
living room speakers) without having created the general solution we had requested
(e.g., create a Setup that will allow your roommate to listen to the Beatles in any room
in the house). While this stems in part from the artificiality of the study setting and in
part, perhaps, due to a failure to communicate the tasks effectively, we believe it
points to an unanticipated use of our system that may be desirable in the end. Users
were satisfied with their ability to accomplish their immediate goals, but would per-
haps become motivated to master the Setup functionality upon later realizing that

Table 2. The amount of help required by each user to complete each task in OSCAR2. Users
were able to complete most tasks with no help, but many users required at least some minor
help to complete Task 4b.

participant 0 .
112134567819 :

1 010
2 010
Az| 3a ! 011
g 3 ? 2 10
3c 1 0
4a 2 0
b |121212]12]2]? 710
12 11

Key:

<blank> = success: user completed task with no help
? =mild help: revealed system state or called attention to Ul element
! = intervention: told user to take particular action(s)
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they were repeating the same configuration operations time and again. By maintaining
a history of previous actions, OSCAR could present users with heuristically-generated
starting points for their Setups (e.g., playing several individual songs by the same artist
would suggest a Setup playing all the artist's songs) or even automatically generate
Setups based on past behavior in a manner similar to programming by demonstration
systems (e.g., [6, 15]). Thus the work done initially to create ephemeral connections
among media and devices could be leveraged to aid the users' later attempts to stream-
line their interactions with their media environment.

4 Related Work

Most users today control their media devices by means of remote controls, often be-
ing forced to use multiple devices’ remotes in concert. A relatively small number of
users have availed themselves of the best mass-market solution currently offered by
the industry: universal remotes. While they provide a single point of control for inter-
acting with multiple devices, a significant limitation of such devices is that they are
cumbersome to set up initially and the process of adding a new device to control can
be quite painful as well. Some universal remotes like the Logitech Harmony [3] have
significantly eased the pain of the initial setup by allowing programming codes to be
downloaded into the device directly from the a centralized location (e.g., the Logitech
website). They have also improved the user experience by allowing single button
presses to send commands to multiple devices in order to set up the whole system to
carry out an activity like “Watch a DVD,” or “Listen to CD.” Even so, none of these
devices can adapt to new devices without being explicitly told. More broadly, the
Harmony and its peers are not capable of making ad-hoc connections among net-
worked services—it can only activate connections among devices that are already
hard-wired together (e.g., a DVD player connected to a TV through a stereo receiver).
It is also designed to only make device-device connections, and has no notion of in-
teracting with content. As media becomes virtualized and capable of being aggregated
and served by large-scale content services, it will become increasingly important for
users to be able to interact with content as a first-order entity.

A number of research projects have looked at how to support end-user program-
ming for the creation of different styles of ubiquitous computing applications in the
home such as sensor-triggered actions [12], context-aware rules [7], and capture-and-
access applications [22]. OSCAR differs from these systems primarily in that OSCAR
provides a unified interface for creating spontaneous, ad hoc connections as well as
long-lived “programs.” Additionally, OSCAR, unlike these systems, provides access
to the control user interfaces for each device, thus combining direct control, ad hoc
connections, and creation of reusable configurations.

At a high level, Huddle [17] shares OSCAR’s goal of providing an integrated user
interface for interacting with multiple devices. Huddle allows devices to provide rich
user interface descriptions that can be aggregated with other devices’ user interfaces
to present a coordinated UI for multiple devices. However, OSCAR’s focus is differ-
ent. Whereas Huddle requires an explicit XML-based system-wide “wiring diagram”
to reason about content flows, OSCAR employs dynamic discovery to allow ad hoc
connections among devices with little or no advance setup. In brief, Huddle is limited
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by the same factors that limit commercial industrial remotes: it cannot create ad-hoc
connections and does not directly support content-to-device interactions.

The Speakeasy Browser [16] introduced the notion of Activity-Oriented Templates
that allow users to easily invoke commonly-used compositions of devices, media, and
services based on their current context. The present work builds upon the concepts
introduced in [16] by adding the crucial ability for users to create and edit composi-
tions, as well as providing insights from a detailed study with users representing a
range of technical skill.

5 Conclusion

Home media technology is undergoing a sea change, in which standalone devices
with custom remote controls are being replaced by networked services that can be
combined with each other and with Internet-based media services in varied ways.
Existing approaches to home media control will not suffice for these new capabilities.

In this paper, we described OSCAR—an end-user composition tool for home me-
dia networks that builds upon Obje’s user experience goals and extends them by al-
lowing the construction of reusable compositions for common tasks.

A user study involving 9 users with varied backgrounds showed that people could
use OSCAR to configure and control a realistic and fully operational home media
network, but that they struggled with certain aspects of the Ul—especially construct-
ing reusable configurations. Users reacted positively to OSCAR in terms of their
desire to use such an application in their homes.
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Abstract. This work reports on the findings of a field study examining the cur-
rent use practices of large ambient information displays in public settings. Such
displays are often assumed to be inherently eye-catching and appealing to peo-
ple nearby, but our research shows that glancing and attention at large displays
is complex and dependent on many factors. By understanding how such dis-
plays are being used in current, public, non-research settings and the factors that
impact usage, we offer concrete, ecologically valid knowledge and design im-
plications about these technologies to researchers and designers who are em-
ploying large ambient displays in their work.

Keywords: Large displays, ambient displays, public settings, qualitative studies.

1 Introduction

Large displays have been a topic of research and platform for design and study since
the emergence of pervasive computing as a field. Research and design using large
displays has been extensive, spanning from private use [6, 10], to semi-public use in
locations such as classrooms or workplaces [7, 8, 11, 15], to public use in places such
as train stations and cafes [4, 5, 17, 18, 19]. In this latter category, there is a growing
body of work that seeks to take advantage of large displays for the purpose of display-
ing awareness and other types of non-critical information to individuals in public
areas. Research prototypes such as the Hello.wall ambient information system [14],
and interactive public ambient displays [16] are built upon the idea that passersby will
engage in explicit interactions with large display applications after first being drawn
to them as ambient displays in the environment. Brignull and Rogers created the
Opinionizer prototype that allowed party guests to post opinions to a large display
from a nearby laptop [2].
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The decision to make use of a large display in designing systems and applications,
particularly those intended for public or semi-public use, embodies a certain set of
assumptions; it is generally assumed that such displays will tend to attract and hold
the attention of passersby and that people in the area will be drawn to read or view
content shown on them. It is often also assumed that a large display surface will facili-
tate and encourage use or viewing by groups or multiple individuals simultaneously.
Despite extensive work in creating and evaluating individual research systems within
the field of pervasive computing, even some in naturalistic deployments [3, 9, 12], a
basic understanding of the effectiveness of using such displays to draw viewers and how
people respond to them is still lacking. Systems are designed in part with the goal of
attracting viewers and users, but evaluations focus largely only on the actions and re-
sponses of people who use them, with less attention to the population that fails to be
drawn to the displays or whose interest the system does not capture. Additionally,
evaluations tend to focus on individual systems or prototypes, and consequently it has
been difficult to draw a comprehensive picture of the general appeal and success of
large public displays. Therefore, it is still largely unknown whether large displays hold
the appeal and power of attraction that they are often assumed to. To what extent do
assumptions about the value of using a large display hold true? Do people look at large
displays in public situations, and if so when and under what circumstances? What as-
pects of the displays and the environment affect attention?

Much of the work of evaluating such displays has been conducted using research
prototypes either in a research setting, or limited public deployment. In this work we
seek to understand how people use and react to large displays in public settings by ex-
amining current and public (non-research, non-prototype) large ambient information
displays showing non-critical information in a variety of settings. We report on the
findings of field observations of 46 large displays located in three mid- to large-sized
cities in Western Europe. The aim of this work is to offer researchers and designers
concrete, ecologically valid knowledge about the use of large ambient displays in public
settings based on actual practices that can be used to ground and inform the design and
deployment of future large display information systems.

2 Scope of the Research

In this study, we looked primarily at displays intended to provide ambient or non-
urgent content for a variety of purposes, including informational, advertising, artistic,
or entertainment purposes in a variety of public settings. This work examines the sorts
of large displays and display content readily available for viewing in three fairly
“typical” mid- to large- sized cities in Western Europe, comprising of mostly com-
mercial LCD and plasma flat panel displays, some front and rear projected displays,
and one large electronic billboard. It should therefore be noted that our research did
not include settings similar to New York’s Times Square or Tokyo, in which there is a
dense population of extremely large electronic signage or for which the displays in the
environment are a primary source of attraction for the area. The displays we examined
were ubiquitous and integrated into their settings, but are of the type readily found in
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most cities. We therefore cannot generalize how our findings might apply to more
extraordinary display settings, such as Times Square.

This work does not consider “reference displays” that provide critical information,
such as airport and train schedule and status displays. Although we did conduct ob-
servations in sites that contained such displays, we did not conduct formal observa-
tions of them specifically outside of the context of other displays in the environment.
Additionally, we did not observe displays that were being used to show conventional
television programming such as broadcast news or sporting events. We chose to ex-
clude these displays from our analysis for several reasons. In addition to excluding
them for the purposes of maintaining a tractable scope for this work, we also felt that
these two classes of displays are novel primarily only in form factor, now using flat
panel LCDs or plasma screens rather than conventional monitors or analog signs.
However, the content itself and its placement in the environment is not new; this con-
tent and information has previously been available in mostly the same style and pres-
entation but on other form factors. The types of ambient information displays on
which we focused either added new content to an environment, or presented it in ways
that differed significantly from previous incarnations, eg. advertisements with video,
animation, or sound as compared to conventional signage.

We observed only “naturally occurring” displays, meaning we did not deploy any
displays for the purposes of observations. We were therefore limited to the types and
forms of content and environments that were available in these cities. The vast major-
ity of the large displays we observed were non-interactive, with only two exceptions,
and our reported findings therefore pertain almost entirely to non-interactive displays.
When we refer to interaction with displays, we are therefore not referring to human
manipulation of interactive elements of a display, but human action with regards to
the display, including glancing at a display while walking by without changing direc-
tion or speed, slowing down or stopping to look at a display while walking by, point-
ing or gesturing toward the display, discussing content of the display with others, or
other activity involving the display.

3 Method and Challenges

We performed field observation in 24 sites in three cities in central Europe. Many of
these sites contained multiple instances of large displays or different types of large
displays. In total we conducted observations of 46 large displays across the sites. We
conducted observations in a wide variety of contexts, including train stations, book-
stores, a travel agency, a library, main buildings of public universities, a cafeteria, a
museum, groceries, banks, and a department store. Each site visit lasted at least 60
minutes, and as long as 180 minutes. Although there were several sites that we were
only able to visit a single time, we conducted multiple observation sessions when
possible, varying the days or the week or time of day during which we observed.
Because of the public nature of the sites, we did not use video recording, opting instead
for field notes and still photographs with a camera phone or small digital camera when
appropriate. Although all of the data in the study was collected by two researchers, in all
cases except for one, observation sessions were conducted by a single researcher working
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alone. The exception to this was a single observation session conducted by both research-
ers to ensure that the observation and note-taking methods were being conducted consis-
tently.

We generally focused attention on a single display within a site throughout an en-
tire observation session, except in cases where displays were in such close proximity
that it did not make sense to or was not possible to observe them separately. We at-
tempted to be as inconspicuous as possible, positioning ourselves close enough to the
displays to see nearby interactions but far enough so as to not draw attention to the
display. In most cases, such as retail locations, the number of people within viewing
range of the displays was small (eight or fewer people in the immediate vicinity), or
people were merely passing by, allowing us to observe all potential viewers at once
for glances at or interaction with a large display.

In particularly crowded locations in which people tended to linger rather than pass
through, such as a busy cafeteria during a lunch hour, we found that it was not possible
to observe the population as a whole. In these situations, we created a “micro-
shadowing” technique that entailed observing an individual or small group of individu-
als (such as a party sitting at a café table) for 5-10 minutes at a time before moving onto
another individual or small group. The vast majority of situations that we observed were
sufficiently sparsely populated that we did not need to employ micro-shadowing; it was
employed at only four sites. Micro-shadowing made it possible for us to systematically
conduct focused observations of behaviors within densely populated sites, but we rec-
ognized its limitations for our purposes as well. The more populated a site, the less
likely it would be for us to “catch” relevant interactions, such as glancing at, pointing at,
or discussing content; we realized that it would be possible using this method to miss
important interactions. This method was therefore intended as a way of sampling, rather
than a way of gathering comprehensive data about behaviors at a site.

In order to refine our observation method and determine the extent to which it was
feasible to gather information in this fashion, we conducted some trial observations.
Conducting observations in this fashion proved to be effective in catching glances and
interactions, but presented several challenges and had limitations as well. We found
that it was generally easy for us to determine when someone turned to look at a dis-
play or when someone was reading content. Additionally we were able to observe
very brief glances by people who did not turn their heads or otherwise change body
position to look at the displays It is, however, very likely that we were not able to
catch all such instances of these momentary glances. Additionally, we were aware
that the micro-shadowing technique had limitations as well; this method of observa-
tion offered insight about how people looked and responded to large displays but
could not be used to catch all instances of glancing and interaction in a site.

Our data collection was qualitative in nature, looking for glances, gestures, and other
responses to displays as well as details of the content, environment, and nature of the
audience. However, whenever possible we did try to count to see roughly how long activi-
ties lasted. Additionally, in situations where it was possible we counted how many people
looked at a display and how many did not. This was only possible under certain limited
circumstances, for example when we were observing a display in a shop window and
watching passersby on the sidewalk. It was less possible in places like cafes, department
stores, and museums where people moved around in a space and it was not always clear
when and how often they were within viewing distance or how many people were in the
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space. These limitations in our ability to observe and record comprehensively and the
variations in traffic and behaviors across sites also make it difficult for us to accurately
aggregate or average data across sites. We therefore cannot present any totals for phenom-
ena witnessed across the study, or meaningful averages per site or display. Instead, when
possible, we present some of these numbers in reference to single sites or displays; these
figures should not be assumed to be hard statistical evidence of general practices, but as
illustrative examples to give ideas about frequency of activities and the amount of traffic
in an environment and serve to ground the more general conclusions drawn across the 46
sites.

4 Comparative Case Study

Before presenting the general findings of this work, we offer a comparative case study
of two observation sites that serves to illustrate some of the ways in which people
glance at large displays and factors affecting attention to them. We discuss the general
patterns of behavior and environment apparent in this case study in greater depth after
describing and comparing these two sites. These examples are revealing in that they
serve to illustrate several of the common phenomena and patterns that we observed
across the various sites of our study.

Travel Agency A is located within a major train station in a mid-to-large size
European city. The office is enclosed in glass and customers enter through a
doorway to access the office. The office has a counter before which customers
queue to speak with a representative. The walls up until about eye level have racks
of travel brochures and there are also freestanding racks in the middle of the space
that offer postcards and brochures. On the wall next to where people queue for the
counter, there is a flat panel display of approximately 40” in diagonal that dis-
plays advertisements for vacations and travel specials, placed above head-level
above the racks of brochures. The advertisements consist of professional-looking
graphics with supplemental text and are shown “screensaver-style”- displayed for
several seconds before switching to a new ad. Some of the advertisements have
animation or video, but the majority of them are still images.

Travel Agency B is situated within a large grocery store in a mid-size European
city. The office is an alcove with a large opening onto the well-trafficked aisle
leading in and out of the grocery store. The “doorway” to the office is almost as
wide as the office itself and is completely open during the hours when the travel
agency is open, and covered by a pull-down metal gate when the office is closed.
At one side of the office is a flat panel display of approximately 40” that is
placed on a stand slightly below eye-level and angled outwards to the grocery
store. The office contains a desk where a representative sits to help customers
and the walls are lined in travel brochures. A large rack of colorful flyers for
travel specials stands in front of the opening to the office, and similar flyers are
also hung below the display. The display shows advertised travel specials in the
form of text listings of destinations and prices over a background with palm trees
on it. The specials are shown several to a page in screensaver-style.
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Fig. 1. Travel Agency A, a busy enclosed space featuring a large display advertising travel spe-
cials and paper travel brochures

Fig. 2. Travel Agency B, an open space off of a well-trafficked grocery story entranceway,
featuring colorful photocopied flyers and a large display advertising travel specials

After hour-long observations at both sites, we found that although the displays
were similar in content, domain, and intent, there were several marked differences.
Because of the nature of the spaces in which they were located, the goals of people n
the spaces differed. The people in the viewing area of Travel Agency A were there
because they were intentionally seeking travel information; they had made a con-
scious decision to enter the office and the display was therefore reaching a somewhat
targeted audience. In comparison, the display in Travel Agency B was broadcasting
information to coincidental passersby- the grocery store customers who were walking
by the travel agency on their way out of the store. In both locations, we found that
people’s glances at the large display were rare and lasted approximately 1-2 seconds.
Glances at Travel Agency B were relatively more frequent, with 17 out of 105 people
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looking towards the display, whereas only three of the approximately 50 people ob-
served in Travel Agency A glanced at the large display. In both cases, people looked
at the large display only after first browsing or glancing at brochures and flyers in the
area, sometimes for several minutes. In the case of Travel Agency B, the display was
angled to face people leaving the store more than to face people entering the store. All
glances that we observed were by people on their way out of the store.

S Findings

In general, we found that the technology and content being widely used was relatively
simple. The set of public displays for ambient information that we found deployed
throughout these cities consisted almost entirely of non-interactive vertical displays
consisting of announcements for services, events, resources, “fun facts,” or products, as
well as more abstract artistic content. Examples include a schedule of upcoming lectures
in a university, advertisements for gift certificates at a department store, announcements
of book signings at a bookstore, information about financial planning outside a bank,
and abstract black and white video imagery in a university building atrium. Forty of 46
of the displays were plasma or LCD screens ranging from about 40” to 50” in size, as
well as a few projected displays and other forms of large screens. Most of the displays
showed a cycle of several items with or without animation that played in a loop; items
usually consisted of a still image, or an image with some minor animation, such as text
sliding onto the screen. Occasionally items included short clips of video. We were at
first surprised to find that seven of the displays showed single still images (eg. an adver-
tisement for a newspaper at a bookstore, a picture of an animal at a museum) that did
not change, animate, or update the entire duration of our observation.

Over the ten months of observation, we were able to conduct longitudinal observa-
tions of seven of the sites, visiting them as many as four times to observe them at
different times of the day or week, and see how their content had changed over time.
The majority of the displays showed the same types and format of content with regu-
lar updates throughout the observation period. Six of the displays that originally
showed only a single still image switched to showing a cycle of still advertisements
on a loop. Two displays that had originally hung near the checkout counter of a large
grocery store were moved to the top and bottom of the store’s escalator very shortly
after our study began and their content correspondingly changed from showing adver-
tisements for specials in the store to advertisements for small local businesses. Other
than these examples, we did not notice any significant changes to the displays other
than updates with more current information.

In the following sections, we present our general findings regarding practices sur-
rounding large displays and what factors we have found affect and contribute to these
activities.

5.1 Brevity of Glances

In nearly all cases, we found that users paid attention only very briefly to the displays, if
at all. When people turned their heads to glance at the display, we found that they usu-
ally only looked in the direction of the display for one or two seconds. Beyond that,
there were extremely few incidents of people slowing down as they passed the displays,
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and only a few extremely rare occurrences of people actually stopping or changing their
walking path to look at the display content. On very rare occasions people would stop to
look for as long as 7 or 8 seconds, e.g., after observing 88 people walk by a large dis-
play outside a bank, we saw one instance of this occurring. Displays that showed video
content tended to capture the eye somewhat longer; although passersby did not fre-
quently stop to watch the video, many did continue to look at the display for a few more
seconds as they walked past, following it with their head until they were too far past it to
look at it comfortably. Previous laboratory studies suggest that glances of more than
800ms suggest that the glances are intentional on the part of the passersby [13], which is
promising for these technologies from an attentional standpoint. This does, however,
suggest that the design of these technologies should take this expectation into considera-
tion. Given the general brevity of glancing, we found that there was often an incongruity
between the intent of the display content and people’s actual actions. Many of the dis-
plays showed a few sentences of text at a time in the form of product description, a fun
fact, a description of a service and a corresponding URL, or a description of an upcom-
ing event. Considering what we observed, it is unlikely that passersby are actually read-
ing the content in its entirety. Based on this, it seems that upon looking a display, people
make extremely rapid decisions about the value and relevance of large display content,
and that content that requires more than a few brief seconds to absorb is likely to be
dismissed or ignored by passersby.

Fig. 3. Large displays in positioned well above passersby’s heads in a variety of location attract
few glances
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5.2 Positioning of Displays

Displays were generally either located at approximately eye height or positioned con-
siderably above the head, sometimes near the ceiling (Fig. 3). Both of these positions
seemed intended to draw attention, the former likely intended to catch the eye easily
and the latter likely intended to more visible from a distance or from a greater range
of locations within the space or by more people simultaneously.

Our observations showed that the eye-position was far more effective at attracting
glances from passersby, while people rarely looked up at displays located above the
head. This contrast is apparent in the travel agency case study, and held true in gen-
eral across the sites that we observed. For example, in one department store, there
were seven large plasma displays located throughout the building, mounted at incon-
sistent heights, all showing similar content about products and services available at
the store. Though glances at the displays were all generally brief, lasting about 1-2
seconds, those items located at eye level received a fair number of glances, while we
did not observe anyone look up at the displays mounted near the ceiling at this site.
Several other sites, such as a bookstore and a university building, offered the same
opportunity to observe the same type of display showing the same content at different
heights, and confirmed this finding. In another case, projected displays high up in a
well-trafficked atrium of a public university building that displayed information about
upcoming talks and events attracted almost no glances from passersby, despite being
very physically large. During a one-hour observation period, we watched over 100
passersby, and saw only four turn their heads up to look at the content. Only one per-
son actually paused to read the content for more than 1 or 2 seconds. The finding that
displays were likely to attract more attention at eye-level than high up seemed to
apply regardless of whether the content was for advertising, education, artistic, or
informative purposes, as well as regardless of whether it was image, text, video, or
some combination thereof.

Fig. 4. A display located significantly below eye-level unsurprisingly receives almost no glances
and is often obscured from sight by passersby
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Incidentally, we observed only one instance of a large display positioned signifi-
cantly below eye-level; this display was outside a Middle Eastern restaurant and
showed video of the Middle East as well as of Middle Eastern food preparation. This
display not only received no glances during our observations, it was often obscured
from sight by people in the area (Fig. 4).

5.3 Content Type

The types of content we observed on display were varied, including art, educational
content, advertising, fun facts, news and current events. Advertising was most com-
mon but took many forms, from ads for local businesses, products, upcoming events,
or services. It should be noted that advertisement was not always in the form of at-
tempts to sell goods and services to consumers; they also included digital ads for free
movies at universities, upcoming talks and lectures, and the existence of a rooftop
garden and kids’ reading room for customer use in a bookstore. In general, our obser-
vations did not offer any conclusive evidence that people were more likely to pay
attention to certain type of content over another. Findings regarding brevity of
glances, positioning of displays, and the other factors described below applied to most
of the different types of content we observed on the displays.

5.4 Content Format and Dynamics

Although we were not able to draw any concrete conclusions regarding how people’s
attention varied based on types of content, we did find that format of content played a
role in people’s responses. In general, people found video to be more attractive than
text, animated text, or still images. While glances at video often proved to be brief as
well, we saw more instances of people craning their heads to look at the displays to
walk by or on a few occasions stopping briefly, while they rarely did so for the sake
of reading text. In one example, an advertisement on a display outside of a bank
showed a short movie clip of a biplane flying over a landscape. A man fixed his gaze
on the display while walking by and eventually stopped for 3 or 4 seconds to watch
the video. When the display content switched to showing animated text, the man
walked away. We witnessed this pattern on other occasions as well; when the content
of a display was a mixture of video and still or other forms of content, people tended
to glance less during the moments when video was not being displayed. Moments
when video content switched to other forms of content also corresponded to people
turning away from the displays or ceasing to look at them. Additionally we witnessed
some rare instances of long engagement with video; an electronics shop had a large
display in a window that showed colorful video clips of bouncing balls, animals, and
other subjects of a more artistic than informative nature. On two occasions, we wit-
nessed people who were walking by while eating fast food stop in front of this display
and watch the video until they were finished eating before continuing walking. We
observed no similar activity with other forms of content on large displays.
Interestingly, given the choice of digital information in the form of still content that
changed periodically or information in the form of physical artifacts such as conven-
tional signage or brochures, people generally were more drawn to the physical signage
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and spent longer looking at it, as illustrated in the travel agency comparative scenario.
We witnessed a similar phenomenon in a university building, where students would
spend time browsing paper ads for upcoming events on a physical bulletin board, but
did not watch a nearby large display that showed a cycle of still advertisements for
upcoming events. It seems that while people are drawn to spend several seconds watch-
ing video on a large display, they sooner look at still content on paper than on the digital
displays. Our observations lead us to believe that this is because people prefer a dy-
namic experience while engaging with information and content in such settings. Video
offers a steadily changing stream of content, and we observed that when browsing paper
flyers or bulletin boards in the vicinity of large displays, people browsed at varied rates,
skipping past items that were not of interested and focusing longer on others, maintain-
ing control over what they looked at. Screensaver-style information displays that im-
posed a temporal aspect on browsing over which people had no control rarely caught or
held the attention of people in the vicinity.

5.5 Catching the Eye

One assumption often made about large displays in the decision to employ one is that
they are eye-catching and naturally attract attention. In our observations, however, we
found that people were more likely to look at them if there was something else nearby
that caught their attention first. For example, a bookstore window display contained a
large display with advertisements, some soccer merchandise, and a poster with some
photographs of soccer players on it. In all but two instances of glancing at the display,
passersby first stopped to look either at the poster or the merchandise before turning
their attention to the display. At another site, a long case facing outwards from a bank
had a row of decorative household items, followed by a large display showing adver-
tisements for bank services. We observed approximately 80 passersby and found that
nearly all of the people who glanced at the display came from the same direction; they
started by looking at the items while walking by and then glanced at the display at the
end. We did not notice the reciprocal behavior in the other direction; while people
walking in the other direction often looked at the household items, their attention was
rarely caught first by the display. This suggests that large displays may not be as eye-
catching as they are often assumed to be, and play a secondary role in attracting atten-
tion when in the vicinity of other objects.

While it appears that other items in the area of a large display draw the eye to the
display, we also observed that this was dependent to some extent on the arrangement
of the artifacts. Items needed to be arranged such that they were either very close to
another, or along some contiguous path of sight based on the direction in which the
passersby were moving, as illustrated above in the example of the bank. Furthermore,
the role of height once again came into play; even when displays and objects were
placed near each other, having them at differing heights did not encourage viewing.
For example, in a department store, a set of mannequins were placed such that the
clothing being sold was at about eye-height, but displays placed directly over them
showing fashion videos and advertising services and specials at the store were not
viewed by the people who looked at the clothing. In the case of Travel Agency A,
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although brochures were placed directly below the display, the display itself received
little attention from people looking at the brochures. In the case of Travel Agency B,
people walking by looked at the flyers, and then sometimes looked at the display,
which was nearby albeit a few feet away, positioned at roughly the same height, and
along the direction of movement of the passersby.

5.6 The “Captive” Audience

In our study, we observed that there were some situations in which people faced a dis-
play for an extended period of time as a result of social norms and practices, held “cap-
tive” before a display. Examples of such a situation included displays that were located
at the top and bottom of escalators; because it is standard practice to face the direction
of the escalator’s movement, they were therefore also standing and facing the display
while coming towards it. In several instances, a large display was located on a back wall
behind a store cashier counter, such that people waiting in line to pay for items were
facing the display as a result of the accepted social practice of facing forward while
queuing. We found, however, that these situations did not promote more glancing or
longer glances, even though the audience was “captive.” In the case of one particular
bookstore, displays behind a cashier did not advertise products for sale, but rather dis-
played literature trivia and “fun facts” as well as information about upcoming free
events and free services at the store. Although the content was colorful and attractively
designed, the display received almost no glances from customers waiting in line; they
instead focused their attention on other merchandise nearby, such as small toys on the
counter, the items in their hands, or on watching the cashiers ring up other customers.

Interestingly, in one department store, we noticed that some displays at ends of esca-
lators did receive occasional lingering glances. These were small black and white dis-
plays that showed the content of the security video; i.e., real-time video of that particular
escalator. This speaks again to the power of video to attract attention, perhaps in con-
junction with the “captive” audience, and as well to a potential interest in a display that
shows the viewer back to himself. Works such as [1] have touched upon the appeal of
using images of the viewer on large displays, and may warrant further investigation as a
technique for drawing attention to public ambient information displays.

5.7 Small Displays vs. Large Displays

In a few locations, we had the opportunity to observe how people responded differently
to the same content on different sized displays in public locations. Interestingly, we
found that people seemed to linger at smaller displays for a longer period of time. In a
university setting, a building entrance hall had a large display showing event informa-
tion and building information on the wall. This hall also had some small ATM-type
kiosks with conventional-sized screens showing this same information. The smaller
screens were interactive, also giving access to a university information system. But in
addition to observing people actively interacting with the kiosks, we found that people
waiting in the lobby also stood at the kiosks and watched the changing content, whereas
they did not do this with the corresponding large display. Similarly, in an exhibit in
another university building atrium, a black and white artistic video was being displayed
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on both an extremely large projected display and a standard-sized iMac computer. Both
of these setups had a leather bench before them where people could sit and watch the
video. With the large display, we found that passersby in the atrium would occasionally
turn their heads to glance at the display, and people occasionally sat on the bench
briefly, but not to look at the display. The small display did not attract many visitors
either, but we found that those who did sit down generally sat for an extended period,
watching for several minutes at a time (Fig. 5).

Fig. 5. People in an atrium stop to sit and watch video on a conventional monitor although the
same content is available nearby on a very large projected display with similar seating

These observations suggest that small displays may encourage or invite prolonged
viewing in public spaces to a greater extent than large displays, possibly because
people are more used to or more comfortable with looking at small screens for a ex-
tended period of time. The use of a smaller display may also create a more private or
intimate setting within the greater public setting that leads a viewer to feel less ex-
posed and therefore encourages a longer interaction and greater comfort with displays
within a public space.

6 Implications, Design Recommendations, and Conclusions

This work presents a broad picture of behaviors that occur around large displays de-
ployed within a variety of public settings for a wide range of purposes. We have un-
covered findings regarding how their use is affected by the format of their content and
situation and presented suggestions for increasing the visibility of displays and im-
proving the match between people’s behavior and content. It should, however, be
noted that there remains research to be done within the field of pervasive computing
on how experiences with such displays should be tailored depending on the specific
intent of the displays. For the purposes of brand awareness, for example, market stud-
ies have shown that brief viewing may be sufficient for increasing awareness and sales
of a product [20]. Product advertisement, however, is merely one of many potential
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purposes for which such displays are being designed for research and commercial de-
ployments. For some of the more information intensive content we saw in our study,
such as talk abstracts or artistic installations, the target user experience may go beyond
short glances. Below we present design recommendations based on the general findings
of our study; we suggest that these recommendations be taken within the context of the
intended purpose of the application.

The findings we presented above generally suggest that attention to large displays
in public settings is difficult to attract and hold. Despite this, our observations have
revealed situations in which people are more likely to look at them and brought to
attention the factors that affect attention to them. In the table below, we explicitly
summarize some of the design recommendations that stem from our findings:

Table 1. Summary of recommendations for the design of large public displays

Finding Recommendations

Brevity of glances e Assume that viewers are not willing to spend
more than a few seconds to determine whether a
display is of interest

e If the intent of the content is to be informative,
present it in such a way that the most important
information be determined in 2-3 seconds

e Avoid using more than minimal text; even two or
three brief sentences are not likely to be read

Positioning of displays e When possible, position displays close to eye-
height to encourage glances

e If theft or vandalism are concerns, consider other
ways to protect a display or make it inaccessible
than putting it above arm’s reach

Content format and dynamics e Make content continually dynamic to keep user
attention longer

e Avoid abrupt changes in content to encourage
continued viewing

e Design to give users some degree of control over
what information to view

Catching the eye e Consider the direction of people’s movement
within a space when deciding where to situate
displays

e  When choosing where to situate displays, take
advantage of other objects in the environment to
draw attention to displays, rather than relying on
the large display to be the eye-catcher

e  When possible, consider ways in which the area
surrounding the large display can be enhanced to
maximize attention and increase the chances of
glancing

Small displays vs. large displays e Design to balance feelings of exposure and

privacy within a public space by considering

multiple display sizes and how they affect the
viewer experience, perception, and comfort.
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In addition to the implications and recommendations presented here, the more gen-
eral recommendation that we can draw from this study is that in order to design con-
tent and applications that are most likely to serve their intended purpose, setting and
audience should be taken into account whenever possible while creating the content,
application and presentation. While this conclusion may seem to be of an obvious
nature, it seems clear from our observations that the vast majority of large displays in
public areas were designed with an eye towards who the target audience was and what
the intent of the display was, but with less an a focus on how people would be moving
within a space and how other activities within or aspects of the space might affect use
of the display. The choice of specific setting within an environment appears to have
been decoupled from the design process, thus yielding suboptimal situations, lower
utility, and less attention.

The results of this work suggest that the ultimate position and context of the display
should be taken into account during the design phase rather than after the fact. Addition-
ally the design of the context itself can have substantial impact on how much attention the
displays receive, and when possible, it should be considered how the surrounding envi-
ronment can be designed or taken advantage of to draw attention to the displays, rather
than assuming that the displays themselves will attract passersby. Finally, content itself
should be carefully designed in such a way that does not assume that people are willing to
engage for more than a few seconds before deciding whether they are interested; non-
urgent, ambient information should be able to be conveyed at a glance.
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Abstract. REXPLORER is a mobile, pervasive spell-casting game de-
signed for tourists of Regensburg, Germany. The game creates player
encounters with spirits (historical figures) that are associated with sig-
nificant buildings in an urban setting. A novel mobile interaction mech-
anism of “casting a spell” (making a gesture by waving a mobile phone
through the air) allows the player to awaken and communicate with a
spirit to continue playing the game. The game is designed to inform visi-
tors about history in a fun manner. The results of a formative evaluation
are explored to inform the design of future serious pervasive games.

1 Introduction

Games have the unique ability to captivate and engage their audience. The field
of serious games leverages this ability to help inspire, educate, and train their
target user base [I9123]. In REXPLORER, the serious game concept is applied to
the domain of tourism, combining education and entertainment to help visitors
engage with the history and culture of their destination through location-based
gameplay:.

REXPLORER is specifically targeted at the “tour guides are boring” crowd,
focusing on tourists ranging in age from 15-30 that grew up playing video games
at home. It is not designed as a tour guide replacement, but instead as a new
way to acclimate tourists to their surroundings and raise interest in the his-
tory and culture of the city. REXPLORER is a part of the Regensburg Experi-
ence (REX) museum in Regensburg, Germany, extending the visitor experience
beyond the museum walls. Regensburg is a UNESCO world heritage site and
the best-preserved medieval city in Germany, mostly untouched by widespread
bombings in WWII. The game was launched in Regensburg as a permanent
tourist offering in July of 2007.

L' A video overview of REXPLORER is available at: http://wiki.caad.arch.ethz.ch/
Research/REXplorer

J. Indulska et al. (Eds.): Pervasive 2008, LNCS 5013, pp. 244 2008.
© Springer-Verlag Berlin Heidelberg 2008
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2 System Overview

The game operates as a rental service; tourists rent a special device (see Fig. [I])
from the tourist information office for a 12 Euro fee & Through an short introduc-
tory movie, players are informed that the device is a paranormal activity detector
that communicates with spirits in the historical city center of Regensburg.

Players can awaken and communicate with spirits by casting spells. A spell
is invoked by waving the wand-like detector through the air. The gesture recog-
nition process is supported primarily through camera-based motion estimation
as in [2I25]. As motion samples are collected, they are rendered to the screen to
allow players to see their gesture progress (see Fig. 2. REXPLORER is the first
pervasive and mobile game to enable magic wand style spell-casting.

Fig. 1. The REXPLORER “detector” consists of a Nokia N70 mobile phone and a GPS
receiver packaged together in a protective shell. A soft and stretchable textile overlay
with a zipper on the back transforms the standard phone keypad into an 8-key game
interface. For example, the camera button is indicated by a small camera icon, covers
two physical phone keys (key ‘3’ and ‘6’) to create larger buttons on the simplified
keypad.

.“':““ “““ w e

Y — " N £

Fig. 2. The player casts a spell by drawing a magic symbol in the air. Gesture progress
is indicated to the player through both audio and visual feedback.

2 During an initial promotional period, the service rented for six Euros. Discounts are
also provided for students.
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Fig. 3. A child’s gravestone inscribed with a secret language serves as inspiration for
the gesture vocabulary of REXPLORER

The spell vocabulary consist of symbols inspired by a mysterious secret lan-
guage from a historical artifact. The artifact is a gravestone (see Fig. B]) located
in the Regensburg cathedral, and archeologists have not yet been able to deci-
pher the text. Drawing the symbols in the air excites medieval elements (wind,
fire, earth, and water) and establishes a communication channel to the spiri-
tual world. Players are introduced to the symbols and spell-casting through the
instructional movie in the tourist information center at the time of rental. Ad-
ditionally to facilitate game play in the city, a souvenir brochure (see Fig. M) is
provided to the players that contains a map, and brief game instructions. The
brochure also contains a reference legend explaining the functionality of the but-
tons on the detector, as well as gesture symbols and the elements to which they
correspond.

During the game, players encounter different spirits located at significant
buildings. The spirits reveal their “cliff hanger” stories related to important
events and periods in the city’s history, and send the players on different quests.
Points are rewarded for encountering new characters and completing quests,
thereby influencing players movement by leading them from site A to B.

As the players progress through the game, their interactions, pictures, and
GPS path are recorded and stored on the mobile phone flash memory card.
When the device is returned to the tourist information office at the end of the
game, the player data is automatically uploaded to a custom blog server using
MetaWeblog APIs [26] (see Fig. |5])ﬁ The tourists are then emailed a URL of a
souvenir travel blog customized to show their personal experiences in the city.
Travel blogging is an emerging trend [4], and the automatic construction of the
REXPLORER travel blog lowers the threshold of documenting the trip. The blog
uses Google Map API to display the users’ path and the points of interest they
visited on an interactive map (see Fig. [f)). Players are also encouraged to take

3 The blog server can support real-time blog generation by communicating directly
with the phone, but at the time of deployment, costs of mobile data plans pushed
the rental fee higher than our desired price-point.

* http://code.google.com/apis/maps/index.html
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Fig.5. A system overview of the REXplorer blogging process. (A) While playing the
game, the system records the players’ photographs, game progress, and path. (B) At
the end of the game, the player returns the rental detector, and his data is transferred
via bluetooth to a computer in the tourist information office and then automatically
uploaded using MetaWeblog APIs to the blog server. A URL to the newly created blog
page is then sent via email to the player. (C) After the player returns home, he can
review his game experiences and easily share his memories with family and friends.
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Fig.6. A souvenir blog documents the player route, visited points of interest, and
player-generated content (tourist photographs). The blog is accessed from home
through a standard desktop web browser after the visit. Clicking on a point of in-
terest in the map brings the visitor to in-depth historical information with external
links and a bibliography for them to explore and learn more.
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pictures during their visit and these photos automatically appear on the blog
with their location marked in the map. The blog provides a nice summary of their
experience to share with friends and family. Perhaps more importantly, it helps
players to explore history in more depth after their visit by providing summary
text, images of each site, as well as links to further historical informationd

2.1 Gameplay Scenario

Anna and Peter are a young couple visiting Regensburg on a day trip. At
the tourist information office, they notice REXPLORER advertised as a city-
experience game, and decide to try it out. They rent the detector (see Fig. )
and a souvenir brochure directly at the tourist information office. Then, they
are shown a three-minute movie introducing them to the paranormal activity,
the mysterious symbols, and their task as a scientific assistant to help solve the
mysteries of the city.

As they leave to start playing, Anna is holding the detector and Peter is in
charge of the brochure. They turn the corner and reach their first historical
building. Anna selects the building through a device mendd to tune the detector
to the right frequency. In response, the detector emits a heartbeat vibration
indicating the location has paranormal activity. From the introductory movie,
Anna knows that there is a spirit here that she can awaken by casting a spell.

Peter flips over the brochure map, looks at the different gestures, and points to
“wind” for Anna to try. After glancing at the legend to get an idea for the gesture
shape, Anna holds down the gesture button and waves the device through the
air, just as she saw in the introductory video. As she moves the device, she sees
her gesture progress on the detector screen (see Fig. ) and hears the gesture
mode audio sample. Once the gesture is complete, she releases the button, and
a short “tornado” video with audio playback confirms that she has successfully
completed the wind gesture.

A figure is shown on the detector screen and a spirit begins to speak to the
players:

REXPLORER! It’s nice to see you. I am a salt trader. People like
me used horses to pull heavy ships, full of expensive salt, up the river
Danube to Regensburg until around 1820 A.D. Usually, the excursions
last 4 weeks at a time. Yep, my life is tough and dangerous. Thieves
plague the salt trading routes, but I have a loving wife who constantly

® Example blog (in german): http://www.rexplorer.de/blog/johannes27/

5 In the original design, location tracking was used to automatically activate the ex-
cited heartbeat of the detector upon approaching the buildings. After months of
trying to get GPS to work satisfactorily in the medieval urban canyons, followed by
unsuccessful attempts at recruiting local store owners to host bluetooth beacons, we
finally resorted to manual location selection to create a reliable user experience that
we could launch. It should be noted that the GPS is still used for players to check
their current location, to record the traversed path for the blog, and to add location
tags to the players’ images.
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prays in a nearby church for my safe return. Only the fire of her love
keeps me alive. Would you be willing to deliver a message to my woman?
Then show me the appropriate gesture.

After listening carefully to the text, Anna understands that she must cast the
“fire” spell to accept the quest. She looks at Peter and asks: “Which one was fire,
again?”. Peter shows her the gesture legend, and Anna successfully completes
the fire gesture to accept the quest. Then she hears:

I thank you from the bottom of my heart! It pleases me that you are
willing to deliver my love letter to my wife at the St. Ulrich Church near
the Cathedral. Oh! My colleagues are already waiting for me at the river.
Good luck! Take care of yourselves.

Peter looks on the brochure map and quickly finds the next location. He looks
to Anna and asks: “Where are we now?” She presses the map button on the
detector which shows them their current position and the destination of their
open quest. After orienting themselves, they start walking towards the St. Ulrich
Church to complete their mission.

3 Related Work

The role playing game Frequency 155 blends Internet and mobile phone game-
play with location-based puzzles to supplement the city history curriculum at the
Montessori school in Amsterdam. Specifically Frequency 1550 is of interest in our
context, as it demonstrates how to convey site specific knowledge with the help
of game mechanics. Both De Souza e Silva & Delacruz [II] and Thomas [21] de-
scribe a number of other relevant projects, examining potential uses of pervasive
gaming for educational purposes. These theoretical approaches are interesting for
the REXPLORER gameplay, which aims at conveying knowledge about touristic
sites.

Similar to REXPLORER, site-specific narratives and spatial storytelling - that
is, connecting site A with site B through a story - are eminent features in both
History Unwired [I4] and “The Voices of Oakland” [I3]. History Unwired was
tested during the 2005 Biennale of Contemporary Art in Venice around one of
Venice’s less-traveled neighborhoods, involving location-aware smartphones and
interactive art pieces at sites which are embedded into the tour. Voices of Oak-
land provides an audio-based mixed reality experience for a cemetary, bringing
the stories of the cemetary inhabitants to life in a structured and guided fash-
ion. History Unwired and Voices of Oakland are not games, but innovative and
entertaining linear walking tours. Contrary to REXPLORER, the the designers
of these systems decided for linear storytelling, where users had few opportunity
to “choose their own adventure”, which is an important feature in the non-linear
gameplay of REXPLORER.

" http://freq1550.waag.org
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Archeoguide [22] leverages user context, like many other context-aware tour
guides [I/I0], to enhance the tourist experience by finding information relevant
to the current tourist situation. The articles and audio commentary available are
informative and can be accessed in a non-linear fashion, but fall short of creating
an engaging dramatic narrative such as History Unwired, Voices of Oakland, or
REXPLORER.

Sharing the Square [§] allows city visitors to share their experiences through
photographs, voice, and location information to other remote participants. Al-
though the system did recommend online media related to the site, the focus
of the project was around sociability and collaboration around physical places.
It also did not provide site-specific dramatic narrative like REXPLORER and
others.

Norrie et al. [I8] use interactive paper maps to help tourists during festivals in
the city of Edinburgh, Scotland. Tourist pull up audio information about festival
events, by pointing at them using a special digital pen in a printed calendar or
pointing at the various venues directly on the printed map. REXPLORER does
use maps, not as a way to directly access content, but as a navigation tool.
REXPLORER uses both a plain paper map and an on-screen digital map to
leverage the strengths of each in terms of navigation.

In an educational game, Savannah [5], children role play lions, practicing hunt-
ing, and thereby learning about prey behavior in wildlife habitats. Environmental
Detectives [I6] embeds high schoolers into an authentic situation where teams
of players representing different interests have to locate the source of pollution
by drilling “wells” and “sampling” with handheld computers.

Our own previous work on REXPLORER has examined the persuasive elements
of pervasive games [24]. Additionally, the player-centered design process used to
develop REXPLORER is examined in [3] documenting the stages of prototyping
activities used over the the three year development effort. This paper is the first
to systematically evaluate REXPLORER from a human factors standpoint.

4 Evaluation

During the design of REXplorer, we carried out playability tests designed for
formative evaluation. This paper focuses on the formative evaluation of an ad-
vance prototype of the game prior to its release. Formative evaluation [12] helps
identify problems in the interface so that they can be corrected as a part of a
human-centered iterative design process. The insights gained from this evalua-
tion motivated significant design changes in REXPLORER. These insights can
also help inform the design of future pervasive games and interfaces for the
tourist domain.

The evaluation was structured as an interactive play session followed by a
focus group interview (sometimes referred to as a Product-Interactive Focus
Group [I7]). We had 18 participants in our study between the ages of 18-45. 2
participants played REXPLORER alone, and the rest played in pairs resulting in
a total of 10 playing sessions. The playing sessions were coordinated such that
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Fig. 7. Affinity diagram with 1000+ direct quotes from play sessions and focus group
interviews

2 playing sessions would happen concurrently and then the different groups of
players would come together at the end for a focus group interview (consisting
of 3-4 participants). We videotaped all 10 play sessions and the corresponding 5
focus group interviews.

The analysis of the video data was performed using grounded theory affin-
ity analysis [7I5]. Relevant direct quotes from the video material of both the
playability test and the focus group interview were transcribed and transferred
to a sticky note. A bottom-up affinity diagram was constructed by identifying
and clustering similar or related items (see Fig. [[). The clusters helped iden-
tify opportunities for design improvement, as well as strengths in the current
design.

The affinity method originates from the field of anthropology [20] as an in-
ductive method for the holistic integration of qualitative data, and is useful
to examine the interrelationships between phenomena. Beyer and Holzblatt [7]
adapted and popularized the affinity method (sometimes referred to the B-H
method) in the design and HCI communities. The B-H method suggests the
placement of abstract research observations on individual sticky notes to as-
sist affinity clustering. Grounded theory affinity analysis, on the other hand,
attempts stay as close as possible to the raw data and delay interpretation or
abstraction until after affinity clustering. During grounded theory analysis, di-
rect user quotes are placed on sticky notes without any abstraction from the
researcher. The grounded theory method has been used successfully to evaluate
mobile technology prototypes, such as in the work of Bentley and Metcalf [6].

The original interviews were conducted in German, the quotations listed below
are translated by the authors. The names of the original subjects have been
changed.

5 Results

The findings are presented in themes directly derived from affinity clusters iden-
tified during analysis.
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5.1 Focus of Attention

One of our explicit design goals of REXPLORER was to keep the focus of the
players’ attention on the beautifully-preserved medieval architecture and not on
the handheld device. We made several design decisions to support this goal.
The game feedback was explicitly designed to be audio-centric. Some visuals
were used to complement the audio, but we tried to deemphasize these by (1)
selecting a device with a small screen format and (2) selecting a motif that
consisted of black and white, rough outline sketches with few fine details to
give the players an impression at a glance. As a side note, the high contrast of
the monochrome representation also promoted visibility on the screen in bright
sunshine situations.

The players behavior during the play session (PS) showed mixed success in
this regard, for example in PS3 and PS1 the players tended to glance around
the environment while listening carefully to the text. However, Gabi from PS4
stated: “It was a shame that we had to concentrate so much on the display to
listen to what the little people had to say.” This statement indicates that the
player still felt obligated to look at the screen despite our design efforts.

We also noticed that some users got so immersed into the game experience that
they neglected standard safety precautions. One group stumbled into a clearly
marked construction zone, because they were both so focused on the handheld
display. Hannah and Irene from PS5 perceived the play session as a competition
between the teams and started running from building to building to fulfill more
quests and score more points. At one point, they ran in front of oncoming traffic,
almost getting run over. We did not explicitly intend competition, but of course,
the scoring mechanism in the game hints at possibility of competition. Luckily
no one was hurt, but the incident highlights the potential dangers that game
immersion can bring while in a public setting. The main takeaway for future
pervasive games is that player safety issues can arise due to time-constrained
competition or player immersion.

One design suggestion that resulted from the safety issues was to remove the
time constraint in the game so that people didn’t feel rushed. However, the
time constraint exists because of the limited battery life on the device. Blue-
tooth, and heavy camera use are severe battery drains, but the features that
these technologies supported were deemed too critical to sacrifice. Instead, safety
warning statements were included in the introductory movie and the handheld
map. It should also be noted that most of the REXPLORER game area resides
on pedestrian-only areas of the city, but there are a few important historical
buildings that are on busy streets.

5.2 Non-linear Game

Another way that REXPLORER differentiates itself from a standard city tour is
that the players have freedom to choose their own path and their own pace. This
aspect of the game was frequently brought up during the focus group interviews.
Ebony stated, “It is great that I have the freedom to choose the flow of the
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game... I can take a break whenever I want.” Danny imagined that he could
do daily things between playing like “buying cigarettes or stay put for a little
while.” Adriane took a break to buy an ice cream and then kept on playing,
ice cream in hand, without any problems. These statements demonstrate that
competition wasn’t an important part of the experience to all players, which is
an important takeaway for future pervasive game design.

The path selection aspect was also important to allow players to develop
strategies in how they fulfilled their quests. Jackleen stated,“When we wanted
to complete the first quest, we walked by the [Golden] tower. At that point, we
decided to finish our assignment first, instead of taking on a new one. Then at
some point we had enough, because the game kept sending us so far away, and we
didn’t want to go so far. Then we decided to complete a different quest instead.”
Here the players recognized that they could more efficiently plan their paths
by taking on numerous quests. During their playing session, Hannah and Irene
made use of the status button to view the open quests where they discovered
that they had two open quests in adjacent locations, so they chose to head that
direction first.

Another important discovery from this session was that we discovered a neg-
ative phenomenon of what we termed the ping-pong effect; that is, with some
quest ordering, it was possible to get assigned a quest that sent the player back to
a location that they directly came from. Leading players back around areas they
had already seen was intended, thereby trying to help them orient themselves
in a city and recognizing markers and milestones. However, the phenomenon of
direct backtracking happened much more often than we had anticipated, partly
because there are multiple possible outgoing quests at each station and the ran-
dom selection of the assigned quest. For example, during their playing session
the Irene stated “Oh, we need to go back there.” and Hannah exclaimed “Oh
noooo!”. Hannah raised the point again in the focus group interview after the
game “It was really dumb to go up one street and then have to turn around
and go directly back - that really disturbed us... because we were just there.”
In a different interview, Danny brought up a similar point, “As a tourist, it can
get really nerve-racking when you are always sent back and forth - 5 or 6 times
within a 500 m radius for an hour.” In response, we made changes to the quest
network to try to minimize the occurrence of ping-pong routes. Another design
suggestion that resulted from this observation was to use the quest history in
determining the issued quest, but the quest network changes seemed sufficient
to address the problem.

5.3 Balancing Education and Entertainment

The fundamental goal in creating the game was to inform players about the
history and culture of Regensburg in a playful manner. We carefully selected
the historical buildings and characters used in the game under the consultation
of local tour guides and local history experts. To ensure that our stories were
engaging and historically accurate, we hired a professional travel journalist to
help us construct the dialogue of the characters with the oversight of our content
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experts. The dialogue blended historical fact and narrative together to bring life
to the characters and relate their problems to the player. In addition, we hired
professional voice actors and used professional recording studios to make the
voices high quality, interesting, and engaging.

The result was well received by our audience. Nancy said: “The characters are
great... the way they told the stories.” Calvin stated: “The characters created
a wonderful atmosphere, the other [referring to an audio guide used previously]
was just bland tourist information.” He later stated: “The quests... they were
nicely packed in a story that was entertaining and nice and that motivated me to
complete them, also the things that make you smirk and stuff, that was nice...”
In a different interview, Bart said, “Yeah, I also found it entertaining. I found
the stories and the way they were told very interesting, it was something very
special, actually, because when you try to learn something about the city, you
typically don’t hear something like that.” Jackleen stated, “The characters were
contructed with so much love and everything fit so well together with respect to
the voices — that was really great!” Adriane said, “Sometimes I simply listened
to the stories again, because I thought the historical things were so interesting.”
This statement not only speaks positively about the content, but it also brings
up an interesting use of the repeat button which was designed to be used in the
case of interruptions.

However, some of our users felt that the content didn’t contain enough infor-
mation about the city. Ebony said, “I think its great because you can participate
in the action... but when I'm ready to be informed about the city... then I would
like to have more information.” Hannah stated, “When someone is interested
in knowledge, then he would tend toward a guided city tour.” This feedback
emphasizes that we are actually trying to bring learning to a new audience that
doesn’t typically enjoy the standard guided city tour. However, other statements
demonstrated that we still could improve our content. Daniela said, “[I was in-
terested in] more the facts, and less the people. I was actually not interested in
the character’s stories at all. Naturally, what they were saying was funny and
all...” Danny stated, “Your standing in front of some building worth seeing, that
would be part of some tour, but it doesn’t say anything about it!” The comments
highlight that some of our users felt that the stories were too character-centric
and should focus more on the buildings themselves.

One design suggestion that came out of this was to extend the dialogue to
incorporate more building information. However, some other statements indi-
cated that this might not be the right direction. Bart said, “I found that the
storytelling duration of the characters to actually be good. I mean, there was
never a point where I stood and thought: ‘Yeah, when is he finally going to stop
talking?”” Although a positive statement, it points out that the attention span of
our audience is not very high. Extending the dialogue is also problematic in that
our stories were constructed from the characters’ perspective. Coverage of the
different historical epochs of the city was achieved by moving from character to
character with each character covering a specific time period. When describing
a building and it’s significance, it is often important to cover several historical
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periods. To address this, we added an additional audio track focused on the his-
torical backgrounds of each building. These building descriptions were narrated
by the voice of the detector (which had it’s own personality and voice) and not
tied to a specific time period. Interested players could access this information
when near a building using a newly introduced i-gesture. The i-gesture was not
required for game play and was purely for information purposes.

We also examined what memorable takeaways people had from the experience.
Even directly after the playing session, raw historical facts were difficult for
users to recall in the interview. Nancy said, “Once you’ve fulfilled a quest and
arrive at the next station, you've already forgotten the historical facts.” However,
people did seem to takeaway the connections between the characters in the quest
network. When asked what he remembered Calvin responded, “The drunk and
his wife — the names I don’t remember any more — they fit so well in terms
of atmosphere.” Here he was referring to a quest that involved a drunk who
was upset that his wife was having an extramarital affair, and as a quest the
players were tasked with reminding the wife of the penalty for infidelity in the
middle ages. People also seemed to retain the link between the characters and
the locations. Jackleen stated, “I can still remember each individual character.
There was where he lived... the association with the places [and characters], I
really think that I'll remember that.” Kacee stated, “The next time I walk by
one of these buildings, then I'm going to think ‘that’s were that lady was’.”
These statements indicate that the game actually altered the perception of the
space for the players. Although, they had a hard time remembering names or
dates, they did build important spatial connections to different social roles in
the historical context. These mental connections may provide a springboard to
leverage their spatial memory for reflection through their personalized weblog
interface. This multi-stage approach of informing users both during the game
and after the game in a customized overview of their experience should be a
design pattern for future educational pervasive games to follow.

5.4 Gesture Recognition

Spell-casting was a key component of gameplay, and was required to interact
with the characters. By some of our participants the gesture recognition system
worked fairly well. Aaron stated, “what I found was really good was even when
you made a round "C’, the device would still recognize it - really high tolerance in
any case.” Other players expressed that the gesture recognition system was not
working as they expected. Hannah stated, “With the symbols there: water, wind,
fire, and earth... that really didn’t work... for me, weird drawings kept showing
up on the display.” Here she is expressing she felt that there was too large of a
mismatch between her gesture trace and her actual motion. Danny suggested, “I
think there should be an option on the device where you don’t need to gesture.
Instead, you can press a button.” But Bart said, “If it just showed fire and you
only had to push fire, than that would be too boring.” Calvin stated, “We had
fun with the fact that it was difficult to draw the gestures. If it always works,
then it’s just boring. It can’t be too easy.” Nancy followed with, “It was funny
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somehow”, referring to the way it became a recurring joke between them when
they failed to gesture correctly. The main takeaway is that technical limitations
can sometimes be cast as game skill elements, adding to the enjoyment of the
experience.

We knew going into the evaluation that the motion estimation was error
prone, but we thought that we had adequately compensated for it by creating a
gesture recognition system that was very forgiving to gesture noise. During in-
ternal testing, most gestures were being recognized. However, in the field, many
people had problems. Upon closer inspection of the video data from the play
sessions, we noticed that many people were interrupting their gestures halfway
through because they assumed they wouldn’t be recognized. This is a problem of
mismatched expectations from the users regarding the gesture recognition sys-
tem. Ironically, if they had finished the motions, the gesture recognition system
would probably have recognized the correct gesture. In an attempt to address
the mismatched expectations, we focused on improving the on-screen feedback
to better resemble the target symbols. We employed simple filtering techniques
of the on-screen feedback and restricted motion along a Manhattan grid. These
filtering techniques drastically improved the resemblance of the on-screen gesture
visualizations to the target gesture traces.

One of the things that we were especially looking out for in our study was
the acceptance of the players to perform the unconventional gesture motions in
a public setting. Mable said, “I didn’t notice people looking at me at all... you
are really just concentrated on that part and on the story and all that stuff.”
Irene said, “The people were looking, but there weren’t standing there with an
open mouth or anything.” Danny said, “For me it varied - I felt a little stupid
when I had to make the gesture 5 times in a row.” Interestingly, Danny was one
of the players who played by himself. It was never explicitly stated by any of
our subjects, but we noticed in the play sessions with more than one person, the
presence of a second person seemed to validate the actions of the person doing
the gesture for onlookers.

Even though the players were comfortable performing the gestures in public,
it did create a public spectacle in some cases. Calvin said, “I found it funny
in public to see how a whole lot of people that were walking by, staring so
intently.” Nancy followed with “I totally didn’t even realize [they were staring]”,
and Calvin responded with, “you were also so concentrated”. Kacee stated, “It
is also very confusing for passerbyers ‘hey, what is he doing there?’” ” During
PS4, a bus driver got distracted by Gabi performing a gesture and collided with
a construction fence resulting in a loud crash as the side passenger window burst
into pieces. This shows that the public spectacle of the game can be dangerous
not just for the players, but also for the surrounding public in some situations.
Interestingly, Fae and Gabi barely looked up from the handheld device and
just went right back to playing, not noticing that they might have caused the
accident.
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5.5 Issues Playing in Public

We specifically designed REXPLORER to support the shared experiences and
shared memories that are important to tourists. One of the design decisions
intended to support this was using the phone loudspeaker instead of headphones
so that a group of people could easily share the audio. Also, the device shell is
specifically designed to increase audio volume; the audio engineer doing the final
mix also worked with the final shell to maximize the mix for the corpus.
Although people were comfortable performing gestures in public, some peo-
ple felt like the audio was disturbing others. Ebony said, “it’s naturally funny
what they are saying and stuff, but then the people stare at you... and that is
unpleasant.” Some people asked for headsets, Ebony said “Headphones would
have been great... I mean when you’re not a group, but when you are alone. I
mean, it would have been more comfortable for me if I had headphones.” Others
pointed out a second benefit of headphones, “Yeah because, first of all, you don’t
disturb other people, and second of all, you don’t hear the environment.” How-
ever, Fae pointed out “[headphones] would be certainly dangerous”. Her point
resonates even more given that we already have a problem with too much im-
mersion; cutting out environmental sounds would probably complicate the issue
further. Additionally Lacy pointed out, “We were doing a lot of talking amongst
ourselves once the characters stopped speaking”, indicating that personal head-
phones might have interfered with natural conversation between the players.

5.6 Collaboration within the Group

The game brochure was very effective at facilitating collaboration. Even though
there was a map built into the device, many groups would use the brochure
map to choose their next destination. If they were lost in the unfamiliar space,
the map built into the device helped them locate themselves, but the large map
tended to be used for route planning. For example, after hearing a quest during
PS4, Fae (with the map) says, “That’s were we need to go!”, while pointing at the
paper map to show Gabi the destination. This collaborative use of paper maps
is expected and consistent with previous ethnographic studies of map usage. [9]

Collaboration was also present in the process of deciding which gesture to
perform. For example, in PS3 Ebony asks, “How does that gesture go again?”,
and instead of pointing at the brochure, Daniella references the gesture legend
and says, “Like so”, while acting out the gesture in an instructional manner.

The use of multiple props (the detector and paper brochure) also had an
unexpected result in that players in groups tended to take on specific roles. Nancy
commented, “A map is good when you go out as a couple, where everyone has
something in there hands, and everyone feels like they are participating, and you
can always switch.” Here, Nancy is describing the role split between navigation
with the map, and a game management with the detector. The additional role
was very important to the players, and almost all of the playing sessions with
multiple players swapped roles regularly. Using multiple props to facilitate player
roles is an important design pattern that should be employed in future pervasive
games.
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6 Future Work

This paper focuses on insights gained from a formative evaluation before the
official launch. Future work will discuss further insights gained from analysis of
actual play data. Unfortunately, the blog was not part of the play experience
during this prototype phase. We are currently analyzing blog usage after the
launch, and intend to publish the findings as future work. For future improve-
ments of the game play experience, combining GPS data with other localization
technologies including WLAN, and GSM cell data may improve accuracy enough
to realize the original game design that included automatic detection of player
proximity to historical buildings.

7 Conclusions

The method used to evaluate this work deserves some reflection. Grounded the-
ory affinity analysis is an extremely time intensive process; for every hour of
video recorded it took teams of 2 people 3 hours to transcribe. Before any clus-
tering could be done, the data needed to be transfered to sticky notes, which
is also time intensive. However, the quality of the results justified the required
effort. The insights gained from the affinity clustering were helpful and surpris-
ing, even to the people involved in the video transcription process. The concrete
qualitative statements presented collectively were very effective at building con-
sensus among the design team and convincing stakeholders of the proposed de-
sign changes. In these scenarios, having the quotations from real user scenarios
directly in the affinity clusters helped as a quick reference to justify claims and
communicate the severity of issues that had previously been seen as only minor.
Future pervasive games should be encouraged to incorporate grounded theory
affinity analysis in the playtesting evaluation process.

Serious pervasive games have the potential to change the way we live and
learn. By exploring the human factors issues in an ecologically valid context,
we were able to gain important insights about the needs of tourists and the
effectiveness of a game as an informative medium. In addition, issues surrounding
staging a game in a public setting were brought to light. These insights were used
to motivate important design changes as a part of a human-centered iterative
design process. We hope that REXPLORER can serve as an inspiring example and
the lessons learned through the design process will help spur further development
of future pervasive games to promote learning and playful exploration.
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Abstract. While changing from a predominantly terminal to an increasingly
chronic condition, cancer is still a growing concern. Accompanying this change
are new opportunities for technologies to support patients, their caregivers, and
clinicians. In this paper, we present an in-depth study of cancer communities.
From this exploration, we define and describe the concept of a personal cancer
journey. We examine lessons and design opportunities across this journey for
sensing and context-awareness and capture and access applications.
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1 Introduction

One in two men and one in three women in the United States today will be diagnosed
with cancer [1]. At the same time, more “people are living with cancer, not just dying of
it or beating it.”' Chronic cancer care represents a significant domain challenge for
pervasive computing researchers, because the needs of patients, survivors, clinicians,
friends, and family are both unique and evolving. The same patient may experience
multiple recurrences with differing symptoms, multiple treatment plans with differing
side effects, and so on over the course of years. Furthermore, they are experiencing
these issues while trying to /ive with cancer rather than letting cancer be their lives.

We set out to explore how cancer patients, caregivers, medical staff, social workers,
researchers and other professionals adopt technologies, with an eye towards the poten-
tial for pervasive computing in this domain. During this work, we uncovered the
framework of a journey, which we use to reveal how technology use crosses clinical and
temporal boundaries. Others have addressed notions of a chronic illness trajectory [9]
and certainly, inherent to diagnoses of cancer, there are notions of disease progression,

" Quote from a patient who had lived four years past her prognosis at the time of the interview.

7. Indulska et al. (Eds.): Pervasive 2008, LNCS 5013, pp. 2624279.2008.
© Springer-Verlag Berlin Heidelberg 2008
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as denoted by the use of stages” in describing cancer. The chronic cancer journey, how-
ever, represents a different framework that warrants separate consideration and helps to
reveal user needs in the face of a branching, complex set of experiences while living
with a disease. In this paper, we outline findings from a qualitative empirical study of
the needs of chronic cancer patients, their support networks, and medical personnel. We
also present lessons and design opportunities for pervasive computing.

2 Related Work

Extensive literature exists on technologies for healthcare, both commercial and in re-
search [12]. A complete review of these works is out of the scope of this paper. Here we
present a sampling, describe how the space has been explored, and outline the novel
contributions of this investigation.

The American Telemedicine Association asserts that “home telehealth (including
remote monitoring) should be used as a part of a coordinated, comprehensive care pro-
gram designed to reduce healthcare costs ... and improve clinical outcomes” [4]. A
model of healthcare including telemedicine thus increases patient and caregiver in-
volvement in medical care. For example, Mamykina et al. explored the ways in which
individuals with diabetes understand and monitor their blood glucose levels in response
to various environmental stimuli [18]. The Personal Medical Unit [5] and Personal Care
Connect [6] provide potential technological platforms for individual management of
sensed and reported health information. Other efforts, such as the Digital Family Portrait
[22] and CareNet [8], have focused more on quality of life issues such as social interac-
tion and physical activity. A common theme across all of these projects is collaboration,
such as in Computer Supported Coordinated Care [7].

Physical and cognitive disabilities often accompany chronic conditions, either tempo-
rarily as with “chemo brain™ or permanently due to diminished function inherent to the
condition (e.g., as in Alzheimer’s at the end of life or developmental disabilities at the
beginning). Thus, assistive technologies contribute to the works related to chronic can-
cer care. Dawe outlined ways in which assistive technologies are and are not adopted by
families of children with permanent disabilities [10]. These guidelines can also be help-
ful in considering adoption of technology for other chronic conditions. In cancer care,
for example, use of wheelchairs, transfer boards, lifts, and other physical assistance
tools are common, particularly as physical abilities degrade.

Eysenbach explored “cybermedicine,” including web pages, on-line communities, and
other “medicine in cyberspace” [13]. He differentiates telemedicine as driven by a “tech-
nological push” while cybermedicine is defined by a “consumer pull.” He also challenges
researchers to “develop and evaluate interventions that can maximize the positive effects
of the Internet” [14].

? Staging is a complex process that accompanies all cancer diagnoses. Staging systems de-
scribe how far a cancer has spread and group people by prognosis and treatment. Staging
applies to almost all cancers except some types of leukemia. Cancers are classified from I
to IV in roman numerals, with IV being most severe and including metastases.

3 “Chemo brain” is the notion amongst members of the cancer community that individuals can
experience temporary reduced cognitive functioning as a reaction to chemotherapy treatment.
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The work presented in this paper contributes to the state of the art in two significant
ways. First, we are exploring cancer as a broad problem, whereas many previous works
have focused on only a subset of the entire cancer community, such as the medical staff
in hospitals. Second, the present analysis includes an examination across all phases of
the disease. Relevant literature and commercial products provide a base for our new
focus of research to develop a full model for the ways in which pervasive computing
technologies can be and currently are used to support chronic cancer care.

3 Methods

The goal of this work is to understand the effects and potential of pervasive computing
on the entire cancer ecosystem’. We employed an exploratory, qualitative empirical
approach, adapted from contextual inquiry [16]. We used participant and direct observa-
tion [23], collected artifacts related to cancer, and conducted in-depth interviews.

3.1 Participant and Direct Observation

For eighteen weeks, we immersed ourselves in the culture of the cancer community. We
did not limit our study to any particular type of cancer nor did we limit consideration to
a type of patient, survivor, caregiver, clinician or other professional. The decision to
proceed with this breadth first approach did not come lightly. We examined those issues
that were most similar and common across not only the thousands of possible types of
cancer but also across other types of chronic care situations found in the literature.

We started our cultural immersion into the cancer community online, by visiting
educational web sites (n=42). These sites were sponsored by cancer treatment cen-
ters, hospitals, non-profit organizations and prescription drug manufacturers. We
subscribed to cancer- and caregiver-related electronic mailing lists (n=12), often
receiving and reviewing hundreds of emails each day. These lists covered a variety
of topics, from those dedicated to specific types of cancer (e.g., the Kidney Oncol-
ogy list) to those dedicated to specific stages of cancer (e.g., bcmets for metastatic
breast cancer) to those dedicated to specific types of people (e.g., lists specific to
daughters of cancer patients). Some of these latter lists request that you fit certain
criteria to subscribe (e.g. daughters of mothers with breast cancer). In those cases,
we only subscribed to lists that were also personally relevant out of respect for these
policies. Although this limitation potentially narrowed our sample size, we were
still able to view a wide variety of lists and believe that the ethical requirements of
the research warrant this tradeoff.

We also conducted fieldwork, both participating in some cases and observing in oth-
ers. One member of the research team conducted the majority of the fieldwork, with this
individual recording detailed field notes, taking pictures, and presenting those to the rest
of the group for discussion at weekly meetings. Field sites included:

¢ Cancer treatment centers, both interviewing and observing during infusion sessions;
e Cancer screening sessions at hospitals and clinics, with one team member not only
recording field notes but also participating in screening activities;

* The cancer ecosystem includes patients, caregivers, doctors and other medical staff as well as
epidemiologists, records keepers, social workers, and others affected by cancer.
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e cancer libraries, in which we actively searched for information, recorded field notes
and observations of individuals likewise searching, browsing, and consuming in-
formation, and interacted with librarians and nurses assigned to these libraries;

e support centers, in which we observed and actively participated in educational
seminars and support groups; and

e hospitals, including waiting areas, cafeterias, and treatment and diagnosis areas’.

3.2 Artifact Analysis

We collected and analyzed hundreds of artifacts from many sources, including hospitals,
support centers, patients, and caregivers. These artifacts ranged from published books
and pamphlets to homemade information organization tools (e.g., notebooks) to medical
journals to on-line support group archives. Taken together, these artifacts provide a
basis for understanding the relationships between the physical legacy of human life and
the reported and observed internal and external states of our participants. Where possi-
ble we included the text of these artifacts in a manner similar to the inclusion of inter-
view transcripts as described in detail in the analysis section.

3.3 Interviews

Twenty-one people participated either in person or by phone (seven people). The inter-
views lasted one to two hours each. Participants included seven patients and survivors,
four medical professionals, four social workers, one hospital health data manager, one
home health manager, and four family members. Twelve participants were from the
greater New York City area, three from small cities in Alabama, three from small towns in
the Mid-West region of the U.S., one from rural Vermont, one from outside of Washing-
ton, D.C., and one from Boston, MA. All patients and survivors had been diagnosed with
cancer at least two years before the interview, some as long as seven years.

When in person, interviews were conducted at a place of the participant’s choosing,
usually homes or offices. One patient asked that the interview take place during her
chemotherapy treatment. The interviews were open-ended and conversational in nature
by design to uncover those issues most significant to the participants. They typically
occurred as one-on-one sessions, but in one case, two social workers and the director of
hospice care participated as a small group. Following initial data analysis, as described
in 3.4, we debriefed with participants, sharing with them their interview transcripts and
further probing them about emergent themes. We also shared an early draft of this
manuscript and solicited feedback on the results of the work, incorporating that feed-
back into later analysis and design work.

3.4 Analysis

Interviews were recorded and transcribed with participant permission. When recording
was not feasible (four interviews), copious field notes were taken to document participant

> Chemotherapy is treatment of disease with chemical substances, primarily cytotoxic drugs used
to treat cancer. Infusion refers to a common way to inject chemotherapy, intravenously. Infusion
centers also serve non-cancer patients who require intravenous drug treatment.
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comments. In every case, the researcher conducting the interviews took field notes during
and shortly after the events. The transcripts, field notes, and collected artifacts from the
observation phase of the study were then analyzed to create a grounded theory [24] about
the cancer experience. After two passes of inductive or “open” coding through the data to
determine general themes, we then created a coding scheme centered on fourteen major
themes, each with two to ten sub-themes (see Table 1 for list of major themes and a single
exemplar sub-theme for each). Using this coding scheme, we then completed two passes
through the data using axial and deductive coding to demark any potential variants from
the emergent themes and any interconnections between them. These themes run across
each stage of the cancer journey and thus do not map directly to sub-sections in the Re-
sults section but rather are included across them all.

Table 1. Major Themes and Exemplar Sub-Themes from Coding Scheme

Major Theme Exemplar Associated Sub-Theme

Environment Physical cues in the environment designed for/effective in
creating a particular gestalt

Sense of belonging Roles within a community

Choice of activities Adoption of new practices, hobbies, activities

Working together Ability and willingness to ask and answer questions

Support network Relationship dynamic with patient

Self-concept Aesthetic and esteem

Information access Information access preferences

Finances Cost of new technologies and techniques

Monitoring Legal, ethical, and societal pressures and norms

Quality of life Complementary or peripheral care

Medication and treatment Tension between autonomy and compliance/adherence

Current and new uses of technologies Caregiver/patient responsibilities for technology

Attitudes regarding prevention and screening Attention to body and signals and intuition

Epidemiology Availability and quality of epidemiologic information

From these data, we created design briefs, including lists of the stakeholders and po-
tential users and of the high level features. Each brief then detailed the ways in which
these stakeholders, users, and features would likely interact. We used the design briefs
in engineering and prototyping discussions and iterated on them based on feedback
during these sessions. These designs have not been further tested nor completely devel-
oped. We present a subset of these designs in this paper, those that are most directly
related to pervasive computing, as a means for provoking further design and develop-
ment in this area rather than shrink wrapped completed concepts.

4 Results

All interview participants used a metaphor similar to a “journey with six explicitly using
the word “trip” or the word “journey.” Thus, the concept of a personal journey with
cancer became a significant backdrop for investigation. They also all commented that
each journey is special and unique to each individual, but that commonalities exist.

“...recovering from cancer is like pregnancy... everyone goes through the trip a
little differently.” — Stage I survivor
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Building on staging of cancer diagnoses and the chronic illness trajectory noted by Cor-
bin and Strauss [9], we probed this journey metaphor. Participants reported it to be
significantly different for them from these other ways of describing cancer’s impact.
Whereas staging and disease trajectories all map to a unidirectional non-branching path,
a journey allows for divergent, convergent, and even circular paths. Given the now
chronic nature of cancer, and its common disappearance, reappearance, and constant
threat to health, the journey metaphor maps more appropriately.

The data from this study indicate major commonalities across each unique journey ex-
pressed in five major phases. These phases are: screening and diagnosis, initial informa-
tion-seeking, acute care and treatment, no evidence of disease, and chronic disease and
disease management. In this section, we lay out significant findings of each phase. We
describe the phase itself and indicate how technology is used currently. In section five, we
describe the lessons from across these phases and indicate new opportunities for design.

4.1 Screening and Diagnosis

The screening and diagnosis phase begins with an individual experiencing some impe-
tus to get “checked.” Often, participants reported they were simply participating in a
standard prevention or screening measure. During the screening activities in which we
participated, other people awaiting their tests commented they were “doing the right
thing.” For others, there might be obvious and/or acute symptoms. For example, a
common symptom of brain tumors is a bloody nose. These symptoms often only appear
after the cancer is advanced, and people can and do live with cancer for years without a
diagnosis. Finally, many people also request screening measures because of less acute
symptoms or simply an intuition that something is wrong.

Currently, computing provides basic information during this phase. Some physicians
and medical staff reported using the Internet to get the most current recommendations
for screening from organizations like the American Cancer Society. Individuals can also
find information online about opportunities for free screenings.

The time just after a diagnosis of cancer is characterized by the feeling of a “roller
coaster of emotions” as diagnoses are changed and new information is presented. Par-
ticipants reported that the diagnostic information shared during this phase could be
extremely overwhelming. Multiple opinions are often sought, and each physician may
request his or her own diagnostic tests. The volume of data builds, often resulting in
conflicting or complementary but different diagnoses and plans of action.

“...well, everything looked okay...Well, then no it wasn't okay, but then it
wasn’t so bad and then it was so bad...she had...a positive reading for breast
cancer, and then they did a bunch of other tests and... she had the metastases
in her spine ...” — Husband of Stage IV patient

It can be very difficult to comprehend this information when under the type of duress
invoked by a cancer diagnosis [19]. Participants reported relying on a combination of
sources to get information on everything from which physicians to see to what their
particular symptoms and diagnoses might mean. They often contacted friends and fam-
ily by phone and email looking for advice and referrals. Those who were Internet savvy
also searched online for reviews of physicians and basic disease information.
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4.2 Information-Seeking

The information-seeking phase generally begins as soon as a diagnosis is made and
continues for one to several weeks. During this phase, newly diagnosed patients often
reported seeking multiple opinions and therefore getting even more tests and reports. All
the participants, from patients to caregivers to medical staff to social workers, com-
mented that during the weeks immediately after diagnosis, nearly everyone in the sup-
port network begins rapidly and aggressively searching for information. They reported
using web sites, books, magazines, and other print information as well as both online
and offline conversations with others on the journey. The collected information may
support consideration of treatment plans and decision-making.

Cancer, although one word, is thousands of diseases, and available information can
be overwhelming. Furthermore, the stress of the diagnosis can negatively impact indi-
viduals’ abilities to learn [19]. Thus, physical cancer libraries, such as those we ob-
served at treatment and community support centers, often are intentionally decorated in
soothing colors with light music playing in the background as well as staff on call to
assist. In the online environment, people can find much more information and often
search out details available few other places. The personal assistance of friends, family,
or these staff members and the soothing atmosphere, however, can be absent. Partici-
pants repeatedly reported, therefore, that although the Internet and other computing
resources offered a lot of information, it was often difficult if not impossible to sort
through it all.

“... one of the problems that I had on the Internet ... was, I would get so many
hits that just going through them to find those that were helpful... was awkward
and time consuming.” — Husband of deceased patient

Participants reported joining online mailing lists related to cancer during this time.
Those who previously belonged to mailing lists on other topics (e.g., hobbies) reported
joining the most, but even some with no previous experience online joined and/or re-
viewed list archives. This rapid joining and reading of mailing lists resulted in a deluge
of information. In turn, participants reported spending large amounts of time determin-
ing what was relevant and important from the different lists and deciding which lists
they would continue to monitor. They also reported creating physical binders and virtual
folders to organize the massive quantities of information collected.

4.3 Acute Care and Treatment

Once a treatment plan is in place, acute care and aggressive treatment begins. The medical
team, patient, and support network implement a plan that may include multiple chemical
treatments as well as physical treatments such as radiation and surgery. Medical staff
members monitor closely the patients’ reactions to these treatments. There are recommen-
dations and tables of suggested dosages by which the physicians determine the treatment
plans, but, as one caregiver put it, “...it appears to me like most of the treatment protocols
are a, I’ll call it an Easter egg or a trial and error. You just try something, and if it works
you continue that, and if it doesn’t work, you go try something else.”
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In-office tests and patient tracking supports much of the hypothesis testing and ad-
justments to treatment plans. Medical teams use a mix of quantitative results (e.g., blood
tests) and qualitative discussions about patient symptoms and side effects. The visits at
which these discussions take place, however, are usually less frequent than the treatment
sessions themselves. Furthermore, oncologists may get very little time talking with
patients. To compound the matter, these relationships are usually very new, given that
most people do not know oncologists until they need one. To combat the subjective and
variable nature of this approach, some medical practices have begun attempting to quan-
tify symptoms. For example, one medical practice we encountered during this study
uses a tablet PC-based detailed questionnaire called the SOS Patient Monitor [17]. The
electronic solution provided them the ability to administer dynamic, personalized sur-
veys and easily view this data over time in varied formats.

During this phase, changes also take root in the personal lives of patients and their
support networks. All of the patients and caregivers we interviewed reported an adjust-
ment in life to focus on activities that addressed core needs in their personal lives. Some
patients stopped working; others moved to more remote areas to spend more time with
family. Simultaneously, extended social networks also may change. Participants re-
ported sharing information with more people than they ever believed they would.

s

“I didn’t even know that I knew that many people.’ — Stage IV patient

“...everybody wants to call and say ‘Okay what happened today? Any news
today?’ And how many phone calls can a person make?” — Social worker

Many patients commented that although they felt loved by their friends and family
members calling or emailing and asking for status updates, these calls could also be a
burden. They might come at a time that is inconvenient. These calls also often come in
succession requiring repetition of news, information that is sometimes very painful to
relay. To manage this huge flow of information in from the medical staff and other
sources and back out to support networks, some patients and their caregivers develop
personalized web sites, either through their own efforts or through services (see for
example, www.caringbridge.org and www.lotsahelpinghands.com). Those on the re-
ceiving end of this information also reported struggles with current practices. They
noted that waiting for posts to websites or blogs meant they were not as up-to-date as
they wanted to be. They would have to wait until the patient was at a computer with
network access and felt well enough to type and upload photos and other information.

Another primary concern during this phase is obtaining an appropriate level of pa-
tient involvement in and understanding of treatment. Even for those patients who do not
want to know the details of their diseases and treatments, many physicians believe it is
imperative for them to obtain some level of knowledge and maintain some level of
involvement. Compliance (the taking of medication appropriately when first prescribed)
and adherence (continued compliance) are major issues for prescribing physicians.
However, patients are often not intentionally non-compliant.

“...it's not at all a non-compliance issue on the patient's part. It’s just an unin-
formed patient...” — Social worker
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4.4 No Evidence of Disease

If the acute treatment phase goes well, and the cancer was at an early stage, patients are
sometimes deemed to be “cured” or to have “no evidence of disease” (NED). Unlike
some other phases we describe, NED is also a medical descriptor. Some people choose
the NED designation because it denotes that recurrence of the cancer is of concern and
that it may be hiding in the body while remaining undetectable. This concern contrib-
utes to a culture of continued monitoring and use of medical treatments and holistic
remedies to reduce chances of recurrence.

“Once you have it, the age of innocence is over. You feel vulnerable the rest
of your life...it’s like terrorism.... We’re always told don’t change the way
you live your life, but always be on the watch.”

— Cancer survivor, three years NED

Survivors still visit their oncologists for regular tests, the frequency of which de-
creases with time. The potential for an acute event leading back to the diagnosis phase
raises concern levels, and thus symptoms may be tracked for recurrence. One patient
who experienced a recurrence noted that the risk may persistently be on their minds:

“Every pain that you have, where most people just say ‘oh my knee hurts’
you think ‘Oh my knee hurts, I wonder if it's in my bones.”"

Support for NED survivors must sit between vigilance and undue concern. Hence,
many survivors reported having difficulty with certain support groups, both online and
off, once they had lived with the threat of recurrence for a long period of time. Return-
ing to these groups, when acquaintances originally diagnosed at the same time had
passed away made things extremely difficult. On the other hand, NED survivors often
“give back” to the community. Frequently, email messages from “newbies” in the com-
munities we monitored were answered with words of encouragement from someone “on
the other side.” Many survivors also reported giving lectures at support groups, fund-
raisers, and so on as well as volunteering and socializing with patients and others. Most
NED survivors reported taking time out to remain in these communities in many cases.
It should be noted, however, that many reported being “superstitious” and not wanting
to declare themselves “cured” or to act as models for others for fear of a recurrence and
so sometimes waited or needed extra encouragement to get involved in cancer commu-
nities again.

4.5 Chronic Care and Disease Management

When the possibility of a patient ever gaining an NED status disappears, patients move
into chronic care and disease management. Unlike in some chronic conditions (e.g.,
diabetes) but similar to others (e.g., Parkinson’s disease), those dealing with chronic
cancer care assume that the cancer is eventually a terminal condition.

“Stage 1V is terminal...the disease will take us out and it’s simply a matter of
when.” — Patient living with Stage IV for six years
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During this phase, quality of life becomes a more significant metric of success. Pa-
tients reported attempting to maintain hope and a sense of “normalcy” while adjusting to
the inevitable terminal nature of their diseases.

“...1 just think if we lose hope, we die... So, you just have to find the joy in the
little rewards.” — Stable Stage IV patient

During this phase, physicians and patients often opt to change the treatment strategy,
concentrating on managing the disease rather than attempting to cure it. This strategy
often involves using one treatment at a time, as opposed to treatments during the acute
care phase, in which patients usually experience as many approaches (chemical, surgical
and radiological) as close together in time as possible without killing the patient.

“...you don't want to use up the tools in your toolbox, because we only have a
limited number...you want to draw out whatever treatment you're on as long
as possible ...” — Stage IV patient

These treatments, like those during the acute phase, are closely monitored for reac-
tions and side effects as well as efficacy. Different than treatments during the acute
phase, however, there is an ever-present assumption that all treatments will fail eventu-
ally. Thus, the work becomes to monitor for signs of treatment failure (e.g., medical
indicators such as blood counts or physical indicators such as fatigue) so that a new plan
can be put in place before too much damage is done.

“...only by testing very rapidly, they find out if the medication's actually work-
ing... you hope that if it's not working, it doesn't get too serious too quickly.”
— Husband of stage IV patient

Monitoring and testing can be a huge challenge in this phase. The desire is to catch
any changes as soon as they are recognizable, but at the same time, patients may stay in
this phase for a long time and do not want to spend their lives in hospitals. Augmented
home tests with networked communication to physicians address this tension. For ex-
ample, one caregiver described the ways in which his wife was tested regularly at the
physician’s office for a particular side effect that had emerged for some patients:

“...they would monitor the nerves...by applying shocks and monitoring what
the nerves were doing... they also had tests of coordination where... my wife
would pick up thing... they would redo the where they would wire her up type
test more frequently if the coordination test suggested adverse things ..."”

Cancer statistics and epidemiological information, such as cancer clusters and other
important data, are hard to gather and only reported annually, as required by law. In
more “connected” areas where treatment facilities and hospitals are common, communi-
cation between the hospitals assists in understanding these phenomena. Information can
be passed through doctors, records managers, or other staff who have either an estab-
lished rapport with one another or an official association with each other’s hospitals.

In rural areas, the need is acute. Hospitals are few and far between. One patient
commented that doctors stay only a brief time, often only working the time required for
loan forgiveness. Without connected, digital records, it is hard if not impossible to look
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for the kind of higher level information across multiple patients that can support the
discovery of trends in both occurrence and treatment on a large scale.

“...what if you had ... 47 women ... in one area that had a specific kind of
cancer... and you had a cancer cluster, but how would you know that if you
have 47 different files and you live in an area where doctors come and go?”

— Stage IV patient in a rural area

5 Lessons and Design Opportunities

The opportunities for pervasive computing across the chronic cancer journey are vast.
Some of the approaches undertaken for other domain problems can be reappropriated to
address these issues in new and innovative ways. Other considerations, however, require
rethinking pervasive computing, including sensing, systems, and applications, in light of
chronic care for cancer. As described in the Methods section, we created applications
design briefs and conducted initial tests with them in iterative design sessions. These briefs
included a brief overview of the concept, a bulleted list of necessary and ideal features, a
detailed list of potential users and stakeholders, and in some cases, sketches and early
conceptual mockups of the design. We present these concepts and recommendations not
as a task list for pervasive computing researchers but as design inspiration for those who
might take these results and incorporate them into the technologies of the future.

The cancer journey is deeply personal. It is exhausting, overwhelming and often
transformative. Certainly, other pervasive computing scenarios must also assume sig-
nificant changes in the "user" while engaging a set of technologies. The chronic cancer
problem, however, is of particular interest in this respect, because the impetus for ac-
cessing these technologies initially and the need to maintain and adapt them over time is
inherently tied to the cancer journey. New technologies must accompany people on this
journey while accommodating huge shifts in uses needs, motivations, energy levels and
goals. In this section, we describe the lessons drawn from our findings, including dis-
cussion of detailed design briefs, and the technological opportunities they indicate
across all of the stages. We group these possibilities, considerations and recommenda-
tions into two major pervasive computing sub-areas previously identified as core classes
of applications for the future of ubiquitous computing: sensing and context-awareness
and capture and access [2].

5.1 Sensing and Context-Awareness

Sensing and context-awareness present opportunities for supporting screening and diag-
nosis, symptom and side effect management, and to abate the risk for recurrence. These
technologies can be used to deliver customized medical advice based on data gathered
over time and can support individuals across multiple phases of the journey.

Pre-diagnostic Screening and Monitoring

Medical professionals often suggest using self-screening techniques (e.g., breast self-
exams), but people often are not motivated to or may not know how to conduct these
tests. They may also struggle to find opportune times for them. One design concept that
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had particular traction in our design discussions focused on reminding users when and
how to conduct self-screening activities. As an example, many physicians currently
distribute educational cards that describe the breast self-examination procedure along-
side visual aids. These cards may be created in a form factor that allows them to be
hung from a door or by the shower. Although patients and clinicians alike generally
found these to be helpful, they noted that they are obtrusive and may only be helpful for
people with very fixed routines who can, for example, spend an extra few minutes in the
shower each morning conducting an exam. On the other hand, our suggestions of in-
corporating such screening recommendations and instructions into mobile devices were
highly appealing. Already, in support of other daily medical needs, such as taking a
vitamin or prescription medicine at the same time each day, the mobile phone has be-
come the platform of choice for many individuals for setting reminder alarms. The
same features of the phone that make it an ideal health platform for these types of re-
minders, would support reminding of screening activities. Furthermore, mobile devices
can provide even richer information than the static cards by nature of their interactive
capabilities.

Another opportunity for pervasive computing that resonated during design sessions
focused on location-based and context-aware applications. These services could make
use of sensed data to notify individuals of professional screening activities, which are
often underutilized simply because they are hard to find. Many professional screening
activities, such as a physician visually scanning a patient’s skin for any abnormalities,
take only a few moments to complete. Knowing about them and traveling to the loca-
tion where they are offered, however, can be a much larger activity. Thus, in the same
way that location-based services advertising sales or menus for particular restaurants
have been touted as a good way to get people to frequent those establishments, so too
can these services encourage people with a few moments to spare to take the time to
stop in at a screening event when they are nearby.

Finally, even people who are highly motivated to participate in both self and profes-
sional screening activities may encounter a situation in which the screening criteria are
not appropriate for their needs. Cancer, like other diseases, inhabits an inherently indi-
vidualized human body and thus presents in a range of ways. Morris and Intille suggest
embedded assessment as a way to recognize declining health related to aging on an
individual basis [20]. Our findings suggest that such an approach could be used to indi-
cate when a screening or diagnosis activity might be necessary before noticeable symp-
toms arise. For example, in the case of skin cancer, one physician noted that how often
he wants to check an individual’s skin is highly dependent on how often they are in the
sun, the inherent properties of their skin, and in what other activities they regularly
engage. Sensing that collects that data and indicates an appropriate screening schedule
for a given individual based on both their baseline data and their activities would be a
huge improvement on current practices.

Support During Treatment

While being treated for cancer, patients are at risk for deterioration in physical and mental
functioning, often in unexpected ways. For example, many patients undergoing chemo-
therapy lose access to online communities, because the treatment makes their fingertips so
sensitive they cannot type. Assistive technology offers some relief for these symptoms, but
many patients do not recognize the need for them until the symptoms have become severe.
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Assistive technologies that automatically deploy and adjust as abilities shift over time
could provide appropriate time-sensitive support. For example, one idea proposed in our
design briefs included key-logging software to recognize changes in an individual’s typing
patterns and automatically adjust the accessibility features of the computer for that user. In
discussing this design with various stakeholders, the idea garnered much support, but
further suggestions also emerged for use of voice recognition technologies and the crea-
tion of new assistive technologies that would be individually useful for particular side
effects of chemotherapy and cancer.

In addition to painful and irritating side effects like loss of feeling in fingertips, pa-
tients are at risk for dangerous and life-threatening side effects, particularly when treat-
ment plans are not followed properly. There have been numerous pervasive computing
applications focused on compliance and medication reminding. These projects, how-
ever, often focus on the routine of drug taking, and could benefit from a more holistic
view of the patient. Sensing changes in the physiological state of patients could support
just in time medication recommendations. Also, provision of additional information to
the patient may facilitate patient problem solving and understanding as to why their
actions produced particular results. Mamykina ef al. noted that reflection of this type of
data back to diabetes patients contributed to their ability to move their locus of control
inward [25]. Similarly, cancer patients may benefit from these types of interactions with
data about their own treatments and side effects, and applications of this variety should
be explored further.

Throughout their treatments, even when patients are perfectly compliant, physicians
monitor closely for damage done by the treatments or by cancer. For example, some
patients must come all the way into the office to do simple tests, such as the test for
neuropenia that involves picking up and dropping objects to watch for irregularities
described in section 4.5. We must address the challenge of getting the latest and most
accurate information without requiring an inordinate number of visits to medical facili-
ties. Automatic tracking of results of the physical tests conducted frequently at home
could provide more up to date and accurate data. Following the example of the neuro-
penia test, patients at home could pick up and put down sensor-equipped objects. Read-
ings from these sensors could be communicated to the medical staff who would likely
recommend an office visit and more intensive testing in the event of irregular results.
Similarly, we have begun examining both gait analysis and sleep tracking as a means for
assessing the long-term effects of some treatments and cancers.

Finally, automatically sensed physiological information, although extremely valuable
to individuals, can be even more valuable to the population as a whole. When brought
together, data from pre-cancer diagnoses and patients in various stages of the disease
and phases of their journeys build a more complete picture. One design concept we
created included the mapping of these data onto geographical, chemical, and environ-
mental readings to understand more readily the impacts of these varied contexts. These
concepts resonated with both public health officials and patients struggling with finding
the links between cancer incidence and potential environmental factors. The develop-
ment of appropriate sensing and data mining technologies, however, remains a signifi-
cant challenge for pervasive computing researchers.
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5.2 Capture and Access

Our findings also suggest opportunities for applications that ease “the capture of live
experiences and provide flexible and universal access to those experiences later on”
[2]. As with sensing and context-aware applications, capture and access applications
can support activities across phases of the journey and thus should evolve with the
patients, survivors, and care networks over time.

Augmenting Patient and Caregiver Memories

To combat the chaos of the time just after a diagnosis, patients and their families need
support for documenting and understanding their data. Use of simple audio-recorders
were nearly never employed by the patients in this study for multiple reasons, two of
which were most common: (1) lack of time or energy to go back and review the re-
cordings or (2) desire to share any information received with someone else combined
with confusion about how to share audio recordingsﬁ. This approach could reduce the
overhead of both recording and finding the relevant parts of the conversation later, but
applications to support the creation and sharing of these personal medical health records
remains an open research problem.

These findings also indicate that new technologies could support the stressful process
of meeting with multiple new medical professionals. Although this phenomenon exists
in many medical situations, chronic cancer care is of particular interest in this respect for
multiple reasons. First, the word “cancer” carries with it the stigma of death for every
patient with whom we interacted. Thus, once the diagnosis is uttered, the stress levels
are likely to increase immensely. Second, cancer carries with it an enormous number of
specialties and subspecialties (e.g., radiologists, chemotherapists, radiology oncologists,
and so on). Thus, during this time, patients often repeat information about their symp-
toms with each new meeting and share records from other physicians. Many technolo-
gists within hospitals, including one we interviewed for this study specifically, argue
that electronic medical records are the solution to these issues. That solution, however,
only takes us part of the way. Pervasive computing has the chance to take us the rest of
the way by allowing patients and physicians to capture in rich detail the physiological
and individually reported data associated with a new diagnosis.

Monitoring Patient Health Data Over Time

Patients are often asked to keep diaries about or otherwise recount details from particu-
lar incidents and demonstrations of symptoms. Sensing platforms and mobile recording
applications could support gathering physiological, mental, and emotional data in situ at
the time of particular patient experiences. These data could support problem-solving and
therapeutic interventions as well as augment the memory of stressed patients and their
loved ones. For example, physicians sometimes adapt medical technologies used for
other conditions in an ad hoc way to support cancer care. One such technology is mo-
bile electrocardiographs used in diagnosing and monitoring heart diseases. Likewise,
physicians often ask patients to document on paper the readings from “smart scales” that
detect bone density, body mass index, and so on. These technologies, while helpful in

% All of the participants who noted this issue reported considering analog tape recorders and not
being either willing or able to send those physical audio tapes to someone else. Use of digital
recording might change this attitude, but the overhead of listening to the sound would remain.
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tracking patient care over time, must be coordinated with other diagnostic, monitoring,
and sensing tools to support the complexity of cancer and the potential side effects of its
treatment. As things are currently, there is no way for physicians or patients to get a
holistic and immediate view of patient progress and needs. To address these issues
directly, we investigated incorporation of such data (e.g., from a Bluetooth enabled scale
and from Bluetooth enabled wearable heart rate sensors) into a single data model
through the Personal Care Connect system [5]. The next steps for this type of work then
are to understand how, when, and who to alert when particular thresholds or anomalies
are detected.

Attempting to quantify and to track trends for symptom management is both medi-
cally valuable and very difficult. Pervasive computing applications such as home
healthcare aids and electronic diaries could support gathering this information on a
much more regular basis in situ. Mamykina et al. found that taking sensor readings, in
their case blood glucometers, and reflecting those back to participants through such an
electronic diary improved patients’ abilities to understand and to manage their own
diseases [25]. When managing cancer treatments, similar applications should be devel-
oped with cancer-relevant sensing and visualizations. Specifically, some of the most
common data element discussed surrounding cancer are blood cell counts and the presence
of so-called “cancer markers.” These types of data are unique to cancer as a whole but are
common across all types of cancer. Thus, they make for appealing data to track over time
alongside other data, such as heart rates, weight, bone density, and so on.

Using Captured Data to Support Communication

Recent trends in mobile and photo blogging present interesting opportunities for chronic
disease patients and their care networks. With simple phone-based applications, patients
could easily share pictures of themselves during or after treatment, quick images of
reports (low resolution now, but gaining in resolution as mobile camera-phone technol-
ogy improves), text or audio-based commentary and more. Given that patients often feel
the worst from chemotherapy and other treatments hours after receiving the treatment
itself, they may actually be most likely to feel well enough to update interested people
on their status during or immediately after a treatment. Therefore, providing mobile
support for capturing this type of data and the appropriate healthcare portals for caregiv-
ers and patients can be an important goal for supporting quality of life and encourage-
ment to the caregiver network.

Another opportunity for the capture, sharing, and access of patient information cen-
ters on diagnostic and monitoring data from physician visits. Many patients reported
being uncomfortable or unable to document medical information during medical visits.
This discomfort may stem from power differentials between patient and physician,
social mores for patients to exhibit trust in their physician and so on. Also, documenting
this information while it is being delivered was reported to be extremely difficult due to
the added load of both listening and internalizing the information while trying to docu-
ment it. Thus, providing methods for patients to capture this information immediately
after such encounters and relay it to interested parties, while the information is fresh, is
an important potential application of mobile technologies.

Another issue prevalent in our findings is the tendency for friends and family to
check in too frequently when there is little news or no time to deliver it. Bridging the
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opportunities for context-aware computing and capture and access applications, people
could also take advantage of context-aware availability information such as suggested
by Nagel et al. [21] and Fogarty et al. [15] to stay up to date without further burdening
the patients with queries about status at inappropriate times. We cannot simply take the
results of those studies and apply them to the cancer domain, because caregiver and
patient motivations are quite a bit stronger than in homes and offices of healthy indi-
viduals. They do, however, point to the possibility that such availability information
could be tailored to the individual stakeholders while being augmented by the extra data
collected that are cancer-specific, such as test results and calendars of medical appoint-
ments. It may also be important to note at this point that the security of the data be-
comes an even more important issue when considering cancer care, because so much of
it is legally protected private health information. Thus, an open and important research
question for others moving forward includes development of models and methods for
securely communicating health data on mobile platforms as patients conduct the busi-
ness of having cancer (e.g., going to the hospital or treatment centers).

Long-term Data-based Reflection

Many survivors commented about forgetting the details of their diagnosis and treatment
processes due to temporary memory impairment brought on by stress and by the treatment
protocols. By capturing large amounts of data throughout the diagnosis and treatment time
periods, these survivors would be able to reflect on that time later. The combination of
manually recorded journal entries with automatically recorded sensor data could offer a
rich record of the treatment experience. These records offer two distinct advantages.
First, there can be substantial therapeutic benefit to survivors to recount their experiences
and deal with the trauma of the diagnosis and treatment in a structured manner. Second,
these records offer the chance to share NED stories in rich detail to patients currently
undergoing treatments. Many patients reported that hearing from people who had “been
there” was extremely comforting when they first began their own journeys.

5.3 Remaining Challenges

The depth and breadth of this inquiry has resulted in the development of results that
indicate numerous challenges for pervasive computing. We have presented in this sec-
tion, some of the potential applications and technologies that could be developed in
response to these challenges. We hope, however, that this work will inspire others to
consider technologies that have not yet been envisioned and are not yet included here,
using these recommendations as merely a starting point for exploring the diverse and
significant potential for pervasive computing in this domain.

6 Conclusions and Discussion

Cancer is now considered a chronic condition, growing both in incidence rates and in
number of years that people live past diagnosis. The journey through diagnosis, treatment,
and life after cancer is marked by significant changes in lifestyle. Often these changes are
informed or accompanied by new uses of technologies. One major contribution of this
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paper is to position research for pervasive computing technologies for cancer as specifi-
cally supporting a chronic condition. With this perspective on cancer, the uppermost needs
for technology is supporting the continuous and changing process from the day to day
point of view as well as the long-term view of planning, hoping, considering risks, and
living with cancer.

The opportunities for impact in this field are vast. Since this initial study, we have
continued this work, investing in unobtrusive but medically relevant sensing technolo-
gies, designing data visualizations to support tracking trends at individual and meta-
levels, and creating mobile tools that can be used by cancer patients and their care
teams. These designs have had to consider the potentially deteriorated needs of patients
physically and mentally and thus borrow heavily from assistive technology. They also
must render medically significant data, and thus borrow heavily from medical informat-
ics. However, examination of cancer as a chronic condition means bringing the screen-
ing, diagnosis, testing, treatment, and monitoring out of the offices and hospitals and
into the homes, schools, and hospice cares of the patients in need. When a disease be-
comes chronic, quality of life and continuing to live become paramount.

Pervasive computing presents one important avenue to enabling that transition, and
importantly. Thus, as researchers, designers, and technologists, the pervasive computing
community can empower people anywhere on the cancer journey from pre-cancer to no
disease at all to chronic illness to play active roles in their medical treatments. The em-
pirical data presented in this paper offer a starting point for the community to continue
this important work. We have suggested design opportunities for both sensing and con-
text-aware computing as well as capture and access applications. We hope that these
design opportunities serve as a stimulus to the rest of the community to focus on this
important problem that brings with it not only the potential for great human impact but
also significant pervasive computing research challenges. With advances in sensing,
data analytics, communication and more, people may be able to detect cancer earlier,
treat it with greater success and live with it with less concern and greater awareness.
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Abstract. Opportunistic sensing allows applications to “task” mobile devices
to measure context in a target region. For example, one could leverage sensor-
equipped vehicles to measure traffic or pollution levels on a particular street, or
users’ mobile phones to locate (Bluetooth-enabled) objects in their neighborhood.
In most proposed applications, context reports include the time and location of
the event, putting the privacy of users at increased risk—even if a report has been
anonymized, the accompanying time and location can reveal sufficient informa-
tion to deanonymize the user whose device sent the report.

‘We propose AnonySense, a general-purpose architecture for leveraging users’
mobile devices for measuring context, while maintaining the privacy of the users.
AnonySense features multiple layers of privacy protection—a framework for
nodes to receive tasks anonymously, a novel blurring mechanism based on tes-
sellation and clustering to protect users’ privacy against the system while report-
ing context, and k-anonymous report aggregation to improve the users’ privacy
against applications receiving the context. We outline the architecture and se-
curity properties of AnonySense, and focus on evaluating our tessellation and
clustering algorithm against real mobility traces.

1 Introduction

Opportunistic sensing has been gaining popularity, with several systems and appli-
cations being proposed to leverage users’ mobile devices to measure environmental
context. In these systems, applications can task mobile nodes (such as a user’s sensor-
equipped mobile phone or vehicle) in a target region to report context information
from their vicinity. With opportunistic sensing, applications need not rely on a static
sensor deployment, and can instead glean context from any region that mobile nodes
visit. Applications of opportunistic sensing include collecting traffic reports or pollution
readings from a particular street [19], locating Bluetooth-enabled objects with the help
of users’ mobile devices [[I1]], and even inferring coffee-shop space availability [33].
Examples of opportunistic-sensing systems include CarTel [19], Mobiscopes [1l],
Urbanet (32, Urban Sensing (6], SenseWeb [33]] and our own MetroSense [3]] at Dart-
mouth College. These systems predominantly rely on mobile nodes whose carriers are
humans (or their personal vehicles) in an urban environment, thus putting the privacy
of users at risk. For example, location and time, which are often included in context
reports, reveal movement patterns of the reporting users.

J. Indulska et al. (Eds.): Pervasive 2008, LNCS 5013, pp. 280 2008.
(© Springer-Verlag Berlin Heidelberg 2008
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In many opportunistic-sensing applications, knowing the identities of the devices is
unnecessary. Indeed, to protect users’ privacy, Tang et al. [33]] take the approach of sup-
pressing the node’s identity from reports, and Calandriello et al. [3]] support pseudony-
mous or anonymous reports. Unfortunately, knowing users’ movement patterns is often
enough to deanonymize their reports [26]. Furthermore, a report taken inside Alice’s
office, for example, allows one to infer that Alice was likely in her office, even if her
name was suppressed from the report. We assume that both the system and applications
may attempt to deanonymize users using information contained in reports, and have
developed a system called AnonySense to protect users against these privacy threats.
Specifically, no entity should be able to link a report to a particular user.

We Leverage k-Anonymity. To improve users’ privacy, k-anonymity [34] requires that at
least k reports are combined together before being revealed, adding enough “confusion”
in the data to make it difficult to pinpoint exact times and locations (and sensor data) for
the individuals reporting the data. Even if an adversary knows that a user Alice has re-
ported data, the attacker is unable to distinguish Alice’s report from k — 1 other reports.
Existing server-based techniques apply location and time blurring (known as spatial and
temporal cloaking) for combining reports to provide k-anonymity [TZT5/T2023129]. The
main challenge with this approach, however, is that users must reveal their private infor-
mation to a trusted server, resulting in a single point of failure with complete knowledge
of users’ sensitive information. Approaches that aim to improve the privacy against the
system suggest the use of a peer-to-peer (p2p) mechanism for users to aggregate data
locally before presenting the data to the server [8/13]]. Unfortunately, the p2p approach
requires k — 1 other users to be online (i.e., present) in the user’s vicinity. Ideally users
should achieve k-anonymity even if the other k — 1 users visit the same area at a later
point within a particular time window (in this regard, a server-based approach can com-
bine reports from users who may have visited a particular location at different times).
Another problem is that the k — 1 users may be located beyond the range of p2p commu-
nication (e.g., if Bluetooth is used). Mokbel and Chow outline several challenges [28]]
in this space and suggest a multi-hop approach to reach such nodes [§]]. Their approach,
however, assumes that nodes trust other nodes with their location information. Ide-
ally, the p2p protocol should require the nodes to anonymously exchange and combine
reports while preserving privacy. Secure multi-party computation [14] provides such
solutions, but they are computationally expensive and require the k parties to be on-
line simultaneously, neither of which may be acceptable for mobile, pervasive devices.
Last, but not least, the k reports may come from within Alice’s office (e.g., during a
meeting), making it obvious that Alice is at her office, exposing her location privacy.
Spatiotemporal cloaking must therefore take into account that some spatial regions can
leak information about users even if k-anonymity is obtained.

Local Location Blurring to Improve k-Anonymity. Location blurring by users’ de-
vices can indeed improve the privacy of users. In this approach, the granularity
of the user’s reported location is altered before sending the report to the system, thereby
adding uncertainty to the user’s location and hence protecting their identity. The level
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of blurring, however, may not be sufficient to prevent deanonymization by the system.
For example, blurring Alice’s location to a region larger than her office might be insuf-
ficient at 2am, when she is the only person usually present in that region at that time.
While existing solutions allow users to specify the amount of location blurring [30/18],
we believe this approach is unrealistic for opportunistic sensing, which is a secondary
application with no direct benefit to the user. Therefore, an automatic mechanism is
needed to blur the user’s location without their intervention.

AnonySense—Anonymous Tasking and Reporting. We present AnonySense, a general-
purpose framework for anonymous tasking that is designed to provide users with
privacy from the ground up. Using AnonySense, applications can deliver tasks to anony-
mous nodes, and eventually collect reports from anonymous nodes. Furthermore, nodes
accepting tasks cannot be linked with nodes submitting reports. Since cryptographic
anonymity cannot prevent inference-based attacks on privacy, we provide a multi-
layered approach to improve the user’s privacy. We present a novel solution based on
tessellation, which partitions the geographical area into tiles large enough to preserve
the users’ privacy. Users report locations at the granularity of these tiles. At a high level,
a tile represents a region (centered on a public space) that k users normally visit during a
typical interval (e.g., 5 minutes), thereby ensuring that users cannot be identified within
a set of k users (with a high probability) if their report is indexed by tile and time inter-
val. Such an approach provides users with what we call “statistical k-anonymity” before
any report aggregation is performed, and therefore protects users’ privacy against the
system itself at a lower (first) layer. Our approach, therefore, provides users with loca-
tion privacy without requiring any user intervention, and is efficient because the amount
of blurring is determined locally without the need to communicate with other peers. In
this paper, we focus on blurring the location and time of a device’s reports, and as-
sume that environmental sensing itself does not leak (too much) information about the
reporting user to the system. To further protect the users’ privacy against applications,
however, reports are aggregated at a higher (second) layer to ensure that several, namely
£, reports are combined before sending context information to applications, thereby im-
plementing ¢-anonymity at the sensed-context level and providing better privacy against
applications. AnonySense thus ensures privacy throughout the tasking lifecycle without
requiring any user intervention.

Our Contributions

— We present AnonySense, a general-purpose framework for anonymous opportunis-
tic tasking, that allows any authorized application to leverage sensors on mobile
devices while preserving the privacy of users.

— We develop a new automatic local blurring technique where users report locations
based on a tessellation large enough to provide statistical k-anonymity against the
system. Additional report aggregation is performed to provide ¢-anonymity against
applications.

— We evaluate our tessellation technique based on real mobility traces representing
6,553 active users over 77 days and show that a reasonable tradeoff can be achieved
between users’ privacy and spatiotemporal granularity.
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Paper Outline. We present AnonySense’s architecture and formalize the notion of
privacy in Section 2] then describe our tessellation-based technique in Section B We
present our trust assumptions and protocol for anonymous tasking in Section [ fol-
lowed by an evaluation of the privacy provided by tessellation in Section3] We discuss
several related issues Section[6 and conclude in Section[Zl Focused on anonymity, this
paper omits some design and implementation details of our system due to lack of space.

2 Architecture

In what follows, we describe the architecture of our context tasking and reporting sys-
tem, as well as the threat model and desired security properties.

2.1 System Overview

AnonySense is a general-purpose system that allows applications to collect and process
(e.g., view, store, monitor and fuse) large volumes of sensed data from urban areas,
inspired by the MetroSense [3]] vision of opportunistic sensing. Applications can spec-
ify tasks using an expressive language, annotated with appropriate spatial and tempo-
ral semantics. Applications can use collected data to learn, infer or analyze contextual
information related to everyday human-behavior patterns, natural phenomena and spo-
radic social or environmental events. Following the new sensor-networking paradigm
that leverages humans or mobile objects in the sensing infrastructure, AnonySense im-
plements context collection though opportunistic sensing, where mobile (mainly) sens-
ing devices voluntarily participate in the system’s data-sensing capabilities. Overall,
AnonySense offers the following core functionality: applications submit specifications
called rasks for collecting context through sensing, which are answered by the system
through a privacy-preserving opportunistic context-collection technique that employs a
mobile set of heterogeneous sensing entities]]

We identify three parties in our model: the application, the system and the users. An
application connects to the system through an interface to request collection of con-
text data from the users’ devices. Given a context request, the system employs a static
networking infrastructure that it owns and controls and a mobile sensing infrastruc-
ture that the users implement collectively. The static networking infrastructure consists
of servers that are responsible for anonymously contacting mobile sensor devices to
request sensor data, anonymously collecting sensor data back from the devices, and
aggregating the data into context information. The mobile sensing infrastructure con-
sists of individual users carrying sensor devices that dynamically participate in the data
collection process. AnonySense’s architecture is presented in Figure Il

The primary goal for AnonySense is to protect users’ anonymity with respect to their
sensing activity; privacy is desirable not only in its own right, but also as a key factor
in encouraging voluntary participation [22]]. Indeed, any opportunistic human-centered
sensing system should be protecting privacy of its members to support its own existence

! This is a necessity rather an assumption: indeed, participants in an opportunistic context collec-
tion system have different sensing profiles as they carry devices with different sensing capabil-
ities and they are not like-minded with respect to participation patterns and privacy concerns.
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Fig. 1. The AnonySense architecture. A collection of sensor-equipped mobile nodes (MNs),
owned by participating users, register (0) in the system through the registration authority (RA);
RA also certifies the authenticity of the system’s components: (1) the task server (TS) and (2)
report server (RS). Applications (App) submit (3) tasks to the TS; the MNs occasionally down-
load (4,5) new tasks from the TS using the Internet and any available wireless access point (AP).
The task specifies when the MN should sense information, and under what conditions to submit
reports. MNs report (6) sensed data via APs and their reports eventually arrive (7) at the RS. At
its convenience, the App fetches (8) the data from the RS.
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and ensure proper context collection. AnonySense maintains anonymity at two levels:
protecting the user’s anonymity against the system (through anonymous protocols and
a tessellation-based technique for k-anonymous location blurring) and protecting the
user’s anonymity against the applications (through /-anonymous report aggregation).
Before describing these properties, we define the system’s components.

The mobile sensing infrastructure consists of individual mobile nodes (MNs), which
are devices with sensing, computation, memory, and wireless communication capabili-
ties. These mobile nodes may be motes or, we anticipate, cellphone-class devices. Mo-
bile nodes are carried by people, or are attached to moving objects, such as vehicles/
The carrier of a node is the person carrying the node, or the owner of the vehicle.

Applications specify the desired context as fasks, which specify when and what sen-
sor readings to collect, and when to report these readings back to the system. After
accepting a task, an MN produces a series of reports, each of which is a tuple of the
form (taskID, location, time, data...). We defined a simple and expressive Lisp-like
language called AnonyTL for applications to specify what reports to produce, over what
region of space-time, and under what conditions (either periodic or value threshold).

The static networking infrastructure consists of several components, each of which
may be distributed or replicated:

— A Task Server (TS) that accepts tasks from Apps, and distributes tasks to MNs.

— A Report Server (RS) that receives and aggregates sensor reports.

— A Registration Authority (RA) that registers participating users and their mobile
nodes, installing the AnonyTL interpreter and the cryptographic certificates neces-
sary to later validate the authenticity of the MN to the system, and certificates for
the MN to validate the authenticity of the TS and RS.

2 For simplicity we explicitly assume only mobile nodes. In general, our system can also in-
clude static nodes, attached to stationary objects (e.g., buildings), controlled by the system or
administered by individual members of the system.
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— A setof access points (APs) that are wired to the Internet. As described in Section[d]
we rely on APs to collect anonymous statistics about user associations for the gen-
eration of tessellation maps.

2.2 Threat Model and Desired Properties

Users participate in the system on a voluntary basis by enabling their mobile nodes to
respond to tasks distributed by the system and contribute reports. This opportunistic
sensing functionality, however, is implemented by nodes reporting sensed data while
their carriers are performing everyday activities, and thus tied to many aspects of users’
professional, personal and social lives. Consequently, data reports designed for context
collection carry explicit or implicit sensitive information about the carriers of the nodes.
This information is primarily related to a spatiotemporal component describing a user’s
activity, since any report annotated with a (time, location) pair clearly reveals the exact
time the carrier was at a certain location, and secondarily to a data-related component of
the report, i.e., the actual sensed data. On the surface, these reports are anonymous, that
is, they are not tagged by the node’s identifier. De-identified reports, however, may not
provide sufficient anonymity. By associating pairs of time and location with observed
or predictable activity patterns of individuals, sensitive information about carriers can
be revealed or inferred. Using recent terminology [24], the digital footprints left by
users implementing opportunistic sensing are easily obtainable and are a rich source of
information for inference about users’ location and activity. And even if such inferred
information cannot possibly form an undeniable attestation about a user’s behaviorf]
it can easily provide statistical inferences about a user’s behavior that correspond to
reasonably high confidence levels or that can hold with almost certainty.

This threat is directly addressed by AnonySense. The adversary in our anonymity
model is an entity that, we must assume, has unlimited access to the users’ activities and
social, professional or personal every-day life patterns over an unlimited time window
extended both in the past and in the future but not in the present. That is, the adversary
is knowledgeable but not omniscient. In particular, we instantiate this entity to two
concrete cases: (1) the system itself, that is, the AnonySense software and hardware
and their owners, and (2) the applications and their users. We assume that these two
adversaries can observe, collect and learn any information related to the activities of any
number of individual users of the system, and the adversary’s goal is to deanonymize
reports obtained through AnonySense for the time period when a particular user is not
under direct observation by the adversary.

In this setting, our goal is to apply privacy-protection techniques in a trade-off be-
tween anonymity and context accuracy. We apply the principles of k-anonymity [34] to
design mechanisms that allow opportunistic sensing in our model, such that the follow-
ing two properties are satisfied:

Privacy against the system. To protect users against the system, we provide statistical
k-anonymity to any participating user. Thus, even though the system may observe

3 Indeed, since reports carry no identification labels (at least from a computational point of view
through the use of “unbreakable” cryptography), a user can always deny that a certain report
came from his or her device (e.g., if brought to court or been accused for a certain behavior).
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all reports, it is statistically difficult to link any report to a specific user within a
set of k users based on the location or timestamp within the report. Furthermore,
nodes also remain (statistically) k-anonymous during the process of receiving tasks
and sending reports. Here, k is a known, system parameter controlling the users’
anonymity against the system.

Privacy against applications. To protect users against the applications, we provide
(-anonymity to any participating user. That is, at least ¢ reports are combined to-
gether before the aggregate is revealed to the application. Here, ¢ is an anonymity
parameter enforced by the system. We impose no assumption on the relation of k
and /. In practice k might be equal to /.

Our techniques ensure that when a node is tasked, neither the TS nor any AP will
learn the identity of the node or its carrier. Similarly, when the node later sends a report,
neither the RS nor AP will be able to identify the node or its carrier. We also ensure
that the system cannot link the tasking event to the reporting events, or link the multiple
reports that a single node may submit.

In the next section, we present mechanisms that achieve the above goals.

3 Tessellation

To protect the user’s privacy against the system, an MN needs to blur the location in
its reports. We aim for a statistical form of k-anonymity, reporting a region rather than
a point. The challenge is to divide a geographical area into an appropriate set of re-
gions, such that each region is large enough to provide k-anonymity (usually), but small
enough to retain a reasonable level of location accuracy. Our method “tessellates” the
area into tiles, according to historical patterns of user locations.

Tessellation Map Generation. We assume that AnonySense has access to anonymous
user-presence data for the geographical area covered by the organization’s pervasive
environment. In our evaluation we show how such datasets are easily obtained from
Wi-Fi AP association counts from within the organization. Given recent historical data,
AnonySense generates a tessellation of the area such that each tile represents a region
that k users typically visit within a time interval 7 (e.g., 5 minutes). In reports sent to the
system, MNs include the tile ID (obtained from the tessellation map) and time interval
ID (time is partitioned into periods of length ). Users are, therefore, able to perform
local spatiotemporal cloaking.

We begin the tessellation by constructing a Voronoi diagram at the granularity of the
dataset. For example, if the data represents “location” symbolically by AP name, then
we first map the AP locations as points on a plane and then construct a Voronoi diagram.
For each resulting region (or polygon) we calculate the number of association counts
across all time periods, and compute the threshold number of association counts that
represent the p-th percentile of all the counts. For example, with p = 95%, a polygon
may have threshold value 12, indicating that 95% of the time periods have at least
12 associated users. In effect, we expect high values of p to be better predictors of
k-anonymity, as is verified in Section [S| Next, we cluster the resulting polygons into
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tiles such that the sum of the threshold values for each polygon exceeds k. We use this
value of k as the predicted statistical k-anonymity provided by each tile.

In Section[3 we describe our approach as applied to a specific dataset, and study how
much a user’s actual k-anonymity deviates from the predicted k-anonymity.

4 Protocol

Before we describe our privacy-preserving protocol for anonymous tasking and report-
ing, we detail the trust assumptions between the various entities in AnonySense.

4.1 Trust Assumptions

Mobile Nodes. We assume that all MNs communicate with the TS and RS using Wi-Fi
APs. MNs do not trust the APs to maintain their location privacy. For now we assume
that APs are owned by a single organization, and may collude with the TS and RS. MNs
trust the RA to certify the identities of TS and RS. The MN, therefore, can establish
secure connections (e.g., SSL) to the correct TS and RS. Likewise, the RA certifies
each MN, which can then prove to the TS and RS that it is a valid node in the system.
As we explain below, MNs can prove their validity anonymously.

Applications. Like MNs, applications also trust the RA to certify the TS and RS. Apps
must trust the TS and RS to deploy tasks and collect reports as demanded and, addi-
tionally, to collect reports only from valid MNs. For now Apps are not certified. In the
future we may either require Apps to authenticate, or require the guerier (user of the
App) to authenticate.

Task Server and Report Server. The TS and RS trust the RA to certify valid MNs in the
system. The RA is responsible for issuing calibration certificates to MNs, attesting to
the fact that the MNs’ sensors are properly calibrated, as well as authentication certifi-
cates. For simplicity, we assume an authentication scheme such as Direct Anonymous
Attestation (DAA) [2], but it may also be possible to use other proposed anonymous au-
thentication schemes [3]]. If MNs include trusted hardware such as the Trusted Platform
Module (TPM) [IE]H DAA can also allow the TS to verify the integrity of the MN. For
example, the TPM can assert that the MN has not been tampered with, and is running
unmodified and authorized software. We leave such TPM-based “remote attestation” to
future work.

4.2 Tasking Protocol

We first consider the protocol for anonymously assigning tasks to MNs.

Task Generation. The App generates a task using the tasking language and sends the
task to the TS using a server-authenticated SSL channel. This way, the TS accepts tasks
from applications and can avoid tampering by third parties. As part of the task, the

4 TPMs are now installed on most new laptops, and we expect mobile devices to include TPMs
in the near future as well [27]).
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application specifies an expiration date, after which the task is deleted by the TS and
MNs. The TS generates a unique task ID for the task, and sends the application an
acknowledgment that contains this task ID along with a TS-signed certificate for the
task ID. The application later uses this certificate to access reports for the task.

Tasking Language. The AnonyTL tasking language allows an application to specify a
task’s behavior by providing a set of acceptance conditions, report statements, and ter-
mination conditions. The acceptance conditions are evaluated by the MN after retrieving
tasks from the TS; for example, these conditions indicate that the MN must have certain
sensors. Report statements periodically check a set of report conditions against polled
sensor values, and if the conditions are met, report application-specified fields to the RS.
These periodic evaluations continue until a termination condition is satisfied, at which
point the task is removed from the MN’s task pool. We note that tasks are not executable
code; tasks specify sensor readings desired at a particular granularity, and under what
conditions an MN should report data. As a simple example, the following task collects
temperature measurements from sensing devices in the Sudikoff building every one
minute, and reports temperature values that do not belong to ComfLevel, a predefined
range of comfortable temperatures, after being annotated with the corresponding time
and location of the reading.

(Task 20534)(Expires 1896000453)
(Accept (In location ‘sudikoff *))
(Report (temp senseTime location)
(Every 1 Min) (Not (In temp ComfLevel)))

Tasking Nodes. When MNs have Internet access, they periodically poll the TS for tasks
over a server-authenticated SSL channel. For each connection, the MN uses DAA to
prove to the TS that it is a valid MN in the system, without revealing its identity. The
TS delivers all outstanding tasks to the MN. (In future work, MNs may download a
random subset of tasks, or the MN may also reveal certain attributes thereby reducing
the number of tasks downloaded at the expense of some privacy.)

Since the MNs do not trust APs with their location privacy, an MN contacts the TS
only when it is associated with a popular AP, that is, the AP’s polygon alone meets the
k-anonymity test.

The MN ignores any tasks it has considered in an earlier download, and considers the
acceptance conditions of new tasks. During DAA, an MN proves to the TS that it is a
valid node, and if TPM-enabled, can prove that it is operating in a secure configuration.
The task is deactivated on the TS when it reaches its expiration date.

Reporting. The MN processes the task using the AnonyTL interpreter, reading sensors
when required and generating reports as necessary. The MN stores reports in an outgo-
ing queue; when the network is available, and there are queued reports, the MN contacts
the RS over a server-authenticated and encrypted channel. As with the tasking proto-
col, MNss submit reports only when connected to popular (k-anonymous) APs. The MN
uses DAA to prove its validity to the RS without exposing its identity. To prevent the
RS from linking multiple reports within or across tasks, the MN must make a separate
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connection to the RS for each reportﬁ Most importantly, the time and location values
in the report are specified using the granularity from the tessellation map. Location is
reported at the granularity of tiles, and time is reported at the granularity of time periods
used for generating those tiles. As a result, users are given statistical k-anonymity based
on the historical implication that the number of users visiting this tile in this interval is
likely to be greater than k.

Data Fusion. The RS aggregates reports from a task before delivering the aggregated
results to the application. Reports are combined using standard k-anonymity techniques
with parameter ¢, according to which individual fields of the reports are either general-
ized (i.e., values become less specific) or suppressed (i.e., values are not released). This
{-anonymity provides the second layer of privacy protection to the mobile user. The
specific aggregation method depends on many factors such as the type of data sensed
(such as a picture, an audio file, or temperature reading) and the needs of the App. A
detailed discussion of aggregation methods is beyond the scope of this paper.

Report Collection. The App polls the RS for available context using a server-
authenticated and encrypted channel. The application presents the TS-issued certificate
with the task ID, proving that it is authorized to access the reports for that task. Encryp-
tion prevents eavesdroppers from learning potentially sensitive context data.

MAC Address Recycling. Using DAA for anonymous authentication is useless if an
MN can be tracked using its static MAC address, because MNs assume the APs may
collude with other components of the system. We assume the MN changes its MAC and
IP addresses using one of the standard mechanisms [16/21] so that an MN’s report and
task actions may not be linked, but leave its implementation to future work. Addresses
should be recycled for each report for maximum privacy, thereby ensuring reports
are unlinkable. Recently, Pang et al. have shown how users’ privacy can be reduced
through 802.11 fingerprinting [31]}, so it may be necessary to seek other methods beyond
MAC-address rotation to maintain privacy against especially snoopy APs.

5 Evaluation

Due to the ready availability of wireless traces from CRAWDAD.org, we did not per-
form a live simulation of AnonySense on real devices. Instead, we used historical move-
ment traces to run simulations for different system parameters.

We generated a tessellation of the Dartmouth College campus based on the data
set publicly available from CRAWDAD [23]. This data set represents the locations of
(anonymized) wireless-network users: each entry represents a user’s device associating,
reassociating, or disassociating from an AP on campus. Before constructing the Voronoi
diagram, as described in Section [3] we flattened the AP locations to two dimensions
by ignoring the “floor number” provided for each AP. (We leave three-dimensional
tessellation for future work.) This planarization step causes some locations to have tight
clusters of APs that result when a tall building has an AP at the same location on every

3 For performance reasons we plan to explore batch reporting, at some trade-off to privacy.
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100 meters
————

Fig. 2. We generated a Voronoi diagram using the set of APs (represented as black dots). We then
combined neighboring polygons to form tiles, the colored tiles in the figure, such that £ > 10 for
each tile between the hours of 12pm—6pm from 9/24/2003-10/31/2003. In general, the area of a
tile is roughly inversely proportional to the number of AP associations in that area.

floor; thus, we group APs that are within a certain Euclidean distance of each other
into a single AP. Given this set of points on the plane, we generated a Voronoi diagram
to produce a polygon for each AP, and applied our clustering algorithm to generate a
tessellation of the geographical region. We generated tessellation maps for 6-hour time
periods in the day (due to varying mobility patterns throughout the day), and focused
only on the time period 12noon—6pm in our experiments.

Figure [2] shows a tessellation for £ = 10, with a time granularity of 10 minutes.
The points within the tiles indicate the locations of APs that were clustered together
for that tile. There are 90 tiles in Figure ] the smallest and largest being 82 m? and
2,694,063 m?2, with a median area of 1629 m?. We note that the tiles near the edges of
the Dartmouth campus tend to have a large area because we do not crop the tiles to the
general campus area.

Although the tessellation map was generated using historic AP visitation data, we
expect a user’s k-anonymity to be similar to the historically observed values. To eval-
uate this claim, we measured the deviation of a user’s anonymity from the expected
k-anonymity using the same 2003 Dartmouth dataset. We generated the tessellation map
for data from the 24 September—31 October range, first half of their Fall term, and then
evaluated AnonySense with the visits from the 1 November—10 December range. This
was done by calculating the effective anonymity for each tile using the same counting
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Median actual k-anonymity vs. Desired k-anonymity
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Fig. 3. This graph plots the median of the actual k-anonymity attained across all tiles against the
desired k-anonymity. We can see that the expected minimum k-anonymity closely matches the
desired k-anonymity regardless of the time interval used.

heuristic used in its generation, at the 95th percentile (i.e., 95% of the time, what value
was the tile’s effective k-anonymity greater than?) Figure [3]illustrates the performance
of our technique for various time blurring intervals. The objective is to achieve a simu-
lated k-anonymity equal to the desired k-anonymity parameter (95% of the time) used to
generate the tiling, and the figure demonstrates that this level of k-anonymity is closely
matched with the expected value. It also shows that the accuracy of our tiling method
is mostly independent of the time interval used to generate the tiling. This is important,
as it means that it is possible to select a time interval without sacrificing anonymity
(although, of course, spatial accuracy will be sacrificed, as we show in Figure[dl)

We then evaluated the trade-off between temporal and spatial accuracy, for different
levels of k-anonymity. Figure d shows this trade-off, with a roughly inverse relationship
between the two. This result, along with the fact that the quality (with respect to k-
anonymity) of our tessellations is independent of the time interval chosen, means that
statistical k-anonymity can be maintained regardless of an application’s desired spatial
accuracy, at the cost of temporal accuracy.

Finally, we evaluated the distribution of actual k-anonymity for specific instances of
our tessellation. Figure Bl shows one such distribution for k = 10 and ¢ = 10. The his-
togram shows that our algorithm not only gives anonymity to a majority of users, but
actually gives most users significantly greater anonymity than the tessellation parame-
ters require.

We note that the clustering algorithms used to generate the tessellation are not nec-
essarily ideal. As can be seen in Figure 2] some of the tiles have elongated and irreg-
ular shapes, which would not necessarily translate to “useful” locality readings from
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Median Area vs. Time Interval (95.0 percentile)
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Fig.4. This graph plots the median spatial granularity against the chosen time granularity for
various values of desired k-anonymity. We see that for a given k, time granularity can be traded
off for spatial granularity. Increasing the amount of k£ anonymity requires larger tiles, and thus
reduces the spatial granularity. Note the log scale.
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Fig. 5. This histogram shows the distribution of actual k-anonymity achieved during each tile-
time-period combination for desired k > 10 and = 10 minutes
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a human point of view. Although the shapes of the tiles do not affect AnonySense’s
privacy properties (assuming the basic tile generation rules are met), more sophisti-
cated clustering algorithms that favor compact tiles might give better results, while still
maintaining similar values for k.

6 Discussion
There are many issues raised by this approach, and several challenges remain.

Real-Time Information. Due to the opportunistic nature of its sensing model, Anony-
Sense is inherently not a real-time context collection system. Not only is there an in-
evitable system delay arising from intermittent MN connectivity and task acceptance
conditions, but AnonySense intentionally maintains the time-location trade-off for a
given level of k-anonymity. Thus, an application needing timely information would
likely sacrifice significant location accuracy at all but the busiest of sensing locations.

Varying the Degree of k-Anonymity. One natural suggestion would be to allow users
to specify their desired degree of k-anonymity, and pick the right tile to match the
specified k. We caution against this approach, because the user’s preferred degree of
anonymity can itself leak information about the user. Consider the example where a
known paranoid user prefers k-anonymity with £ = 200. Receiving a report with a large
blurred range can be linked to that user. Users’ privacy is therefore maximized when all
users use the same value of k.

Privacy. AnonySense takes a conservative approach at providing users with privacy,
by blurring all dimensions of a report. Specifically, ¢ reports are combined so that time,
location, and sensor readings are aggregated according to standard techniques used in
the literature. We plan to explore other forms of privacy, where the fidelity of some
dimensions of reports are preserved. For example, location blurring may be sufficient to
provide users with privacy even if their identities are known. Indeed, much of the work
on location privacy related to sharing location with contacts assumes that the identity of
the person is known, and the location is blurred enough to provide users with privacy.
AnonySense, however, aims to provide stronger privacy. For example, Alice may select
a campus-level location granularity, but still leaks the exact time she arrives on campus.

Security Metrics. Quantifying the privacy of users is a hard problem. We assume a
strong attack model, where adversaries can build histories of users, and then try to
deanonymize reports obtained from the tasking service. We further assume that the sys-
tem itself may misuse the information about the time and location of sensor reports,
by blurring the location and time, but we trust the system to properly anonymize (ag-
gregate) the sensor data. Blurring the sensor data at the nodes may be possible, using
a similar tessellation map built from historical sensor data. We do not evaluate such
an approach because of lack of data. Furthermore, we believe that the blurring of en-
vironmental sensor data (such as room temperature or pollution levels) will provide
diminishing returns to a user’s privacy in addition to what is already provided by time
and location blurring.
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Collecting User-Presence Data. For simplicity we assume that users trust an entity
called the Map Server (MS) to collect AP-association traces and generate the tessella-
tion map accurately. There are several avenues for future work for MNs to maintain
anonymous associations with the APs, but allow the APs to accurately count MNs, and
allow the MNs to verify the accuracy of the resulting map. We hint at two such ap-
proaches based on standard cryptographic techniques. (1) Users authenticate with APs
using a variant of anonymous authentication that allows only one authentication per
time period [4]. Users obtain a token from the APs certifying that some anonymous
user successfully associated with that AP. The user posts this token onto a public bul-
letin board. These AP-association “logs” can be then used for generating tessellation
maps. Using the publicly posted information, users can verify that their associations
have been used in generating the tessellation map. Note that the bulletin board is not
trusted storage. If the bulletin board cheats by throwing away some data, it can be
observed by users with high probability. Such techniques are common to e-voting pro-
tocols [[7]]. (2) Alternatively, users can maintain a vector of location visits during a day
(e.g., using GPS traces or by counting their AP associations) and upload their vectors
to the bulletin board at the end of the day. Such techniques are standard to the “homo-
morphic encryption” family of e-voting protocols [9].

Location Data, and Tessellation. We describe our tessellation approach using data
about the location history of wireless-network users, which is provided as a sequence of
associations with Wi-Fi APs. The movements are discrete, hopping from one location
to another, and the locations are discrete points on the plane. In other settings, such as
locations obtained from GPS, the locations are continuous (any coordinate on the earth)
and the movements may be less discrete (a path connecting waypoints). We believe that
our tessellation approach can be adapted to other location models, such as heat maps
showing continuous mobility distribution, although the details remain future work.

7 Conclusions

We present AnonySense, a comprehensive system aimed at preserving the privacy of
users in opportunistic-sensing environments. AnonySense uses a protocol for anony-
mous tasking and reporting, and performs report aggregation to provide k-anonymity
against applications. We show how users can proactively improve their privacy against
the system by using a novel technique based on fessellation. Using our technique, users’
devices can automatically blur time and location information in reports to provide users
with statistical k-anonymity. Automatic blurring is achieved by reporting locations at
the granularity of files, where the tiles are generated based on historical data. We eval-
uated our approach using real AP-association traces from the CRAWDAD dataset rep-
resenting 6,553 active users over 77 days and show that a reasonable tradeoff can be
achieved between users’ privacy and spatiotemporal granularity.
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Abstract. We propose very simple and cheap but nevertheless effective
protection against privacy threats for RFID-tags. For the hidden subset
RFID-tags proposed in this paper, the ID string presented by an RFID-
tag evolves rapidly. It is is not the bit value that enables one to recognize
a tag. Instead, a reader detects some invariant properties that are hard
to be recognized by a curious illegitimate reader.

The solution is not based on any cryptographic primitive, it relies
only on properties of random sets and on linear mappings between vector
spaces. The solution proposed is well suited for low-end devices, since all
mechanisms can be easily implemented by circuits of a small size.

1 Introduction

RFID Technology and Privacy. RFID-tags, which are tiny devices with
very limited memory and low computational power, can influence a big num-
ber of application areas. Their primary functionality is identification of objects
which they are attached to. The major point is that reading identifiers contained
in an RFID-tag is possible in a wireless way, and so without any manual ma-
nipulation. Therefore RFID-tags can be considered as successors of widely used
bar-codes. However, they offer features that go far beyond elimination of man-
ual manipulation of objects in order to read a tag. So there are many potential
applications of RFID-tags in diverse areas (as a starting point of discussion on
these issues see e.g. [9]).

There is a vast and sometimes overoptimistic literature on RFID-tags with
interesting and important application proposals. However, the number of systems
deployed is much lower than one could expect. This is not a coincidence alone
for the reason that some basic security problems have not been solved yet. One
of the major problem is preventing leaking sensitive information due to the fact
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that an RFID-tag is typically a passive device and the readers are not authorized
by the tag.

The main problem considered in this paper is that readers can collect in-
formation on all RFID’s in their proximity. This information may be gathered
on a large scale, analyzed, and then misused. Most people generally underesti-
mate possibilities of data mining in such data sets. Surprisingly, many important
data can be obtained with such methods, even if certain information are missing
or anonymized. A good example of this type, quite convincing for the general
public is determining identity of a holder of a prepaid SIM card, which can be
performed by analyzing the graph of phone connections.

Particularly vulnerable are systems based on RFID-tags with unique static
binary ID’s written at the moment of tag’s creation. If the ID remains unchanged
during the tag’s life-cycle and there is no authorization of the readers accessing
the RFID’s, then some valuable data on RFID holders are available explicitly.
In this case, there is even no need to gather data or cover a substantial area by
the malicious readers - some key locations might suffice for certain purposes.

In particular, people may be traced by tracing RFID-tags that they are hold-
ing. Moreover, the RFID holder might be unaware of the RFID readers talking
to her or his tag and therefore be unaware where and when he has been traced.
So RFID’s is a perfect technology not only for good purposes, but also may
become a cheap and effective “Big Brother” network. It concerns not only vio-
lations of personal privacy, but also industrial espionage, and organized crime.
Privacy threats caused by RFID-tags were recognized almost immediately after
deploying the first RFID-based systems and stopped their wide-spread develop-
ment (recall for instance the case of METRO company in Germany and severe
discussions regarding personal data protection there). Actually, the problem was
recognized already in 2001 while designing Auto-ID Center protocols.

Except users’ privacy violation via tracing there are other major threats for
RFID-systems. One of them is cloning. In this attack, the tag’s ID is simply
copied into the memory of another tag (clone). This is a crucial problem for
many application areas where tags are used for access control, movement control,
billing purposes, and so on. If a tag allows an RFID reader to overwrite its
memory, then it can be exploited by malicious readers performing many attacks.
For instance, the reader may destroy a tag by writing junk contents. In this way
one could easily attack the systems deployed by competitors.

It should be underlined that all data concerning RFID-tags observed must be
protected with particular care (and cost) from unauthorized use of their data.
Indeed, they may be regarded as personal data and underlie the very strict rules
of personal data protection acts in many countries. Non-obeying these rules is
often a criminal act with respectively harsh penalties.

Design Goals. In this paper we are interested in passive RFID-tags with very
small memory and severely limited computational power that does not allow
a tag to perform any non-trivial cryptographic operation. Even computing values
of commonly used hash functions can be regarded as too expensive. Therefore
we cannot use any classical cryptographic authentication protocol in order to
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satisfy privacy protection and security demands. Basically, we cannot use any
purely cryptographic method.

In this paper look for a solution which solves the basic privacy problem for
RFID-systems:

1. an RFID-tag shows its ID in order to fulfill its basic identification goal;
2. an RFID-tag prevents any unauthorized reader to understand its answer.

We focus on techniques that can provide a fair level of security, but at the same
time are so rudimentary that a hardware implementation is very easy and cheap.

While examining simplicity and efficiency of a solution might be a simple task
(easily backed by empirical data), this does not apply to security guarantees. In
this case it is insufficient to show that there is no (obvious) way to break the
scheme, or that all previously used methods fail. We need some evidence that
there is no attack or it is more expensive than the value of the system or data
attacked. Clearly, no experiment may confirm that such an attack does not exist.
Let us remark that if a security mechanism implemented in hardware turns out to
be faulty, then there in no way to install a patch which would solve the problem,
as it is the case for software components. Therefore, we may face necessity of
replacement of devices on a very large scale with severe economic consequences.
For this reason we have to pay a lot of attention to formal security guarantees
when designing hardware systems.

Previous Privacy Protection Methods. So far a few methods have been
designed to protect the RFID-systems from the threats discussed above. This
topic has been covered by survey papers (see [GITTTII2]).

The simplest method it is to switch off a tag permanently, or kill a tag [§],
when a particular triggering event occurs. Of course, even for retail stores this
solution has certain disadvantages - one cannot use the tags as a proof of product
origin, when there is a dispute with a consumer. Temporary blocking tags might
be a better solution. For instance solution form [8] prevents recognition of any
tag in a particular location, if tree walking algorithm is used. A method based on
unblocking with passwords ([T4]) is much more flexible. However, this requires
implementing hash functions, which is relatively expensive for the RFID tags.
One can also partially disable a tags antenna [I0] - through reducing the tag’s
communication range no uncontrolled read operations are possible, the tag must
be placed in just a few centimeters from the reader.

There is a separate design line of privacy protection for RFID-systems based
on dynamic changes of tag’s content. Changes are carried out in such a way
that only a legitimate user is able to link them. Golle et al. [4] (see also [I])
introduce idea of universal re-encryption. Their encryption scheme allows any-
one to re-encrypt a ciphertext without knowing the public key corresponding to
the ciphertext. Moreover, only the owner of the private key is able to say if two
given ciphertexts correspond to the same plaintext. Golle et al. proposed that
this scheme can be applied for RFID-tags: the tag’s ID is encrypted by its cre-
ator/issuer. If the tag is in the proximity of a computationally strong reader,
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then the ciphertext is re-encrypted and the reader overwrites the old cipher-
text. A serious disadvantage of this method is that it requires deploying trusted
readers and relatively large size of RFID’s memory.

In [3], we propose spontaneous random changes of single ID-bits at random
positions. After getting a bit string from a tag, the reader seeks a tag in the
database with the closest ID - the corresponding entry should correspond to the
tag observed. The idea is that a tag ID evolves all the time and if an adversary
does not see the tag for some time, the link between the old and new values
is lost. The main disadvantage is that the adversary may cause spontaneous
changes and the tag cannot be recognized by legitimate readers as well.

Paper Contribution. In this paper we present a construction that provides
a high security level against unauthorized readers: only the readers that share
secret information with a tag can recognize it. At the same time the tag does not
use any cryptographic mechanism; the solution is based on complexity of com-
binatorial problems and hidden linear equations. For this reason, its hardware
implementation is extremely simple.

The main disadvantage of the scheme is that it requires quite fair amount of
computation on the reader side, when a new unrecognized tag appears at some
location. The other disadvantage is that a reader or a background system must
have access to secrets shared with the tag. However, this seems to be inevitable
for any design that is not based on asymmetric cryptography and each tag has
different secret material.

The solution presented in this paper is probably not the ultimate solution.
It is meant rather as opening a new line of research, and independent security
evaluation focused on practical situations and demands should follow.

Organization of the Paper. Sec. 2] presents the basic construction. In Sec. B
we discuss random choice of characteristic sets and the consequences of the
construction. In Sec. ] we concern linkability of a tag to previous values given
by the tags, as well as false recognition of a tag. In Sec. [l we describe the danger
of cloning a tag and present two countermeasures.

In Appendix (Section[f]) we present auxiliary mathematical results on vectors
and matrices of random bits which are used in this paper. For completeness, we
also provide proofs of these facts.

2 Hidden Subsets RFID-Tags

Outline of the Algorithm. We describe here a simplified version of our con-
struction, the ultimate construction reaching high security standards will be
described in Sec. Bl and B2

We consider memory of an RFID-tag as a list of single-bit registers. We shall
talk about (n, k)-tags, where the memory is divided into parts of sizes, respec-
tively, n and k (see Fig.[Il). The first, longer part is called the random part. The
second part of k registers (generally k is small, even k = 1 is possible) is called
the dependent part.
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Fig. 1. Design idea of a hidden subset RFID tag. Example of a (16, 4)-tag.

For each bit of the dependent part, a distinct characteristic set is chosen.
A characteristic set is a non-empty subset of {1,...,n} and determines registers
from the random part that determine one bit from the dependent part. The
characteristic sets of a tag are known only for the tags’ creator.

The simplest approach to choose a characteristic set is to toss an (asymmetric)
coin for each i < n and to put 7 into the characteristic set if tails are obtained.
We shall later discuss the process of production of a tag in more detail.

The main point is that it is not the contents of the random part that iden-
tifies a tag: for identifying a tag we use relations between the random and the
dependent part. Every time when a tag is read, all its bits from the random part
are randomly and independently overwritten. Then each single bit b from the
dependent part is re-computed as an XOR of values in positions indicated by
the characteristic set of b in the random part of the tag.

A legitimate user that knows the characteristic sets can easily recognize the
tag. It simply recomputes the values that should appear in the dependent part
according to the characteristic sets of the tag. At the same time, without knowing
characteristic sets one cannot check the relations that in fact define a tag.

It is crucial for our design that the bits in the random part are changing at
random spontaneously. For this reason it is impossible to trace a tag based on
the contents of the random part.

Formal Description. Let |A| denote the number of elements of set A. Let
x €r A mean that the element z is chosen from the finite set A uniformly at
random. Let [n] stand for {1,...,n}. Symbol & 4& denotes XOR of those bits of
a bit string £ that are taken from positions ¢ such that ¢ € A. The ith bit of
bit string Z is denoted by Z(i). If C' C [n] then C denotes the characteristic
function of the set C, i.e. 6')(1) =1if 7 € C and E')(z) =0ifi e [n]\C. We
say that a collection {C4, ..., Cy} of subsets of [n] is linearly independent, if the
collection {6}1, ce E'};g} of vectors from {0, 1}" is linearly independent over the
binary field Zs.
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Let X7, Y7 and C% (CL C [n]) denote the random part, the dependent part
and the ith characteristic set of tag T, respectively. An RFID tag with | Xr| =n
and |Yr| = k is called an (n, k)-tag. Notice that each (n,k)-tag T defines a
function 7 : {0,1}" — {0, 1}* by the formula

T(ﬁ) = (@0; ISERE @cg& §)~

It is worth to remark, for purposes of formal analysis of properties of investigated
tags that T is a linear mapping between {0,1}" and {0, 1}*, treated as linear
spaces over field Z.

Tag Reading and Update Operation. The following procedure is carried
out automatically during each read operation, as well as during initialization of
tag T'. It is performed by the tag and only triggered by the reader:

procedure Update(T")

begin
XT €ER {0, ].}n;
fori=1tok

Yr(i) = Des, Xr;
end;

In this algorithm fresh, random bits are placed in the random part of the
tag and then k consecutive bits of the dependent part are computed. Let us
remark that if a tag does not succeed to finalize these operations, then the
tag fails to fulfill the required relationship between the random and dependent
parts. However, this is not an issue, since performing the next update (correctly
executed) recovers the relationship of the bit values.

On the other hand, after getting an answer X,Y the reader tries to match
the answer with answers that would be given by each candidate tag. Namely, for
each candidate tag S the following equations are checked for i =1,..., k:

V(i) = @cr X

till the first moment when the equality does not hold. Then candidate S gets
excluded. If all equalities hold, then the tag examined is regarded to be S. Let
us remark that the search need not to be performed by the reader itself — the
answer X,Y can be forwarded to a center that holds secret information. This
may be advantageous due to ease of holding secret information.

3 Random Choice of Characteristic Sets

Details of Constructing a Tag. Random choice of characteristic sets might
mean many different processes, so let us fix some details. This is quite important
when we concern cryptanalysis — these details may have considerable influence
on the system properties.
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We assume the following process of creating (n, k)-tags. First a parameter
p € (0,1) has to be fixed. Then during the personalization process of an RFID-
tag the sets CL,...,Ck C [n] are generated using n - k independent coin tosses
with the probability of success (i.e. of choosing 1 as a value of the characteristic
function at a given input) equal to p. We call this scenario an (n, k, p)-production
schema.

In Sec. [6l we discuss influence of each parameter of the production schema on
the effectiveness and security of hidden subset RFID systems. At this point let
us remark that on one hand small p results in a small number of connections
(and a small hardware layout), while on the other hand a small p reduces the
number of possible characteristic sets and makes brute force attack less difficult.

The most important issue considered here is linear independence of the char-
acteristic sets created in this way. Note that linear dependence is a highly unwel-
come property - this implies linear dependence between the bits in the dependent
part. Since the number of dependent bits is relatively small, such a linear depen-
dence is easy to detect through a small number of read operations and analysis
of the answers. Then the discovered dependencies in the dependent part may
serve as a fingerprint of the tag concerned. In other words, in this case it is not
necessary to look for characteristic sets that yield to specific dependent bits -
which is the main problem from combinatorial point of view.

Theorem [ from Appendix states that Ck,...,CE are linearly independent
with probability at least 1 — Upd(n, k, p) where

Upd(nmop) = 3o Y- () (1 1= 20" 1)

a=1

Below we discuss the values given by this estimation.

For production schema of the form (n,30,0.5), the probability that the col-
lection Ck, ..., Ck is linearly dependent is bounded from above by 23°=". So for
n € {128,...,1024} we get pretty good guarantee that characteristic sets are
linearly independent.

Table [l contains upper bounds on probabilities of production of dependent
tags in schema (n,30,30/n) for various n. Notice that the expected number of
elements in a characteristic set for (n,k,p)-production schema is p - n. So in
the case considered the size of independent sets oscillates around 30, so the
characteristic sets are quite sparse. Nevertheless, we see that again probability
of getting linearly dependent characteristic sets is acceptably low. In this case
one can simply check dependence of characteristic sets by standard methods of
linear algebra and reject linearly dependent characteristic sets.

Table 1. Upper bounds on probability of getting linearly dependent characteristic sets
for schema (n, 30,30/n)

n: 128 256 512 1024

p: 428 .107*%  416-107*  1.12-107'%  1.79-10712




Privacy Protection for RFID with Hidden Subset Identifiers 305

Details of Recognizing a Tag. Let us fix an (n, k, p)-production schema and
let us assume that all tags considered in this subsection have been generated
according to this schema.

Assume that a reader has to check, if a tag T" in its proximity is a tag Ty. The
procedure depends on the size of the dependent part. If £ = 1, then the reader
scans the tag t times. Each time it gets X7 and Y7, it checks whether

Yr(l) = EBC;O Xr. (2)

Note that for each read operation an Update is performed, so different scans are
in some sense independent. If the observed tag was really Ty, then (2] always
holds. Otherwise, if Cr, # Cr, then equality ([2)) does not hold with probability
%. So T # Ty remains undetected with probability 27¢. The main problem with
this approach is that the reader must be sure that it is talking with the same
tag. A single malicious message obtained by the reader may be misinterpreted
as one of the ¢ answers mentioned and the tag may become rejected.

We claim that if k is sufficiently large, say £ = 30, then a single scan fully
suffices. equals 27%. However, the argument is incorrect, since the tests corre-
sponding to different characteristic sets are not completely independent: namely
they may concern overlapping sets of bits. Let us consider a tag T'; in this case
the reader checks for each j < k whether

Yr(j) = @By, X1’ 3)

which is equivalent to

Pxr=Pxr forj=1,..k
Cj Cj

The last equation can be written in the following way
P Xr=0 forj=1,.. k
C;D@C;O
By Theorems [l and [d from Appendix we deduce that the family
S={C}, @®Ct,...,Ch ®C}

is linearly independent with probability at least 1 — Upd(n, k, 2p(1 — p)), where
expression Upd(n, k,p) is given by equation (). Furthermore, if family S is
linearly independent, then using Theorem [7 from Appendix, we deduce that

From the inequality Pr[A] < Pr[A|B] + Pr[B¢] we finally get

Pr [ A@D Xr =@ 1| < 5 + Updin b, 2p(1 - p).
Cj

=1 i



306 J. Cichon, M. Klonowski, and M. Kutylowski

Concluding, we have obtained the following result:

Theorem 1. Let Ty and T be random tags created according to (n,k,p) pro-
duction schema. Then the probability that an answer of T will be accepted as an
answer of Ty is bounded by

1
where Upd() is an expression defined by equality ([d) and probability concerns
choice of T and Ty and the choice of the values for the random part.

In particular, if p = %, then the tag T # Ty can be recognized as Ty (a false
positive recognition) with probability not higher than 27% 427"*%_ Therefore, if
tags were created with (n, 30, 0.5)-production schema, then probability of a false
positive recognition is not higher than 2730 4 2—7+30,

Let us consider the (n,30,30/n)-production schema. It can be numerically
checked that for all n > 128 we have Upd(n, 30,2 - 32(1 — 29)) < 5,82 10724,
so we see that in this case the probability of a false positive recognition is less
than 2739 42777, So we see that for both production schemes considered in this
paper our estimates are very close to 2730, which is more than satisfactory from
a practical point of view.

4 Sets of Tags

In this section we consider issues that arise when we have got not a single tag,
but a batch of tags and an observer tracing communication between the tags
and a reader.

Unlinkability. Let us formally define unlinkability. Intuitively, in the context
of our protocol, unlinkability means that an adversary is unable to recognize a
RFID-tag within a set of other tags after performing update procedure. More
formally, we can express unlinkability in the following way which is a kind of a
standard approach in provable security area:

Definition 1 (Linking Game). Let us assume that there are L RFID-tags in
a system. An adversary scans all these tags t times. Then the challenger chooses
at random one out of L tags, performs the update operation on it and presents
the result to the adversary. The adversary has to say which tag has been chosen
by the challenger.

Any pair (£,1) € {0,1}™ x {0,1}* is called an observation of an (n,k)-tag.
We say that an (n,k)-tag T is consistent with a sequence {(&,n:)}i=1,...+ of
observations if

T(gz):nz fori:l,...,t,
where T'(£) means the contents of the dependent part of T, if the random part
contains £. We say that the set of observations {(1,m1), ..., (&, m} U {(&,n)}

is consistent, if there is a tag T that is consistent with these observations. The
following lemma is a basic fact from linear algebra:
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Lemma 1. A set observations {(§&1,m1)s .-, (&, m} U {(&,n)} is consistent, if
the vectors &1, ...,&, € are linearly independent.

Notice that an adversary tends to loose in the Linking Game, if there are a
lot of tags in the system which are consistent with the last and all previous
observations.

Let Th,...,Tr be a family of tags in the system. Let (& j,7:,;) (for i € [L]
and j € [t]) be the result of observing the ith tag during the jth scan. Let (£, 7)
be the result of the last observation presented to the adversary.

Let us fix a € [L]. Let p, denote the probability that the set of vectors
{€a1s- -, &t} U{E} is linearly independent. From Theorem [B from Appendix
we get p, > 1 — Upd(n,t+ 1,p). So, by Lemma [, we get the following result:

Corollary 1. Consider the Linking Game with t trials for a family of L tags
created according to (n,k,p)-schema. Then the probability that at least one tag
is inconsistent with the last observation is at most

L- Upd(n,t+1,p). (4)

The expression () gives an upper bound on the probability that an adversary has
any advantage after ¢ scans of the whole system. Notice that the estimation (H)
does not depend on the parameter k. Moreover, if p = %, then the upper estimate

is simply L - Z.~. Next, it can be checked numerically that if n € [128,1024] and
t <n —40, then Upd(n,t +1,3%) < 2.3-1071%. From this we easily deduce the

following result:

Corollary 2. Consider the Linking Game with t trials for a family of L tags
from (n,k,p)-schema. Suppose that n € [128,1024], p = & or p = 30/n and
t < n —40. Then for all L < 2"~t=32 the probability that the adversary has any
advantage (meaning that at least one tag can be excluded) is less than 2739,

Remark: we get similar but more precise estimates for p = %, if we use Theorem/[3]
from Appendix instead of Theorem G

Finding a Tag in a Batch of Tags. Let us consider the case that a legitimate
user would like to know if TAGy is in the range of his reader. We assume that the
characteristic sets of TAG are known to the user. Moreover, we assume that in
the proximity of the reader there are L tags. The reader sends sequentially the
queries to the tags and the tags reply with their current identifiers. Obviously,
for each query the TAG\ gives a response coherent with its characteristic sets
with probability 1. Let us assume that a tag different from TAG( will give
an answer coherent with TAGy with probability ¢ < 1, independently from the
answers of the other tags (this is an approximation of the real situation since
with a small probability there are some linear dependencies which increase the
probability of coherence compared to the case when the characteristic sets are
linearly independent). Recall that some estimations of ¢ have been given by
Theorem [l
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Search Procedure. The legitimate user queries ¢ times the batch of RFID-
tags. If response of any tag is not coherent with TAG, then it is excluded from
the batch and does not answer the subsequent queries from the reader in this
session. If after ¢ steps no tag is left, we say that TAGy was not in the batch.
Otherwise we assume that it is present.

Theorem 2. Assume there is a batch of L tags without TAGy. Assume also that
a tag different from TAGq yields an answer coherent with TAGy with probability
q independently of all other tags. Then after t queries the system concludes
(erroneously) that TAGy is in the batch with probability 1 — (1 — ¢*)~.

Proof. Let A; denote the event that at least one of L tags different from TAG
responds coherently with TAG| to t consecutive queries. Similarly, let A} denote
the event that the ith tag responds coherently with TAGy to t consecutive

L .
queries. Of course, A; = |J AL Let A€ denote the complement of event A. So,
i=1

we have
L L )
Pr[A] = Pr[( ] 4j] =1 - Pr[[")(4})"]
i=1 i=1
L
I—HPr (AN =1-[]Q =Pr[(AD)]) =1— (1 —g")". O
=1

In Sec. Bl we observed that the probability of false positive recognition of a tag in
all cases considered there is less than 2730, Hence we may use Theorem Bl with
2730 and since 1 — x = e~ * for x ~ 0, we get

L L
1-(1-¢ht =1 —exp(—w) N S5

Numerical experiments show that this is a very precise upper estimate. Hence
for practical considerations we may assume that the probability of a false positive
recognition of a tag in a batch of L tags after ¢ scans is bounded by 23% So
even if a batch is large, say L = 230, then after two scans the probability of a
mistake is bounded by 273°.

5 Cloning Tags and Countermeasures

Cloning a Tag. Suppose that an adversary observed n times an (n, k)-tag and
let (&1,m1), - - -, (€n, mn) be the sequence of his observations. Using Lemmal[2 from
Appendix we deduce that the set of vectors {&1,...,&,} is linearly independent
with probability & 0.289. Therefore, with high probability for each i € [k] an
adversary can solve the following system

(X, &) = m(i)
(X, E0) = 1 (0)
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of linear equations, where (X, ) denotes the scalar product of vectors X and &.
Then, obviously, a solution for X is a solution for the characteristic function the
ith hidden subset of the observed tag. So, after n observations an adversary is
able, with relatively high probability, to produce a fully functional copy (a clone)
of the observed tag. However, no number m < n of observations is sufficient to
clone the observed tag: after m observations there are at least 2"~ possibili-
ties for each characteristic set, so the total number of tags consistent with this
observations is at least 2¥(n—m)

We see that the scheme presented, despite nice properties, would be of little
use - n read operations on a tag would lead to disclosure of characteristic sets
and full traceability of the tag.

We have proved in Sec. 3 that a legitimate user can correctly recognize a tag
with probability close to 1 — 2% during a single scan. On the other hand, we
have proved that an adversary needs about n scans to be able to clone or trace
the tag. It is acceptable, if we assume that the adversary is unable to read a tag
too frequently. Some discussion about necessary timeouts can be found in [5].

However, we may prevent the mentioned attack without complicated hardware
mechanism such as timeouts. In the subsections below, we show that simple
change of tag’s design alleviates cloning attack.

5.1 Double Answers
We may adapt a more effective strategy related to a solution from [I3]:

FEach time a tag is scanned, it gives two answers. One of the answers is
the contents of the tag’s memory. The second answer is a random string
of the same length. Moreover, the two answers are given in a random
order.

Of course, it is still possible to recognize a tag by a legitimate reader: both
answers are analyzed, but we expect that only one of them passes the test (3.
(Note that in this case we cannot use the scheme with k& = 1.)

Now, the adversary has to solve the following problem, which seems to be
computationally infeasible for sufficiently large n:

Consider a system of m linear equations Q with n unknowns having a
unique solution w. The coefficients in Q) have been chosen at random.
The system @ is embedded in a system R of 2m linear equations, where
the equations 2j — 1 and 2j are: the jth equation of @ and a random
equation giwen in a random order. The problem is to compute w when
the system R is given.

We can remark that a brute force approach to solve this problem is inefficient,
since probability of getting a system of inconsistent linear equations is low when
the number of equations considered is much lower than n (see Theorem B]).

5.2 Permuting the Answers

One of the most obvious tricks is to mix the random part with the dependent
part at random in each tag (so, the adversary does not know anymore if a bit
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from the suffix is really used for the equalities defining a tag). However, much
more promising design direction is to shuffle answer bits of a tag using iterated
permutation o of some permutation o with a large order, which is known only
to the owner of a tag, and the number L is a positive natural number sent to
the tag by the reader.

Let us explain the idea with a few more details. Consider an (n, k)-tag and
suppose that o is a permutation of the set {1,...,n + k}. We assume that
the permutation o is known only to the owner of a tag. Suppose that the reader
sends a number L to the tag. Then the tag computes, as before, the “ID” (£,7) =
(diy...,dntk). Next, the tag iterates L times the permutation o to transform
the answer, where o(dy,...,dnix) = (doq1)s- - do(nir))- Hence, finally, after
the Lth iteration it obtains the sequence (dyr(yy, .., dyt(n1k)) and this is the
answer which is sent back to the reader.

An adversary, whose goal is to clone a tag, has to recover not only the linear
mapping from the space {0,1}" into {0,1}*, but also the permutation . This
extension of the (n, k)-tags makes also the trivial replay attack impossible, since
the answers generated by such tags depend on the information sent by the reader.
Finally let us note there are a lot of permutations of the set {1,...,158} of large
order — the maximal order of permutation of this set is approximately 1.9 - 10'2.

6 Final Remarks

Security as well as efficiency of the system as a whole depends on several pa-
rameters. The choice of the parameters (n, k, d) of the production schema have
the following consequences for system properties:

— parameter n has influence on the number of steps an adversary must trace
to recover the tag’s all hidden characteristic sets; growing n increases the
number of necessary steps,

— parameter k has influence on the probability of a correct recognition of a tag
by an legitimate user; growing k decreases the probability of a false-positive;

— parameter p has influence on the production costs and on unlinkability prop-
erties; from the point of view of chip size a small size is advantageous, while
from the point of view of the Linking Game the probability p = % is optimal.

It should be also emphasized that hidden subset RFID-tags do not require
any sophisticated circuit design. Indeed, a tag from (n, k, p) production schema
requires, on average, only k- n - p XOR gates.

It may occur that an answer of a tag does not identify a unique tag. Namely,
the answer might be consistent with characteristic sets of at least two different
tags known to the reader. This ambiguity problem is the main drawback of the
solution based on dynamic ID’s presented in the paper [3]. Note that this is not
a serious issue for the scheme presented in this paper: it suffices to read the
tag a few times in order to eliminate false ID’s concerned during the first read
operation.

Still, the scheme requires fine tuning and detailed analysis concerning security
for the architectures presented in Sec. [5.1] and
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Appendix A: Mathematical Facts

In this section we prove some fact about random 0 — 1 matrices, which we use for
analysis of properties of (n, k)-tags. All presented proofs are elementary - they
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use only elementary combinatorics and basic probability and a bit of linear
algebra.

Lemma 2 (see e.g. [2]). Let (&) )”e[n] be a sequence of stochastically inde-
pendent 0-1 random variables such that Pr[¢! = 1] = 5 L for each i and j. Let
@) = (&, &) for j € [n]. For 0 < k < n, let Pk be the probability of

the event that vectors x(1), ("% are linearly independent over the field Zs.

Then
a 1
Pn.k = H (1 - 2_a> .

a=k-+1

Proof. Let Nj be the number of sequences of length k of vectors from the vector
space Zy which are linearly independent. It is easy to see that N; =2 — 1 and
Nit1 = Ni(2" —2%). Using this recurrence formula we get Ny, = k_ (2" —2h).
The total number of all sequences of length k of vectors from (Zg) 1s (2M)*. So

R (COR (O

a=k+1

Notice that p, 0 = Hz;é(l —1/2%). It can be checked that lim,, p, o = 0.2887...
and that the convergence of this sequence is very fast. For example, we have
ps,0 = 0.298004 and pig,0 = 0.28907. Therefore, a collection of n random 0-1-
vectors of length n is linearly independent with probability about 0.289.

Theorem 3. Let (& ) el be a sequence of stochastically independent 0-1 ran-

dom variables such that Pr¢) = 1] = L for each i and j. Let 1) = (&,....&)
for j € [n]. For 0 < k < n, let p,x be the probability of the event that vectors

a2k are linearly independent over the field Zo. Then
1-27F < pp <1 —27 KD,
Proof. If vectors V), ..., z("=F) are linearly dependent over Zs, then there exists

a nonempty subset A of [n — k] such that > _, (¢ = 0. By the stochastic
independence assumption we get

Pr {@aEA §g('a) = 0} =3

for any fixed subset A. Moreover, these events are stochastically independent for

€ [n]. So
Pr[Soeas® =0 = ()"

Since there are 2% — 1 possible choices of an nonempty set A, so

Pr [m(l), ..., z("=) are dependent ] < 2;—? = 2%

Hencepnk>1——
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The upper bound follows directly from Lemma 2] namely, we have

- 1 1
Pnk = H (1_2_a><1_W' O

a=k+1

Let us emphasize that the approximation in Theorem [3] does not depend on
parameter n.

Theorem 4. Let &y, ..., &, be a sequence of stochastically independent 0-1 ran-
dom variables such that Pr[¢; = 1] = p. Then

Pri@i; & = 0] = 5(1+ (1 —2p)™).

Proof. Obviously, it is enough to find the probability that we have an even
number of successes during m stochastically independent trials, if each trial
succeeds with probability p. Let P.,e, denote probability of this event and let
P,4q denote probability that the total number of successes is an odd number.
Let g =1 —p. Then P.yen, + Poga = 1 and

m _ m m— m m—
Peven_Podd:Z<k)pkqm b Z <k>pkq k:Z<k>(_l)kpkq ka
)

2lk ~2lk %
80 Peyen — Pogda = (—p+¢)™ = (1 —2p)™. Therefore 2 Peyen, = 14+ (1—2p)™. O

Theorem 5. Let Xy,...,X,,,Y1,...,Y, be a sequence of independent 0—1 ran-
dom variables such that Pr[X; = 1] = Pr[Y; = 1] = p for eachi. Let Z; = X;®Y;.
Then Z1,...,Zy is a sequence of independent 0-1-random wvariables such that
Pr[Z; = 1] = 2p(1 — p).

Proof. The independence of the set Z1, ..., Z,, of random variables is clear. The
rest follows from the following equalities: Pr[Z; = 1] = Pr[X; = 1AY; = 0] +
PriX; =0AY; =1] =2p(1 — p). O
Recall that
1 <& (m
Upd = — 1 1—2p)*)".
patn. ) = 53 () 0 (=20

Theorem 6. Let (5{)2-7]-6[”] be a sequence of independent 0-1 random variables
such that Pr(&; ; = 1] = p. Let a; = (§},...,&"). Then for 0 < m < n the set of

vectors {a, ... ,am} is linearly dependent with probability at most Upd(n,m,p).

The proof of Theorem [0l is almost the same as the proof of lower bound of
Theorem[3 There is only one important difference: since the values 0, 1 of random
variables & are not equally probable, we have to apply Theorem [l

Theorem 7. Let o) ... o) be a sequence of linearly independent 0-1 strings
of length n, and (w1, ... ,ws) € {0,1}°. Let (& )ic[n) be a sequence of stochastically
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independent random 0-1 variables such that Pr[§; =0] = 5 for each i € [n].
Then

S

Pr /\ @ 51 = Wwj = % (5)

i=1 \ a2y

Proof. Let us consider a function F' : {0,1}"™ — {0, 1}* defined by the formula

F(xy,...,x,) = @xi,..., @xz

agl):1 aES)ZI

Then F is a linear mapping from {0,1}" to {0,1}*® treated as linear spaces over
Zsy. Moreover, from the algebraic independence of oV, ..., a®) we deduce that
the rank of the mapping F' is s, i.e. img(F) = {0,1}°. Since dim(ker(F)) +
dim(img(F)) = dim({0,1}"), we deduce that dim(ker(F')) = n — s. Therefore
the solutions of the equation F(z) = (wi,...,ws) form an affine subspace of
{0,1}™ of dimension n — s. Therefore

{x € {0,1}": F(2) = (w1,...,wi)}| =2""°.

Finally, observe that each vector z € {0,1}™ is a realization of random variables
(&1,...,&,) with probability 1/2", so Pr(F(&1,...,&,) = (w1,...,ws)) = 2% .
1

s = L 0

Let us note that the assumption of linear independence in Theorem[7is necessary.
Indeed, if an a*) can be expressed as a sum of certain other strings o), then
w, must be obtained in a similar way from the corresponding bits w;. So, in
particular, for certain (w1, ...,wy) the value of w,, is wrong and the probability
from Equality (@) is 0.
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